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Security in Wifi networks

o Open Authentication
Authentication modes

e Open Authentication | |
o For open networks g 0000000000000 @

o Used for WPA/WPA2/WPA3, the
authentication and key generation

comes after open authentication
e Shared Key Authentication:

Station Access Point

Beacon
——— PTODE RE(UEST  e—

[ 1 0b e Response

o Encryption key shared among all e Giien entior ol s
users (WEP) le———— Authentication Response mmm—
o Itis used both for authentication ——— Association Request —m——b)
and for encryption ————— Association Response =

o OBSOLETE, very insecure, easy to | Data .
break : :
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802.11i1 Authentication options

WEP

WPA WPA2 WPA3
Year 1997 2003 2004 2018
Encryption RC4 TKIP with RC4 AES-CCMP AES-CCMP and
AES-GCMP
Key size 64 and 128 bits 128 bits 128 bits 128 and 256 bits
Authentication Open system and

shared key

Pre Shared Key
(PSK) and
802.1x with EAP

Pre Shared Key
(PSK) and
802.1x with EAP

Simultaneous
Authentication of
Equals (SAE) and

802.x with EAP
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MADRID

Supplicant Authenticator MSK (Master Session Key)
PMK (Pairwise Master Key)
Temporal keys: PTK and GTK PTK (Pairwise Transit Key)
GTK (Group Temporal Key)
: ANonce
I PMK | PMK | GMK SNonce
' ‘ MIC (Message Integrity Code)
a) PMK is known a) PMK is known PRF (Pseudo Random Function)
b) Generate SNonce b) Generate ANonce
PTK = PRF (PMK + Anonce +
Message 1: EAPOL-Key (ANonce, Unicast) SNonce + Mac (AA)+ Mac (SA))
Derive PTK
4
PTK Message 2: EAPOL-Key (SNonce, Unicast, MIC)
Derive PTK I FAR
If needed
r Encrypted GTK generate GTK
Message 3: EAPOL-Key (Install PTK, Unicast, MIC, r GTK
Encrypted GTK)
Message 4: EAPOL-Key (Unicast, MIC)
Install PTK and GTK Install PTK
T [
PTK GTK PTK
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PMK from the PSK (personal)

Access Point PSK: Pre-Shared Key

Wi-Fi Device
The password that comes

Passphrase (PSK) s in the sticker behind the

\\\‘f% l distribution l — router at home
Knowing the PSK you can
SSID PSK PSK SSID obtain the PTK if you can
l ; | l 7 | sniff the 4-way handshake.
= P_MPE ______ 4-way handshake _/EMK | WPA3avoid this by the
SAE that uses Elliptic
Curve Diffie-Hellman key
exchange
Derive PTK S-nonce, »| Derive PTK
Check MIC
y
Check MIC ey installeg, i
(Message 4) Key installed
Key installed Check MIC
Begin Begin
Encryption cipher text Encryption



E)eoMpibTERSE  PMK with 802.1X EAP (enterprise)
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Wi-Fi Client RADIUS
802.1x Protocol |
N =
cable "?‘
(= /
Access RADIUS
Initiate > Point Server
connection
p Identity request
Identity response > Identity >
< Negotiate EAP Type > < Negotiate EAP Type >
< Authentication »
< Authentication < Authentication
result result
P Port authorized OR
disconnect
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P

’,
Supplicant Authenticator Authentication Server
802.11 Association
WPA/WPA2
802.1x
EAPOL-Start

[4—— EAP-Request Identity

EAP-Response Identity
(netid@utk edu) RADIUS Access-Regquest—J)|

L/TLS Tunnel

w
w

EAP-Request Credentials
—— EAP-Response Credentials RADIUS Aocess—Request—bm
{ SSUTLS Tunnel

EAP-SuccessfFailure—i‘~ RADIUS Access-Accept/Reject—

/802.1x
802.11 Keying '|
WPAWPA2
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Channel Size (MHz)
Subcarrier (KHz)
Symbol time (us)

Frequency
multiplexing

Modulation

Multi User Operation

Spectrum Bands

802.11ax - WIifi6

20, 40

312.5

3.2

OFDM

BPSK, QPSK, 16-QAM,

64-QAM

N/A

2.4GHz & 5GHZ

20, 40, 80, 80 + 80 and 160

312.5

3.2

OFDM

BPSK, QPSK, 16-QAM,

64-QAM, 256-QAM

Downlink MU-MIMO

SGHZ

20, 40, 80, 80 + 80 and 160

78.125

12.8

OFDM & OFDMA

BPSK, QPSK, 16-QAM,
64-QAM, 256-QAM
1024-QAM

OFDMA UL/DL
MU-MIMO UL/DL

2.4GHz & SGHZ
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312.5 kHz 802.11a/n/ac subcarrier spacing

78.125 kHz 802.11ax subcarrier spacing

e 256 subcarriers in 20 MHz (40 MHz/512, 80 MHz/1024, 160 MHZz/2048)
o data subcarriers: 234 / 468 /980 / 1960
o pilots: 8/16 /16 /32

CentralRU 26

26 2 26 .

2 S assas 2 9 users Resource Units (RU) reserved

- - - - 4 users for uplink and downlink
4 MHz 4 MHz 4 MHz 8 MHz
106 106 2 users
8 MHz 8 MHz
1 user
242
20 MHz
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g UL BA ; UL BA
(STA2) (STA3)
Contention IF$ Contention IFY t i
UL BA (STA1)
UL BA (STA2)
UL BA (STA3)
t

Multi-user DL-PPDU

A

802.11ax AP Trigger ( \ 802.11ax clients

i 11 ’ \ STA4RU 4:52tones
STA3RU 3: 52 tones

T
‘Q' ‘ 2 T © STA2RU2:52tones o o
Nl < QMURISS - & ISTALRUT 521ones - | BARNS .
CTS Block ACK E STA 1
<
CTS Block ACK g STA 2
<
CTs Block ACK E STA 3
<
CTS Block ACK E STA 4
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Mesh Access Point Mesh Access Point
(MAP) (MAP)
Protocols that enable us to join ‘, -
several WLAN forming a single et =
WAN:

e Cisco Adaptive Wireless
Path Protocol (AWPP)

e |EEE 802.11s Mesh Access Point

Uses: 3 (M AP)
e Town or campus wifi
e Emargency solutions ﬁ
e Shared wifi

Wired
Network m
Root Access Point

(RAP) ﬂ Wired
Network

QOO0 Root Access Point
Mesh Access Point (RAP)
(MAP)

MPP en 802.11s



802.11s Hybrid Wireless Mesh Protocol

Two configurations:
e With root portal: organized as a tree

o Rooting based on the distance to the root
e Without root portal: organized as a mesh

o Distance vector routing algorithms like Radio Metric AODV
m Cost: time consumed transmitting a packet
o Link state algorithms like Radio Aware OSLR Path Selection Protocol
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‘ -— r_:<—>/Q'Q \": O O Traditional WLAN
Internet Router \O !,'

/
!
/
O Station / O

/
/"\\ ) /
b ) Access Point Range /

~

—

ESP Wifi Mesh

Internet Router

O Station

—

N
| Access Point Range

N /
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ESP - Wifi Mesh

https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-guides/mesh.html

Applieation Application Application

— - Frame Check TCP/IP |ESP-MESH ESP,MESH £SP-MESH

Wi-Fi Data Frame MAC Header Frame Body — Bata Link Data Link R

e I Physical} {Physicaly i Physical

T Station | softAP Stafion | sokAP Stofion | softAP
e Integface | Intefface Integface | Interface Interface | Interface

ESP-MESH Packet oot ! ? : ! '
Src Addr | Dest Addr | Options ] \ ," ‘.‘ /

’
iy

/ X
3 \

[ 1
) v
1 \
, \
\
/ s .
’ N ’
N
’ N P
, . -
--- ~————
- » <
-« L -«

Internet Router

Root Node Intermediate Parent Node Leaf Node

. Root Node
B Second Layer Nodes
@ Third Layer Nodes

<+—» Connection



https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-guides/mesh.html
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Maximum Permitted Layers = 4 Router

O Root Node h

O Intermediate Parent Node

Leaf Node
O Idle Node

(9 ORONO ©
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The upstream (parent) node is selected based on:

e The Received Signal Strength Indication (RSSI) of the received beacon
o If the RSSI < threshold -> the node is discarded as parent

e The distance to the root node

e The number of child nodes (in case of tie)

Area where Potential Upstreom Q : Intermediate medi i
— : Idle Node Intermediate Connection to
35S1 > Threshold Connection Sarent Kode Detected Nodes O Idle Node O Root Node @ - - -
RSSI > Threshold -onnect Parent Node Parent Node Preferred Parent

ESP-Mesh allows the programmer to select an alternative procedure to choose an alternative
parent node (Mesh Manual Networking Example)


https://github.com/espressif/esp-idf/tree/8bc19ba/examples/mesh/manual_networking

Y compLUTENSE ~ ESP Wifi Mesh: routing
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Maximum Permitted Layers = 4 Router

O Root Node h Node B’s Routing Table (: \)

@ Intermediate Parent Node e Subtable )

O Leaf Node
e esp_mesh_get_routing_table()

esp _mesh get routing table size()

esp_mesh_get _subnet_nodes_list()

esp_mesh qget subnet nodes num()

K- " a:@ OROIORO.

Each node maintains a routing table with the MAC addresses of all the

nodes in its subtree
e Partitioned in subtables for each of its child subtrees


https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv426esp_mesh_get_routing_tableP11mesh_addr_tiPi
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv431esp_mesh_get_routing_table_sizev
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv430esp_mesh_get_subnet_nodes_listPK11mesh_addr_tP11mesh_addr_ti
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv429esp_mesh_get_subnet_nodes_numPK11mesh_addr_tPi
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv429esp_mesh_get_subnet_nodes_numPK11mesh_addr_tPi
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ESP Wifi Mesh: network formation

1.
Root node
election or @ @
designation
me® O O ©® | =
Router Router
@ @ (O Idle Node @
O Root Node
Intermediate
3. 0 Parent Node

Leaf Node

Router
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By election, a distributed process where

. Electing Node O |dle Node O Root Node O Intermediate Parent Node

k cnny m con 00 @ con > the RSSI of the beacon frames
. Router ’ @ Router dominates
@ o»o o esp_mesh_set_attempts()

. . @ @ esp_mesh_set _vote percentage()

(-35db, D) (-40db, E)

.<-120db. ) (—120db.G). @ 10db, ¢ (-10dt @

— .

Router

Router

By designation of the ®

programmer 3 A
esp_mesh_set_parent()
esp_mesh_fix_root()

Router



https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv428esp_mesh_set_vote_percentagef
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv419esp_mesh_set_parentPK13wifi_config_tPK11mesh_addr_t11mesh_type_ti
https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv417esp_mesh_fix_rootb
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() Node Powered Off @(-25db, A) 1.
N/

- t (-30db, C)
Sl WG

(-40db, D) Router (-40db, F)

(-50db, G)@ @(-SOdb. H)

(-20db, B) (B}

(-10db, E)

Synchronous
Power-On
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ESP Wifi Mesh: node failure

Root node

Intermediate
parent node

-15db

-25db ®

1. h 2. A

‘ Intermediate Parent Node . Recovering Node ® Failed Node
' 4

1. | 2 :

-10db

-20db

I\
3. :



) compLUTENSE  ESP Wifi Mesh: change of root node
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esp mesh waive root()

O Idle Node O Root Node . Intermediate Parent Node
1. __(-25db, A) é (-10db, B) _ h 10db, B) g 2.

L

Router Router



https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv419esp_mesh_waive_rootPK11mesh_vote_ti

ESP Wifi Mesh: other characteristics

e Multicast

o By list: Set the packet’'s destination address to the Multicast-Group

Address (01:00:5E:xx:xx:xx).
m The ESP-WIFI-MESH packet is a multicast packet with a group of
addresses
m The address should be obtained from the header options.
m Users must then list the MAC addresses of the target nodes as options

o By group: nodes can be adhered to a multicast group

B esp mesh set group id()

e Broadcast
e Upstream flow control
o Nodes request a reception window to send upstream

o Parents can control the upstream flow by the size of the window
offered



https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-reference/network/esp_mesh.html#_CPPv421esp_mesh_set_group_idPK11mesh_addr_ti

802.11ah - Wifi HaLow

e 802.11 standard for loT
e Uses Sub GHz band
o 902 -928 MHz in USA
o 863 -868 MHz in Europe
o Greater distances ~ 1 km (Neighbour Area Network, NAN)
o Less congestion, greater penetration
e Lower transmission/data rate
o [Each bit last longer
o More tolerance to multipath distortions
e Reduced frame formats
o Better use of the bandwidth
o Less power consumption
e Low power modes, less communication with the AP

e 4x devices per AP



UNIVERSIDAD

V) COMPLUTENSE

802.11ah use cases

ﬁRRHHHH)‘H)‘RNRHRRﬂNHRRNR

— Data Collector & Control

—— Wired Link

Wireless Link
o - . . o N AN
AR mE ' A\
F Wil N
f i
. =

A. ,‘\‘
\Distributed Automation Deyice f\' HH h i
' b 4 s
b ; ol ; .,./
; i ,{EEE 802.11ah AP he o2 A j
o, A I 3 .
.~.- :“' ; LS L 3 / A
T S - / Water Merér N e

e

Wide Area Network (NAN)

R

LTI

Neighborhood Area Network (NAN)

Home Area Network (HAN)

9856508 5 DEIE O S 500 BE SEEIE DEDEIE HE DE SEIE SE L SENE D DE D BEDEMIE DM D SE 9 ¢ DT
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e 802.11ac clock is divided by 10
o Channels of 2/4/8/16 MHz
o OFDM, FFT with 64 points: 52 data subcarriers + 4 pilots
m 10x symbol duration (40us) -> 10x tolerance to multipath interference
m 10x all times (SIFS, DIFS, ...)
o 1 MHz Channels
m FFT with 32 points: 24 data subcarriers + 2 pilots
m  New Modulation Coding Schemes (MCS) for 1 MHz channels, 9x range
STREAM
Midiil Code IMHz 2MHz 16MHz
UsS ' Rate (Mbps) | (Mbps) | (Mbps)
! ! MCS0 BPSK 1/2 0.30 0.65 6.5
i i MCS1 QPSK 1/2 0.60 1.3 13
I MHz Plllllllllllllllllllllllll: Mcs2 [Qpsk 34 | 090 T T
AVl V VYV VVVYVVYVYV VY MuS: JleoaM JLe 1 2o =6 <6
i : MCS4 16QAM | 3/4 1.8 3.9 39
ey v Vv vV VvV vV MCS5 [ 64QAM [23 |24 5.2 52
i i MCS6 64QAM | 3/4 2.7 5.85 58.5
8 MHz ___i MCS7T | 640AM | 56 |3 65 o5
16MHz | _ . | MESS 1 2860QaM 154 | 86 18 28
| ; N/A for
902 MHz 928 MHz MCS9 | 256QAM | 5/6 4 I spat. | 86.67
stream
*MCS10| BPSK 1/2 0.15

All stations must support 1MHz and 2MHz channels

*Includes 2x repetition mode to increase range
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1MHz 0.15 — 4.40Mbps x NSS

Mandatory
for STAs

(Globally ]
Mandatory J interoperable)
for APs 2MHz 0.65 — 8.67Mbps x NSS
4MHz -1 35 — 20.00Mbps x NSS
‘ e
16MHz

NSS = number of spatial streams
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155 — 1MHz (outdoor prop.)

" —— NSS4
R ——NSS3
o) —
S 25 - 1 — NS5 2
= l
.:é ——NSS 1
oo | 1
=5 I |
(]
g 05 7~ ' : 160 -
= 16MHz (outdoor prop.)
140
01 T T T T T T T I Elzo ] | |
Ke) -
0 250 500 750 1000 12 1500 S 100 4
Distance (m) Ty , ——N551
£ —NSS 2
¥ 60
) _‘—H.‘_‘ ——NSS 3
o
£ 40 4
e ——NSS54
Additional step

N
o

thanks to MCS10
(only available with
1MHz and NSS 1)

o

100 200 300 400 500
Distance (m)

o

NSS = number of spatial streams
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e New frame format, with reduced size
o Some fields are removed (Duration, QoS control, HT control, Sequence
control)

o Option to use only two addresses
m Option to use 2B AID instead of 6B MAC addresses

Bytes 2 2 6 6 6 2 2 4
.~ | Duration Sequence QoS s
- . / A2 A3 : HT Control
S D u ’ Control | Control | 11' CONtrO

(a) Legacy 802.11 MAC header format.

Bytes 2 2 6 2 6
Dovialing: FC Al A2 Sequence | A3 |
: (AID) (BSSID) Control | (Optionally present) |
Bytes 2 6 2 2 6
. - Al A2 Sequence | 7. T
J .o . .
g FC | (BsSIDRA) | (AID) | Control | (Optionally present) |

(b) 802.11ah short MAC header format.



802.11ah MAC

e Null Data Packet: only PHY bits
o Only the PHY preamble is sent (no MAC header or payload)
o The function is identified by the MCS, adding MCS codes not used for
regular data frames (ACK, block ACK, ...)
e Short Beacon Frames
o Sent frequently at the lowest data rate
o The complete beacons are sent with less frequency
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e Bi Directional Transmit (BDT): fast frame interchange
o The sender sets the response indicator to long response
o The receiver can then send data instead of an ACK after the SIFS,
avoiding a contention process
m This implies an ACK on the received data
o Frames are sent until no more data needs to be sent during a
transmission opportunity (TXOP).

STAA
(legacy)

STAB
(legacy)

' DIFS + ’
IF
S S Backoff

STAA

STAB
(BDT Resp.)

SIFS




802.11ah MAC

802.11 allows the stations to keep inactive for a maximum period
indicated by a 16 bit number in 1024 ms units (> 18h)

802.11ah: the two most significant bits are used as a scaling factor
(1,10,10% 0 10%) -> 10%(2™* - 1) > 5 years!!

Each station negotiates a Target Wake Time (TWT) with the AP

o Null Data Packet with information on the stored packets for the node
Segmented Traffic Indication Map (TIM), organized in pages

o Stations wake only to receive the beacon with their portion of the TIM




