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2. loT Pentesting methodology
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2. Embedded device

3. Firmware, software, and applications

4. Radio communications

3. Identifying Assets

4. Pentest Cases
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§ IoT Security and Exploitation Education
§ Attify helps businesses secure their IoT 

devices, mobile applications and digital assets.
– Offering security assessment, penetration testing 

and training to organizations all over the world
– An IoT penetration test is the assessment and 

exploitation of various components present in an 
IoT device solution to help make the device more 
secure

https://www.attify.com/ 3
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§ Lack of Security Awareness Among Developers:
– Developers are often less knowledgeable about the possible security 

vulnerabilities in IoT devices
§ Lack of a Macro Perspective:

– It is easy for developers to forget about the fact that it is the 
interconnection of devices and various technologies that could lead 
to security issues.

§ Supply-Chain-Based Security Issues:
– It is common to have different components of devices being 

manufactured by different vendors, getting assembled by another 
vendor, and finally distributed by yet another one

§ Usage of Insecure Frameworks and Third-Party Libraries:
– Normally developers use existing libraries and packages and they 

introduce potentially vulnerable code samples into the product.
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§ Finding as much information as possible 
about the device.

§ The entire architecture can be divided into 
three categories:
1. Embedded device.
2. Firmware, software, and applications.
3. Radio communications.

6
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§ Analysing the hardware device for security 
vulnerabilities will allow us to obtain 
sensitive information about the target loT 
system as well as, in some cases gain, full 
access to the loT device.

7
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§ Some of the vulnerabilities found in 
embedded devices:
i. Serial ports exposed.
ii. Insecure authentication mechanism used in the 

serial ports.
iii. Ability to dump the firmware over JTAG or via 

Flash chips.
iv. External media-based attacks.
v. Power analysis and side channel-based attacks.
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§ The components where you can apply the 
traditional pentesting:
I. Mobile application:

a. Reverse engineering the mobile app.
b. Runtime manipulation attacks.

II. Web-based dashboard 
a. Client-side injection.

III. Insecure network interfaces 
a. Outdated version with known vulnerabilities

IV. Firmware
a. Ability to modify firmware.
b. Hard-coded sensitive values in the firmware

9
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§ Firmware is a software program or set of 
instructions programmed on a hardware device:
– Perform functions like basic input/output tasks
– Low-level control for a device's specific hardware.
– May act as the device's complete operating system, 

performing all control.
– Typically held in non-volatile memory 

• ROM, EPROM, Flash
– “Semi-permanent" since it remains the same unless it 

is updated by the manufacturer
• Process that is performed rarely or even never

10
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§ Firmware is a software program or set of instructions programmed 
on a hardware device

§ Firmware holds a ton of information about the device including:
– Information on how the device functions
– Sensitive configurations
– API keys and more

§ Some of the techniques of obtaining a firmware binary of an loT
device includes:
– Intercepting the OTA update and dumping the firmware binary from 

the network capture
– Dumping it from the device
– Reversing the mobile application or trick client to find the remote 

location of the firmware
– Downloading the firmware binary from the vendor's website or public 

forums

11
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§ Radio in loT is the component which facilitates 
communication between any two components. 
a. Study categories in IoT:

a. Software Defined Radio (SDR).
b. ZigBee exploitation.
c. BLE exploitation

b. Common sets of vulnerabilities
a. Man-in-the-middle & Replay-based attacks.
b. Insecure Cyclic Redundancy Check (CRC) verification.
c. Jamming-based & Denial of service (DoS) attacks.
d. Lack of encryption.
e. Ability to extract sensitive information from radio 

packets.
f. Live radio communication interception and modification.

12
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§ Steps required to create an attack surface map:
1. Components present in the target product.
2. Prepare an architecture diagram.
3. Label the components and the communication 

flows between them.
4. Identify attack vectors for each component and the 

communication channel or protocol used.
5. Categorize the attack vectors based on criticality.

13
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§ High-level architectural diagram of the entire solution

§ Understand the different components involved, how they 
communicate and identify possible security issues

14
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§ In an official pentest engagement, the details 
would be provided by the client. 

§ If it's an independent security research, you could 
look for these information and fill it up yourself

15
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§ List down all the components from our Attack 
Surface Map

§ Identify user roles which the product supports

17



Sec

M
od

ul
e 

2:
 lo

T 
P

en
te

st
in

g 
m

et
ho

do
lo

gy
 

§ Prepare the test cases for each of the various 
components or section of components present in 
the product
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§Now we are ready to start our 
pentest practices!!

§ ... but first let’s watch a video and 
take a quiz to fix the knowledge
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