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Module 3

lP-Camera Pentest example

Prof.: Joaquín Recas
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1. Attack Surface Mappin for IP-Cam

1. Embedded device

2. Firmware, software, and applications

3. Radio communications

2. OWASP IoT Top 10 
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§ Attack Surface Mappin
– Finding as much information as possible about 

the device.
– Focus on the following categories

1. Embedded device.
2. Firmware, software, and applications.
3. Radio communications.
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§ General specs:
– 1.0MP color CMOS 
– 6 IR LEDs for up to 8m
– Two-way audio
– Support motion detection alert
– SD card extension (128GB FAT32)

§ Technical specs:
– Hisilicon processor (ARM9 and a 

high-speed video co-processor)
– Embedded Linux OS
– Wireless: IEEE 802.11 b/g/n

(WEP, WPA, WPA2)

https://www.amazon.co.uk/Sricam-SP009-Wireless-Detection-Notification/dp/B015IIFR6K

https://www.amazon.co.uk/Sricam-SP009-Wireless-Detection-Notification/dp/B015IIFR6K
https://www.amazon.co.uk/Sricam-SP009-Wireless-Detection-Notification/dp/B015IIFR6K
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§ Power supply 5v
§ ID: 1871524
§ Password: 888888
§ SD card slot
§ Security label
§ Instructions
§ Mobile App

5
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§ Router with DHCP
– SSID/Password
– No special characters

§ Smartphone
– Register an user account

§ Characteristics:
– IR sensor
– Lens
– Microphone
– Speaker
– Reset
– Micro SD card
– 5V power supply

6
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§ Record and playback
– Micro SD card
– FAT32

§ Motion alarm
– Configure the app
– Push notifications by 

default
– Buzzer
– Email alerts: credentials

7



Sec

M
od

ul
e 

3:
 IP

-C
am

er
a 

P
en

te
st

8

https://play.google.com/store/apps/details?id=com.ifcam&gl=ES
https://play.google.com/store/apps/details?id=com.ifcam&gl=ES
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§ Some of the vulnerabilities found in 
embedded devices:
i. Serial ports exposed.
ii. Insecure authentication mechanism used in the 

serial ports.
iii. Ability to dump the firmware over JTAG or via 

Flash chips.
iv. External media-based attacks.
v. Power analysis and side channel-based attacks.
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10

Integrated 
Circuits

I/O Interfaces
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§ SoC Grain Media GM8135S
§ Communications:

– USB
– UART 3 pines
– WiFi Mediatek MT7601U

§ External memory
– Winbond Serial Flash 25Q64FVSIQ
– EEPROM ABLIC 24C04D
– Micro SD card reader

64Mb CMOS Serial Flash
25Q64FVSIQ SPI Interface

802.11n WiFi Chip
Mediatek MT7601U

Microphone

UART 3 Pins

Power Management IC

SoC ARM
GM 8135S-QC

SPI EPROM 
4KiB 24C04D

https://www.netcampro.com/wp-content/uploads/2016/12/GrainMedia-GM8136s-Series.pdf
https://www.mediatek.com/products/broadbandWifi/mt7601u
https://www.datasheetq.com/pdf-datasheet/25Q64FVSIQ-doc-Winbond.html
https://www.ablic.com/en/doc/datasheet/serial_eeprom/S24C02D_04D_08D_16D_E.pdf
https://www.netcampro.com/wp-content/uploads/2016/12/GrainMedia-GM8136s-Series.pdf
https://www.mediatek.com/products/broadbandWifi/mt7601u
https://www.datasheetq.com/pdf-datasheet/25Q64FVSIQ-doc-Winbond.html
https://www.ablic.com/en/doc/datasheet/serial_eeprom/S24C02D_04D_08D_16D_E.pdf
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12SoC Video

https://www.youtube.com/watch?v=L4XemL7t6hg&ab_channel=Techquickie
https://www.youtube.com/watch?v=L4XemL7t6hg&ab_channel=Techquickie
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13https://datasheetspdf.com/datasheet/GM8135S.html

https://datasheetspdf.com/datasheet/GM8135S.html
https://datasheetspdf.com/datasheet/GM8135S.html
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14http://www.grain-media.com/html/8136S_8135S.htm

http://www.grain-media.com/html/8136S_8135S.htm
http://www.grain-media.com/html/8136S_8135S.htm
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600 pages
manual!!!
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§ We know enough to create an attack surface map:
– We have identified the components present in the IP 

camera
– We have access to the mobile app for reverse 

engineering
– We know the communication protocols
– We have access to the hardware for firmware 

extraction

§ Identify attack vectors for each component:
– We will try to extract and analyse the firmware.

16
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§ We can solder 3 (TX, RX, gnd) wires on the exposed 
pins to see if they give access to a serial console

17

§ We need a TTL 
to USB 
converter

§ Voltage?:
– 3.3V
– 5V
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18

CLI interface for debugging and test

We extract the following information:
- SPI  NOR memory
- DRAM of 64MiB
- Boot image offset 0x100000
- Boot image size 0x20000
- Bootloader: U-Boot (2007)
- No Ethernet
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§ The "Universal Bootloader" ("Das U-Boot") is a monitor program
§ Free Software: full source code under GPL
§ Hosted on SourceForge: http://sourceforge.net/projects/u-boot
§ Production quality: used as default boot loader by several board 

vendors
§ Portable and easy to port and to debug
§ Many supported architectures: 

– PPC, ARM, MIPS, x86, m68k, NIOS, Microblaze
§ More than 216 boards supported by public source tree
§ many, many features

19
https://www.denx.de/wiki/U-Boot/Documentation Video

http://sourceforge.net/projects/u-boot
https://www.denx.de/wiki/U-Boot/Documentation
https://www.youtube.com/watch?v=DV5S_ZSdK0s&ab_channel=PentesterAcademyTV
http://sourceforge.net/projects/u-boot
https://www.denx.de/wiki/U-Boot/Documentation
https://www.youtube.com/watch?v=DV5S_ZSdK0s&ab_channel=PentesterAcademyTV
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20

Controls the boot sequence:
- Locate the firmware
- Load it
- Run it
We can extract it for reverse 
engineering
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21

Printenv displays the values 
of environment variables:
- Baudrate
- Bootcmd
- Several cmds (squashfs)
- Redirections
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22

Root access to the 
Operative System!!  
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§ We can extract the firmware for analysis 
using:
– Reading it from the SPI NOR memory
– U-Boot console
– Linux console
– From the vendor web page?

23
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24Datasheet

https://pdf1.alldatasheet.com/datasheet-pdf/view/1156001/WINBOND/25Q64FVSIQ.html
https://pdf1.alldatasheet.com/datasheet-pdf/view/1156001/WINBOND/25Q64FVSIQ.html
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§ SPI to USB clip IC (W25Q64FV ): 

25

8-PIN SOP (208mil) Clip

SPI2USB converter
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27

§ Binwalk is a fast, easy to use tool for analysing, reverse 
engineering, and extracting firmware images.

https://github.com/ReFirmLabs/binwalk
https://github.com/ReFirmLabs/binwalk
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§ The entropy will be high 
when the bytes in the image 
look random, the image is
– Encrypted, 
– Compressed or 
– obfuscated file

28
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§ We insert a uSD and copy the content:
cp –r / /mnt/disc1
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32

npc directory
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§ using the SoC manual we get:
– Memory map, supported devices, etc..

§ Access to boot system
– Firmware, attached devices, partitions (FSs), etc.

§ CLI and analyzing firmware, we see the 
directory tree and look for:
– OS configuration files
– Binary files that are not part of the OS:

• squashfs-root/bak/npc/npc.tar.gz
• npc directory

33
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§ Lets analyze the npc binary

§ Lets disassemble it!!
34
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§ A software for engineering (SRE).  Suite of tools 
developed by NSA's Research Directorate in support of 
the Cybersecurity mission

§ Analyse malicious code and malware like viruses, and can 
give cybersecurity professionals a better understanding 
of potential vulnerabilities in their networks and systems

§ Key features:
– Software analysis tools for analysing compiled code
– Disassembly, assembly, decompilation, graphing and scripting
– Supports a wide variety of processor instruction sets and 

executable formats

35



Sec

M
od

ul
e 

3:
 IP

-C
am

er
a 

P
en

te
st

§ Ghidra allows us to do the following:
– Search and renaming of character strings, 

variables and functions
– Variables: definition and use (RW)
– Functions: tree-shaped analysis and disassembly

– Once we have located what interests us, we can 
modify the file and reprogram the Flash

36video

https://www.youtube.com/watch?v=fTGTnrgjuGA&ab_channel=stacksmashing
https://www.youtube.com/watch?v=fTGTnrgjuGA&ab_channel=stacksmashing
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1. Download and import the IOTNA Ubuntu 
Virtual Machine available in the link

2. Follow the tutorial example:
– Get the file from easy_reverse (zip password: 

’crackmes.one’) 
– Or use directly the uncompressed file rev50.zip
– Uncompressed file in the web page 
– Obtain and test the password

3. Download the firmware ip_cam_attify.bin
and use binwalk to extract its content.

4. Locate the npc.tar.gz and extract its content

37

https://iot-da.github.io/Subjects/IOTNA/demo/
https://www.youtube.com/watch?v=fTGTnrgjuGA&ab_channel=stacksmashing
https://crackmes.one/crackme/5b8a37a433c5d45fc286ad83
file:///Users/jrecas/NotInDropbox/iot-da.github.io/docs/Subjects/SEC/P1/rev50.zip
https://iot-da.github.io/Subjects/IOTNA/demo/
https://www.youtube.com/watch?v=fTGTnrgjuGA&ab_channel=stacksmashing
https://crackmes.one/crackme/5b8a37a433c5d45fc286ad83
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4. Analyze the npc file with Ghidra:
a) ghidra_10.1.2_PUBLIC/ghidraRun

b) Create a project, import the npc file and 
analyze it

c) The camera rejects modified Firmwares with 
the message: "Md5 err!”

d) Find the String and locate the functions in 
which it is used

38
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39

obfuscated code!!!

Using Ghidra we an:
- read character strings
- Browse and modify names
- Locate system calls
- Etc.
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40

This is the function in 
charge of doing the CRC
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42

With the renaming of
variables and functions it
is much better
understood

We could change the line that
rejects the firmware
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§ If we had followed the OWAS 
recommendations, would we have avoided 
these security holes?

§ Lets review the recommendations....

43
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44https://www.appsealing.com/owasp-iot-top-10/
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§ “Use of easily bruteforced, publicly available 
(defpass) or unchangeable credentials, including 
backdoors in firmware or client software that 
grants unauthorized access to deployed 
systems.”

§ To combat the first vulnerability, manufacturers 
must take the following steps:
– Every device must have a unique set of credentials
– Disable weak passwords
– Removing backdoors created during debugging

45

https://defpass.com/
https://defpass.com/
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§ “Insecure web, backend API, cloud, or mobile 
interfaces in the ecosystem outside of the device that 
allows compromise of the device or its related 
components. Common issues include: a lack of 
authentication/authorization, lacking or weak 
encryption, and a lack of input and output filtering.”

§ To address insecure interfaces, the following tips are 
useful:
– Adhering to the principle of least privilege
– Block public access to private resources (S3 bucket AWS)
– Strong authentication of IoT endpoints

46
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§ “Lack of ability to securely update the device. 
This includes lack of firmware validation on 
device, lack of secure delivery (un-encrypted in 
transit), lack of anti-rollback mechanisms, and 
lack of notifications of security changes due to 
updates.”

§ For secure delivery of updates to IoT devices, 
manufacturers must:
– Only implement updates that are digitally signed
– Implement anti-rollback mechanisms
– Secure and verify access to updates

47
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§ “Lack of physical hardening measures, allowing 
potential attackers to gain sensitive information 
that can help in a future remote attack or take 
local control of the device.”

§ To counter physical threats to IoT devices, 
manufacturers should:
– Understand how a user may modify the device
– Proactively anticipate what damages any user may 

inflict on the device
– Devise solutions and build an IoT device that can 

withstand all the possible attacks

48


