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 Cryptography and Cryptoanalysis  

– Slides and supplementary videos  

 We go to the rooms. Practical Session I.  

– Assignments  

• (They will be specified when we start)  

– Work in groups  

• (Same than usual) 
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 Cryptography using Cryptool  
 Cryptoanalysis using Cryptool 
 Substitution ciphers lab 

• Caesar (trivial case) 

– Monoalphabetic Substitution 
– Polyalphabetic Substitution 

 Transposition Ciphers lab 
• Scytale (basic case) 

– Columnar Transposition 
 Mixed Ciphers lab 

• ADVGX Cipher 
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 Cryptography using Cryptool (video+slides) 

– Family ciphers 

– Classical 
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 Cryptography using Cryptool (video+slides) 

– Terms  
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 Cryptography using Cryptool (video+slides) 

– Caesar’s Scheme 
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 Cryptography using Cryptool (video+slides) 

– Types of classical ciphers 
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 Cryptography using Cryptool (video+slides) 

– Terms (ii) 
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 Cryptography using Cryptool (video+slides) 

– Terms (iii) 
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 Cryptography using Cryptool (video+slides) 

– Terms (iv) 
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 Cryptography using Cryptool (video+slides) 

– Substitution cipher  Caesar 
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 Cryptography using Cryptool (video+slides) 

– Substitution cipher  Caesar  
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 Cryptography using Cryptool (video+slides) 

– Substitution cipher  Vigenere 
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 Cryptography using Cryptool (video+slides) 

– Substitution cipher  Vigenere 
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 Cryptography using Cryptool (video+slides) 

– Transposition cipher 
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 Cryptography using Cryptool (video+slides) 

– Transposition cipher  
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 Cryptography using Cryptool (video+slides) 

– Composed Cipher  
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 Cryptography using Cryptool (video+slides) 

– Composed Cipher  
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 Cryptography using Cryptool (video+slides) 

– Composed Cipher  

 

 

 

 

 

 

 
 

21 



Sec 

M
o
d
u
le

 4
: 

C
ry

p
to

lo
g
y
 f
o
r 

Io
T

  
 

 Cryptoanalysis using Cryptool (video+slides) 

– Family ciphers 

– Classical 
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 Cryptography using Cryptool (video+slides) 

– Terms (i)  
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 Cryptography using Cryptool (video+slides) 

– Terms (ii)  
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 Cryptography using Cryptool (video+slides) 

– Terms (iii)  
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 Cryptography using Cryptool (video+slides) 

– Statistic (i)  
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 Cryptography using Cryptool (video+slides) 

– Statistic (ii)  
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 Cryptography using Cryptool (video+slides) 

– Statistic (iii)  
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 Cryptography using Cryptool (video+slides) 

– Statistic (iv)  
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 Cryptography using Cryptool (video+slides) 

– Transposition  
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (i) 

– Plain text 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (ii) 

– Transposition (i) 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (iii) 

– Transposition (ii) 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (iv) 

– Substitution (i), no password 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (v) 

– Substitution (ii), no password 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (vi) 

– Substitution (iii), password  
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (vii) 

– Substitution (iv), password 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (viii) 

– Substitution (v), polyalphabetic 
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 Cryptography using Cryptool (video+slides) 

– Letter Frequency of ciphers (ix) 

– Substitution (vi), polyalphabetic 
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 Task I. Repeat the analysis at lab (15 MINS) 

 Frequency analysis for: 

– plain text  

– monoalphabetic (no password)  

– monoalphabetic (password)  

– polyalphabetic 
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 Breaking Caesar (video+slides) (i) 

– Shift of 13 
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 Breaking Caesar (video+slides) (ii) 

– Brute Force analysis 
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 Breaking Caesar (video+slides) (iii) 

– Brute Force analysis 
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 Breaking Caesar (video+slides) (iv) 

– Analysis using Character Frequencies 

– Needed enough info, wrong result =17 
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 Breaking Caesar (video+slides) (v) 

– Analysis using Character Frequencies 

– Needed enough info, correct result=13 
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 Breaking Caesar (video+slides) (vi) 

– Shift of 13 as output 
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 Breaking Monoalphabetic substitution (i) 
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 Breaking Monoalphabetic substitution (ii) 
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 Breaking Monoalphabetic substitution (iii) 

 

 

 

 

 

 
 

49 



Sec 

M
o
d
u
le

 4
: 

C
ry

p
to

lo
g
y
 f
o
r 

Io
T

  
 

 Breaking Monoalphabetic substitution (iv) 
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 Breaking Monoalphabetic substitution (v) 
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 Task II. Reproduce the analysis at lab (20 MINS) 
 Break Monoalphabetic substitution: 

– Caesar  
• Brute Force: 

– Alphabet (=26). Invariant to uppercase.  
– Gate (Hits=4)  

Try different parameters of alphabet, gates, languages. 

• Frequency analysis: 
– Try different word number. Perform an analysis for different 

languages releasing minimum word number to success 

• Try also assignments 1-3 (from assignment M4 slides)  
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 Task II. Reproduce the analysis at lab (20 
MINS) 

 Break Monoalphabetic substitution: 
– Monoalphabetic (no password)  
– Monoalphabetic (password)  

• Try also assignments 4-6 (from assignment M4 slides)  
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 Breaking Polyalphabetic substitution (i) 
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 Breaking Polyalphabetic substitution (ii) 
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 Breaking Polyalphabetic substitution (iii) 
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 Breaking Polyalphabetic substitution (iv) 
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 Breaking Polyalphabetic substitution (v) 
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 Breaking Polyalphabetic substitution (vi) 
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 Breaking Polyalphabetic substitution (vii) 
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 Breaking Polyalphabetic substitution (viii) 
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 Breaking Polyalphabetic substitution (ix) 
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 Breaking Polyalphabetic substitution (x) 
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 Breaking Polyalphabetic substitution (xi) 
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 Breaking Polyalphabetic substitution (xii) 
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 Breaking Polyalphabetic substitution (xiii) 
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 Breaking Polyalphabetic substitution (xiv) 
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 Task III. Repeat the analysis at lab (15 MINS) 

 Break Polyalphabetic substitution: 
– Vigenere using “Hill Climbing” heuristic 

• (lower, upper, restart) 

• Usual alphabet and changing alphabet 

• Try also assignments 7-9 (from assignment M4 slides)  
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 Breaking Transposition. Scytale (i) 
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 Breaking Transposition. Scytale (ii) 
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 Breaking Transposition. Scytale (iii) 
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 Breaking Transposition. Scytale (iv) 
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 Breaking Columnar Transposition (i) 
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 Breaking Columnar Transposition (ii) 
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 Breaking Columnar Transposition (iii) 
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 Breaking Columnar Transposition (iv) 
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 Breaking Columnar Transposition (v) 
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 Breaking Columnar Transposition (vi) 
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 Breaking Columnar Transposition (vii) 
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 Breaking Columnar Transposition (viii) 
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 Breaking Columnar Transposition (ix) 
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 Breaking Columnar Transposition (x) 
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 Task IV. Repeat the analysis at lab (20 MINS) 
 

– Transposition (Scytale) 
• Brute Force: 

Try different parameters shown in the slide   

• Try also assignments 25-27 (from assignment M4 slides)  
 

 
– Transposition (Columnar)  

• Heuristic: 
Try different parameters shown in the slide   

• Try also assignments 28-30 (from assignment M4 slides)  
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 Breaking Mixed cipher (i) 
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 Breaking Mixed cipher (ii) 

 

 

 

 

 

 
 

85 



Sec 

M
o
d
u
le

 4
: 

C
ry

p
to

lo
g
y
 f
o
r 

Io
T

  
 

 Breaking Mixed cipher (iii) 

 

 

 

 

 

 
 

86 



Sec 

M
o
d
u
le

 4
: 

C
ry

p
to

lo
g
y
 f
o
r 

Io
T

  
 

 Breaking Mixed cipher (iv) 
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 Breaking Mixed cipher (v) 

 

 

 

 

 

 
 

88 



Sec 

M
o
d
u
le

 4
: 

C
ry

p
to

lo
g
y
 f
o
r 

Io
T

  
 

 Breaking Mixed cipher (vi) 
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 Breaking Mixed cipher (vii) 
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 Breaking Mixed cipher (viii) 
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 Task V. Repeat the analysis at lab (10 MINS) 

 

– Mixed 

Try different parameters shown in the slide   

• Try also assignments 31-36 (from assignment M4 
slides)  
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Modules M4, M6, M8 
Session of 10th May, 2022.  
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