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M4.6 Briefing of today

" Cryptography and Cryptoanalysis
— Slides and supplementary videos

" We go to the rooms. Practical Session I.
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— Assignments
* (They will be specified when we start)
— Work in groups

e (Same than usual)
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Slides and videos

Cryptography using Cryptool
Cryptoanalysis using Cryptool
Substitution ciphers lab
* Caesar (trivial case)
— Monoalphabetic Substitution
— Polyalphabetic Substitution
Transposition Ciphers lab
» Scytale (basic case)
— Columnar Transposition

Mixed Ciphers lab
 ADVGX Cipher
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Basic Crypto |

=

:g " Cryptography using Cryptool (video+slides)
5 — Family ciphers

E — Classical

§ Cryptography

Art of making ciphers -

Cryptanalysis

Art of breaking ciphers Civplanalysis
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Basic Crypto |

* Encryption method/algorithm

:g " Cryptography using Cryptool (video+slides)
5 — Terms

é Cipher

S

Plaintext
* Non-encrypted text

Ciphertext
* Encrypted text

Key
* Secret information used for encryption/needed for decryption

Alphabet (plaintext alphabet & ciphertext alphabet)
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Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Caesar’s Scheme

Plaintext | | Cipher > Ciphertext
I?
Example: o 4
Plaintext alphabet = . Ciphertext alphabet =
ABCDEFGHUUKLMNOPQRSTUVWXYZ St\)lft key =13 NOPQRSTUVWXYZABCDEFGHIJKLN

HELLO WORLD I S B N URYYB JBEYQ
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Basic Crypto |

" Cryptography using Cryptool (video+slides)

— Types of classical ciphers
Three types of (classical) ciphers. Two main types (1 & 2)
1. Substitution ciphers
* Replace letters by other letters (or symbols)
* Examples: Caesar, simple MASC, Vigenere

2. Transposition ciphers
* Change the order of the plaintext letters,
* Examples: Scytale, columnar transposition

3. Composed ciphers
* Combination of substitution and transposition
* Examples: ADFGVX, Granite



Basic Crypto |

" Cryptography using Cryptool (video+slides)

— Terms (ii)

Keyspace
* Set of all possible keys of a cipher
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Keyspace size
* Size of the set of all possible keys of a cipher
* Usually given as (rounded up) power of 2
26
Example: Caesar .
Keyspace size = 26x:2
Keyspace ={0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25 }
- all possible shift keys, including the identity (shift key = 0)

10
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Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Terms (iii)

Monoalphabetic Substitution
* Only one ciphertext alphabet is used
* Examples: Caesar cipher, simple MASC

Polyalphabetic Substitution
* The ciphertext alphabet is changed during encryption
* Examples: Vigenére cipher, Enigma machine

Homophonic Substitution
* Aletteris encrypted by more than one letter/symbol
* Examples: Zodiac killer ciphers, historic ciphers of the Vatican

Polyphonic Substitution
* Different plaintext letters are encrypted by the same ciphertext
* Non-deterministic. Decryption ambiguous

11



I_
o
| -
O
Y
>
(@)
o
O
+—
o
P
|-
@)
<t
Q
=)
©
(@)
=

Basic Crypto |

" Cryptography using Cryptool (video+slides)

— Terms (iv)
Monographic cipher
* One letter is encrypted at the same time

Bigraphic cipher
* Letter pairs are encrypted at the same time

Monopartite cipher
* Replacementis a single letter

Bipartite cipher
* Replacement are two letters

Example:
The simple monoalphabetic substitution cipher (simple MASC) is a
monoalphabetic monographic monopartite substitution cipher

12



Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Substltutlon cipher - Caesar
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§ : And a first example for simple substitution cipher is the Caesar cipher. Just double
=

CRYPtOOL 2

Welcome to CrypToct 2. There ave two w 0 the wizard button in the section “Main Functions” 10 get & guided tour, o load one of the pre-defined workfiows in the section Templates” which demonstrate the program functomabty in Cryptagraphic KKenancs.
Main functions | Templates (double click to open) nm ube Videos (double click to open)
‘." ‘ - € Break the Dowtie Colmnar Transpontion Chalierge (Doppeiniried
a Create 2 new workspace weth the graghasl edor 4 Cryptography
1 | 4 7 assical © CrypToot 2 YouTube Chanvel Trader
LgJMGVlM © Enigma Machee - Part 2 of 2 ~ Let's break
Use the wizand 10 easdy try some CrypToo! 2 features
LN gl Sphonic § Cipher and N - Decryption 0 08 - Upload Component 1o CryploctStare (Cryplect 2 Development Senes)
: P IS Okt s Hamamcionrs = §
I ?, Cipher © Enigma Machine = Part 1 &4 2 = How does it work?
Open Yool Secee v
14 © Flalka ED Chack 1 Broak & Playiar Cpher
© Fiaka £D Maced Mode Chack
0 L © Fiata ED NorLodk)) Oheck 55 Encrypt Hn Novejo Code Tokurs
Read the cnbre documentation
) o = © Flaks Key Output |5 Broak » World War | ADFGVX Cober
| double click to
,‘1094“”(”‘000«* __ Recently opened workspaces ( open)
(%

13
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Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Substitution cipher = Caesar

The Quack brown fon Jumgs Over T tady 003 froret

Ak

Cgrevwa

FIYe T Comripmon of the cipher

1 Oryptograghy, & Caesar Ciphar, aho bnown as Cassar’s Opher, the shiilt cigher, Carsar’s code v
Cacsar shity, i 00w of the simplest and mont widely known encryption Secheigues. ¥ i & typw of

" Output conties Source Cate webastuBion cigher in whch sach letter in the plantent i replaced By 8 Wtter 10me Sund rarre
- of postions down the alghabet. For snamgle, with & left Dot of ) D wondd be replaced by A E
would become B and 30 on. The method i named afer Ml Camvar, who waed 2 in hay prvate
CocrepOndence

ABCODCMMLVNORNORS VWYY
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Basic Crypto |

" Cryptography using Cryptool (video+slides)

— Substitution cipher = Vigenere

CRYPtOOL 2

Nelcome 10 CrypToot 2. There ave two ways Sor & quack start: Ok on the wizard bution in the secton Main Functions” 10 get # guided towr, o koad one of the pre-defimed workfiows in the tection Templates” which Cemonsirate the program Rnctonality i CYRIOgrapha 1Cenancs

Main functions

T Templates (double click to open)

a‘ Create o new workspace wih the graphaal edaor
1

:K“ Use the waard 10 easdy try some Cryploot 2 festures.
|

Vit the offical Cryplect 2 webste

A

\
| Vit the cficial YouTube channet You will lear Row 1o use
Coploct 2 and add your own funcicns.

| £ [T

0N Liphes

L Cryptanatysss
7 Mash Functions

(B ouTube Videos (double click to open)

€ Ereak the Doubie Columvar Transposton Dhalerge (Doppedwirted)
0 Cryplool 2 YouTube Chanvel Trader

3 [nigme Machee - Part 2 of 2 - Let's beeak &

€ 02 - Upicad Comparent to CrypTooiStove (Cryploct 2 Development Senes)
€D Enigma Machins - Part 1 of 2 = How does 1t work?

€ Break a Playtar Cober

€ Incrypt bie Navago Code Talen

| D Break a World War | ADFGVX Caber

_ Recently opened workspaces (double click to open)

¥ Comsw Cigher

15



Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Substitution cipher = Vigenere
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! Hello this is a test of the ' Vige Ayctb zacj gf g myjb bl mbv Dvmxhvazr Ibjyme
| Vigenere Cipher nére
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43 characters, 1 line

Ciphertext
—[veeEl)” T P (assge
i vi Hello this is a test of the Vigenere Cipher
]
© 100%
Vigenére

43 characters, 1 line

Decrypted Ciphertext

16




Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Transposition cipher

Cryptology for 1oT

CRYPtOOL 2

Welkcome 12 CrypTocl 2. There ave two ways for & quick start: Click on the wizard buston in the section “Maia Fusctions” 10 et 2 guided our, or load one of the pre-defined workfiows i the section Templates’ which demonstrate the program functonaity in CrYPRSgRIp ICenarncs.
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| Main functions | Templates (double click to open) ummnvum(muuom)
[ s 20 0 Bresk the Dontie Colmar Traraponeion Crafenge (Doppeiriel
1& Creste a new workipace with the graphical edaor g W PURPLE Cipher Machine = A
L= v Scytale Cipher € CrypTos 2 YouTube Cranved Trader
%
fo— Soltaire Cipher
[ ! O Erigma Machiee - Part 2 of 2 - Let's bresk &
| Use the wizard 10 easdy try some CrypToo! 2 features Spanish Sirip Cipher
| | Satrstitution Cipher € 08 - Upload Compoment to CrypTootStore (CrypToct 2 Development Senex)
< Satistitution Cipher using 2 passwond
- 0. T-390/50 Ciph Mach © Enigma Machine - Part 1 of 2~ How does it work?
Took Store Machine
» ‘ Open Cryp T-330/51 Cipher O Breakc a Flayfae Cpher
r 1 [Verram Ciphee © rorypt b Navago Code Takers
I@J L D) Vipentes Cute . |60 Beeuk » World War | ADEGVX Ciber
e
"!MN("NWN _ Recently opened workspaces (double click to open)
e @vwﬂoﬁ!
[
:ﬂ‘ Vit the official CrypTont 2 website ¥ Coesm Cipher
[ |
Vit the official YouTube channet You willkearn how t use
| Corpoct 2 anc add your cwn nciers
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Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Transposition cipher
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Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Composed Cipher

CRYPtOOL 2

Welcome 20 CrypToct 2. There are two warys for & quack start el 0n the wizard button in the section “Main Fusctizns” 19 get & guded tour, or load one of the pre-defined workfions in the section Templates” which cemonstrate the program functonaity in CyPtograph scenancs.

I_
o
| -
O
Y
>
(@)
o
O
+—
o
P
|-
@)
<t
Q
=)
©
(@)
=

. Main functions | Templates (double click to open) [ YouTube Videos (double click to open)
(r o
|| I=]sctga i LA © Ereak the Dcrtie Cokmrar Trarsgporton Cralerge (Doppebaurie)
R e e (@l M| e
BJ - (8] A0rGvx aictsnary stack 0 [rigma Machine - Part 2 04 2 - Let's bresk &
. @m“““""‘”“' 008 - Uphoad Component to CrypToatStore (Cryplsct 2 Development Series)
oo | € Enigma Maching - Part 1 of 2 = How does 12 work?
rsaSoplet ey © Break o Playtae Cipher
[ ‘ € [ncrypt ke Navao Code Talkers
!@J [ReCEN Ses Goemmtnes | €0 Brest » World War | ADFGVX Cber
l[" i _ Recently opened workspaces (double click to open)
A .nwcvm
1:'6‘ Vet the e cal CrypToct 2 webite @VWCW
- ¥ Cocsae Cipher
r=—9

19




Basic Crypto |

" Cryptography using Cryptool (video+slides)
— Composed Cipher

Cryptology for 1oT

()
> _ : -
© THIS 1§ A TEST OF THE | GFGOAGDVAXDADOOGH DxF DAADFADXFYVAVDGAGGVAVDXAADMOAADVAGG
(@) ADFGVX (IR L L
S - GEDQ ox R > GE0e AoEo 5]
Encrypt Decrypt 54 charactens. 110
Sgher v e vasrt T N
ADFOVX ADFGVX Cighartent
J XTI - »
gCIT
@ ) ‘ Rt
=y
SUBTIONACDEFGMILMACRYVWXY201 23456789 SURTIONACDEFGHA MPQRWXYVZ0I 21456789
Warzeet y 1 hoe
yeom o ) \e
! ) [avTes Jiamapondon pausword 28 chractens, | lne
TRANSOSTION TRANSPOSITION ]
ey { Jsence Tharapen " fogrrce Decrypted Cohertent
1191400841120 105 12514 1045-13:2-13.3.7.%
e M | D i ]
ADFGVX Encrypt ADFOVX Decrypt -_:_l

20
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Basic Crypto |

" Cryptography using Cryptool (video+slides)

— Composed Cipher

"y

HA QD

I - i

oRDe

A

cEpe

Decryst

ADFGVX
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Basic Crypto li

" Cryptoanalysis using Cryptool (video+slides)
— Family ciphers

— Classical
Cryptography

Art of making ciphers -

Cryptanalysis —
yP y Cryptography

Art of breaking ciphers -
//\ //
.

CIassncaI Modern Modern

NN

Substitution Transposition Symmetrlc Asymmetric

--/"
//‘

22
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Basic Crypto li

" Cryptography using Cryptool (video+slides)

— Terms (i)

Cryptanalyst
* Someone who analyzes a cipher/ciphertext to break it

Attack
* Method to revert the key/plaintext of a ciphertext

Breaking a ciphertext
* Successfully performed attack on a single ciphertext

Breaking a cipher

* Finding an attack on a cipher that works reproducibly on
ciphertexts encrypted with that particular cipher

23



Basic Crypto li

" Cryptography using Cryptool (video+slides)
— Terms (ii)

Assumption with each attack type
* “Attacker knows the system” (i.e. the used cipher; no security through obscurity)
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Chosen-plaintext attack
* Goal: revert the key
* Attacker is able to produce (arbitrary) plaintext-ciphertext pairs

(Partially) Known-plaintext attack Attack
* Goal: revert the key; revert the rest of unknown plaintext strength
* Attacker has (parts of) the plaintext of a ciphertext

Ciphertext-only attack
* Goal: revert the key; revert the plaintext
e Attacker only is in possession of the ciphertext

24
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Basic Crypto li

" Cryptography using Cryptool (video+slides)

— Terms (iii)

Brute-force attack (aka exhaustive key search)
* Attack that works with every cipher (except perfect ciphers, e.g. the one-time pad)
* Attacker tests every key of the cipher
* Only suitable, if it's practical to search through the keyspace

Manual attacks (this video)
* E.g. break a MASC by hand using the knowledge of letter frequency distribution
* E.g. cut transposition ciphertext into paper strips and rearrange them

Computerized attacks (later videos)
* Implementation of manual attacks, e.g. automated frequency analysis
* Heuristic attacks work on many classical ciphers, e.g. MASC, transposition, Enigma, ...

25
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Basic Crypto li

" Cryptography using Cryptool (video+slides)
— Statistic (i)

Each language has its individual letter frequency distribution (here: all 26 English unigrams)

14%
12%
10%

8%

6%

Aallball
Nl | I
s | 1

ABCDEFGHIJKLMNOPQRSTUVWXYZ
26



Basic Crypto li

" Cryptography using Cryptool (video+slides)
— Statistic (ii)

Each language has its individual letter frequency distribution (here: 39 most frequent English bigrams)
.

1,60%
1,40%
1,20%
1,00%
0,80%
0,60%

0,40%
I 111
0,00%

thhein eranrendatonnthaes stenedto it ouea hi is or ti as te et
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Basic Crypto i

" Cryptography using Cryptool (video+slides)
— Statistic (iii)

* Ciphers try to flat the letter frequencies of the text
* Substitution ciphers flat unigrams, bigrams, trigrams, etc.
* Transposition ciphers do not flat unigrams, but flat bigrams, trigrams, etc.
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* The flatter the frequencies, the more difficult is the analysis of a cipher

* Examples (unigram frequencies):

T"U VWX Y T ASCO L FEHN I CLUNDOPORST U VWX V2 A 0o fre K L MHNDF 3T U VWYY 2

Plaintext / transposition cipher Monoalphabetic substitution Polyalphabetic substitution

28
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Basic Crypto li

" Cryptography using Cryptool (video+slides)
— Statistic (iv)
Ciphertext (26 letters) = BUUBDL UIF FOFNZ JO UIF FWFOJOH

Count unigrams
B =2 D=1 F =26 H=1 I =2 J = 2
L=1 N=1 O =4 '. Ww=1 zZ =1

n

* Most frequent letter is “F”; assumption that “E” is encrypted to “F

Look at bigrams, trigrams, and words
* Double letters “UU” may be “NN”, “LL”, or “TT”
*  “JO” may be “IN”, “ON”, “AT”
*  Word “UIF” may be “THE”; then, “UU” would be “TT”
o If“UW”is “TT”, then “BUUBDL UIF” may be “ATTACK THE”
* Following, “FOFNZ” may be “ENEMEY”
* Final solution: plaintext = “ATTACK THE ENEMY IN THE EVENING”

29
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AKEI
ECHN
TTVG

TAEN
WATE

Basic Crypto li

—

WATE
ECHN
AKEI

" Cryptography using Cryptool (video+slides)

— Transposition
Ciphertext (20 letters) = AKEIECHNTTVGTAENWATE

1. Determine/assume key length; we assume key length =5
Hint: we have a regular transposition with key length =5
2. Divide text into colums with length 5; i.e. row size = 4
3. Rearrange the rows to break the ciphertext
we see A" ,T“and ,T“; assumption , ATT(ack)”
Also, ,W"“ and , E“ may be ,WE"

[:> WE ATTACK AT THE EVENING

30
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: ryptography using Cryptool (video+slides
+—
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)
O Letter Frequency of ciphers (i)
[} I e
S — Plain text
[®) ‘
O Parameter
- &
= S
| ryptanalysis, frequency analysis is the study of the frequency of letters or Character (unigram) frequency (ln %) e ]
{ups of letters in a ciphertext. The method is used as an aid to breaking 1377 Enfer the length of the n
| | sical ciphers.\line\line Frequency analysis is based on the fact that, in any JEssiehe m"‘q""_
i=n stretch of written language. certain letters and combinations of letters LIS}
| ar with varying frequencies. Moreover, there is a characteristic distribution of :':;‘fj:’;:‘ SrLed
2 | {2rs that is roughly the same for almost all samples of that language. For Dot coted
| imce. given a section of English language, E. T, A and O are the most 1024 e
ymon, while Z, Q and X are rare. Likewise, TH, ER, ON, and AN are the most e b
1 ymon pairs of letters (termed bigrams or digraphs), and S, EE, TT, and FF - PRt
| the most common repeats.[1] The nonsense phrase "ETAOIN SHRDLU™ 853 Word beundary .w':mr_“
| esents the 12 most frequent letters in typical English language text\line\line N it o b ol
{ome caphers, such properties of the natural language plaintext are preserved -
| w dphertext, and these patterns have the potential to be exploited in a Prasontatien
f'evtext»only attack\line [source http//enwikipedia.org/wiki/ 2 PSSR ™
' Aagtcoom
| juency_analysis] Chart heght |
" | 353 = .
= 1 2.39 239
y
68
| , A B CD E
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Basic Crypto li

S

:g " Cryptography using Cryptool (video+slides)
5 — Letter Frequency of ciphers (ii)

E — Transposition (i)

= — E
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htorlsmgor,SE emorsTn eORrehmrte alae \leeuoettlgi retpxdeeaentet ht
kertnpokq_sipyfna eyhq tou rae.m ea e ii\Fna s aa it ilgrisca towa e.otihecrols
utm tsshnicvsnn a, htoi  iH nae nse erra S F ome hsp IDeneoe rtlin \In
repshuaenaedhht 1v toxeae-a. cp eriual

— Transposition (ii)

L Plaintext

1n

353
16
63
A 8-C O €

Unigram frequency

Basic Crypto i

Character (unigram) frequency (in %)

10.24

239239

" Cryptography using Cryptool (video+slides)
— Letter Frequency of ciphers (iii

33
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Basic Crypto li

" Cryptography using Cryptool (video+slides)

— Letter Frequency of ciphers (iv)

— Substitution (i), no password

[ TH, ER ON and AN are the most common pars of letters
(termed bigrams or Sgraphs) and 55 EE TT, and 7F are
the most common repests [1] The nonsense phease “ETACIN

f SHRDLU® represents the 12 most frequent letters n typcal

| Engheh language text ine'Sire In some Cphers. such

[ properties of the natural language plartent are preserved n
the cphertext and these patierns have the potential 10 be
exploted in 2 Ophertest-ondy sttack \bne [source Mep//

S omEs

Ex

Substeston

Ty

[ JABCOEFGHULMNOPQRSTUVWIYZ
XYM MAODY Ity T

Source Alphabet

v

mamann o

[ RCDEFGHUCLMNCPQRSTUVWIYZA
Dl dedghimecoqritav T

wia

1234567890

scope|™
e

Sebrstution

Jo duaqubobmatt guinfodz bobmugt  uf tuvez pg W gaindods pg
mhufat ps vt pg miufst 1o b dafufyu US nfuape t vife Bt bo
Byt p Boh dmbaydbm dafst ool Gafnods bobestt t
cttfe po Wi ghdy U j0 boz Mwio tustfud pg apado mbohbht
Shutyo miuufst boe SEnGobupct pg miuskit pddvi e wheoh
gindodih Nosfpwfs: wfsf b SRsbdufytug eucwpo pg miusfst
by £ spvhims uf thef g bemrgty b e g Wby
mbohvtnd G Jotubodt hwio b Hd00 pg Fobmyn mbotwtid F; U
2 boe P baf uf gty dpnnpt epf A R boe ¥ Baf shaf, Mytiad UL F5
B T R T R S S PR Y

1,307 chavacters, 1 line

Cohertent

B T T — )
In cryplanalnn, frequency analyss & the study of the frequency of
letters Or groups of letters in & Cpbertent The method & uted a1 an
8 10 breslong clatscal Ophers \lne\ine Frequency ardlysa 4 Dased
on the fact that » any gven stretch of wetten Linguage. certan
letters and Combinations of letiers OCCur with vavywy) frequencies.
Moreover, there 4 & characteratic datribution of letters that
roughly the same for A'mast a2 samples of that linguage. For
nstance. gven a section of Englah inguage E T A and O are the

1107 characters. 1 lme .

Decrypted Cohertent

34
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I_
o
S
>
(@)
=1 ® Cryptography using Cryptool (video+slides)
o
- .
O — Letter Frequency of ciphers (v)
B
E — Substitution (ii), no password
=
:: ::?t;qbo':;:::t“; :;;m:aj m?'t r,‘;u‘:::;::‘z' » ,ut‘)vo g;:;v‘f;d;;g:’:w'ﬂ ps n 77C haracter (unigram) frequency (in %)

dmbttjdbm djqifst\mjof\mjof Gsfrvfodz bobmaztjt jt cbtfe po uif gbdu uibu; jo
boz hjwfo tusfudi pg xsjuufo mbohvbhf; dfsubjo mfuufst boe dpncjobujpot pg
mfuufst pddvs xjui whbszjoh gsfrvfodjft. Npsfpwis; uifsf jt b dibsbdufsjtujd
ejtusiovuipo pg mfuufst uibu jt spvhimz uif thnf gps bmnptu bmm tbnqmft pg
uibu mbohvbhf, Gps jotubodf; hiwfo b tfdujpo pg Fohmiti mbohvbhf; F; U: B boe
P bsf uif nptu dpnnpo; xijmf A: R boe Y bsf sbsf, Mjifigtf; UL FS: PO; boe BO bsf uif
nptu dpnnpo gbjst pg mfuufst (ufsnfe cjhsbnt ps ejhsbqit): boe TT: FF; UU ; boe
GG bsf uif nptu dpnnpo sfafbut,[2] Uif opotfotf qisbtf "FUBPIO TISEMV*

853
sfgsftiout uif 23 nptu gsfrviou mfuufst jo uzqjdbm Fohmijti mbohvbhf ufyu\mjof
\mjof Jo tpnf djqifst: tvdi gspgfsujft pg uif obuvsbm mbohvbhf gmbjoufyu bsf g
qgsftfswle jo uif diqifsufyu; boe uiftf gbuufsot ibwf uif qpufoujbm up cf fygmpjufe )
jo b djgifsufyu/pomz buubdl\mjof [tpvsdf
wuq:foxjliqfeib.pshogl. Gsfrvfodz_bobmatjt)
353
16
68
on
o Sy sl

|y —————————————————

751
705

39

2.
14
63068 08
S LS YV SR

zjgnd

G H

7
728 ok
57
432 444
62
16

> ls

VAR LR AR AN O P QR




Basic Crypto li

" Cryptography using Cryptool (video+slides)
— Letter Frequency of ciphers (vi

— Substitution (iii), password

Cryptology for 1oT

v
Q@
>
°
o
=

o -
+E 0 R
Laguage £ 7, & 070 O ave the most common, whie 2 Qand X Bl WM VIBKGAMAOEME, VIWFWAMYS s\MeOIMRN RN GTW HGFXE
e rave. Ukewise, TH ER ON, and AN are the most common AV GTW VIWIPWNYE LV OWGOWIH U URLFIOH LV OWGGWS BV a
pars of letters (termed bgrams or dgraphal and 53 LE, TT e YRETWIGWOG. [TW NWGTLIC R FHWX ab al aRX GL ZWadR
YORMHERO YRXTWIM \ORMWNORLIW cAW/FWMYE alaO

and FF are the most commnon regests [1] The nomsense phvase

“ETAOIN SHRDLU® represents e 12 mont fequent letters n B4 ZabWX LM GTW VaYG GTaG. RM aMB UREWM HGIWGYT LV

typcal [nghsh langusge text \lne'\lne In some Cphers, such DRGOWM OaMUFAUW, YWIGaRM OV

propertes of the natursd inguage plartert ace preserved n the MaGRIMH LV OWGGWIN LYYFI DRGT EstRMU

Cphertext and these patterns have the potertal 10 be exploted FWMYRWS. gLWLEW WIW B3 2 YTaa YOWRNGRY

3 ophertext-caly attack \line [source Mtp//en wiipeda ory/ XRMGRZFGRLM LV OWGGWH GlaG R LFUTOR GTW K w
SONUMG 200 HaNEOWH LV GTaG CaMUfallW, clt RMMGaMYW

UREWM » WWYGRLM LV eMUORMT CaMUTaUW, € § 2 aMX 0 ofW

FTW A MG VI NALAE DITRONAL b s aALY § AN a0 MOENWN -

1,307 charactens, 1

Cohertet

™ PNt Feguency aralyws 4 the $hud, the frequency of
lemters or groups of letters = & cphertert The method i uted ae
% 0 10 bresiong classcdl cphen dne'ine Frequency snalyss s
Based 0n the fact that » any gven stretch of wetien baguage.
Cortan letters 2nd combinations of lefiers OCCur with vanng
frequences. Moreover, there @ 8 Chvactentic datrdoton of
letters 1hat 4 roughly the same o aimost o8 samples of that
nguage. For watance gven a secton of Engish language £ 7 4
270 O are the most common, while 2 Q and X ave race. Lewse.
TH ER O and AN are the mont common paws of letters (termed
Begrams or dgrapht) and §S L, TT, and FF are the most

52 chr Tine s semaste 111 Tha mamsanes sheses ETACHL SUEOLL

Destration Aphabet Decryptes Cphertent

Secrt MighgabalYKWVUTROP
ONMUGHGFEDCEA




Basic Crypto |l

-ww

|_
o
S
=
=1 ® Cryptography using Cryptool (video+slides)
- . oo
O — Letter Frequency of ciphers (vii)
b
E — Substitution (iv), password
= - .
e oo S sy ol [ S

NWGTLX RH FHWX aH aM aRX GL ZIWaPRMU YOaHHRYaO YRKTWIH\ORMW
\ORMW cIWJFWMYB aMaOBHRH RH ZaHWX LM GTW VaYG GTaG, RM aMB
UREWM HGIWGYT LV DIRGGWM OaMUFaUW, YWIGaRM OWGGWIH aMX
YUNZRMaGRLMH LV OWGGWIH LYYFI DRGT EalBRMU VIWJFWMYRWH.
QUWLEWI, GTWIW RH a YTalaYGWIRHGRY XRHGIRZFGRLM LV OWGGWIH GTaG
RH ILFUTO8 GTW HaNW VLI aONLHG 200 HaNKOWH LV GTaG OaMUFaUW. cll
RMHGaMYW, UREWM a HWYGRLM LV eMUORHT OaMUFaUW, e, j. z aMX o alW
GTW NLHG YLNNLM, DTROW b, m aMX f alW lalW. sSRPWDRHW, jt. el. op, aMX
zp alW GTW NLHG YLNNLM KaRIH LV OWGGWIH (GWINWX ZRUIaNH LI
XRUIaKTH), aMX kk , ee, jj, aMX cc alW GTW NLHG YLNNLM IWKWaGH [1] jTW
MUMHWMHW KTlaHW “ejzowp ktiSsi® IWKIWHWMGH GTW 12 NLHG
VIWJFWMG OWGGWIH RM GBKRYaO eMUORHT OaMUFaUW GWCG\ORMW
\ORMW wM HLNW YRKTWIH, HFYT KILKWIGRWH LV GTW MaGFlaO
OaMUFaUW KOaRMGWCG alW KIWHWIEWX RM GTW YRKTWIGWCG. aMX
GTWHW KaGGWIMH TaEW GTW KLGWMGRAO GL ZW WCKOLRGWX RM a
YRKTWIGWCG-LMOB aGGaYP\NORMW [HLFIYW TGGK//WM.DRPRKWXRa.LIU/
DRPR/cIWIFWMYB_aMaOBHRH]




Basic Crypto i

" Cryptography using Cryptool (video+slides)
— Letter Frequency of ciphers (viii)
— Substitution (v), polyalphabetic

CIT
B ehiaphtinbm wirwgeps) APpanvy us vom
farup w3 ¢ hywmaypahtg Bl sevamew N babs gm
trarryd vt m coapevmyod. Gag moapth b ler)
[source Mtp// ™5 Cu ivh e SIOWEn Kyeimziow Cromen \ecem
enwiipeda org/wi/ \roce Fymdysiheg rtmiazg! mi vea) an vom sewn
Pr2. on Tuq TMOYe IGHte0 Wi MDA xapacnio

Frecuency anades) v
S B e P

l_
o
| -
O
Y
>
(@)
o
O
+—
o
>
|-
@)
<t
Q
>
©
(@)
=

petterms have the poteatyl!
0 e expioted i p
Ophertedt-only attack \ine

In crypisrelsa requency anulyin & the study of
e freguency of letters or groups of letters n 8
ophertext The method il wsed a3 an pd 10
brealong chaineal ophert \krellne Frequency
20N35 5 besed on the 1act that. » any grven
stretch of written nguage Certan letters and
1,107 characters, 1 ine

Decryptea Uphertest




Cryptology for 1oT

v
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Basic Crypto li

" Cryptography using Cryptool (video+slides)

— Letter Frequency of ciphers (ix)

— Substitution (vi), p

=

| &=

olyalphabetic

ALk E O
Bh tzhfaphtiwbm, wzrwgepjg nrtfpavy us vom fxnup ws zte hymdyxhtg bl
xevamew hi xzbabs gm tramyia vt m ckwprvmyob. Gng mgapbh bm larj ms cu
wvh mi szrgwipn kyelmzknr ciromew.\ecem\yoze Hymdyxhtg ntmlazqf ml vrarj an
vom sevn kpnz, un cug tmoye agxqteo ws akckbrt xapncnkx, wvzggun nlibgikm
vq iamdpvnxbiea bl xevamew hwtce cutj ciecbhx nekcugukvil. Gfzruhet, aprvx ¢j i
pnmrgbrvbmkgp jusvyqoymcfv bl xevamew mbrb vy downpyc mbv ansq fqy
iyghmk iyr eaowtrw hz kpnz xapncnkx. Zfz vtetcukr, kbpw n yqovpwa sy Yeoyoeh
nhvtytav, M. G, G mnf V iei mbv ubyf cqtube, pbztr F, C apk F nvx Irzr, Rukgdqgfi
MB, VZ, BT, mnf HV nvx nym zuet evuzsg jrqey af nlbgikm (kmesqd dpoeefm fz
qosrewpf), egx JA , RK, FT, cul SJ thv buk youa kbgfie zrvqavz [1] Bui gieartee
roznwx "YKIBOZ SIYLYY" kygzryqnvz bui 12 fijb sxqqwivg pxnkmey un vivgtf
Wvtrusj siaknuxm gkjtAnpvr\pbhv Qa yamg jqchdj. ahit ptvaxrvmeva bl fhg uigykuc
tntsucnm cptcebrdf atl xeilyidrj un vom pmibvzgkjt, cul glxmv xnzfetua veoy kpr
vatgubvee nf jr kipnvqgiw ce i pobhgybrbm-ietl gftcjs.\ymgy [jwhxoe jabc//
ig.qzswaqdkh.wek/pcbq/Sxqawivpe_thrtiyus)

1,109 characters, 1line.

Plaintext

Character (unigram) frequency (in %)

87

546
41
375
19
73 >
[y S N G

JEK

4
ARG D L MNOUP QR

Unigram frequency

TYY

39



Basic Crypto Il (LAB I)

" Task I. Repeat the analysis at lab (15 MINS)
" Frequency analysis for:

— plain text

I_
o
| -
O
Y
>
(@)
o
O
+—
o
P
S
@)
<
Q
=)
©
(@)
=

— monoalphabetic (no password)
— monoalphabetic (password)
— polyalphabetic

40



Cryptology for 1oT

v
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Breaking cipher |

— Shift of 13

© word, tha 4 a0 example test foe
e Caesar cpher. And we wrte tome
saanomal text.

"y

" Breaking Caesar (video+slides) (i)

7Y0 orya Gvt Vi na NGy grieg the gur Pretne
prcure. Nag i vy folr maavgvbeny grig

4 characters, 1ine

0 charactens, 0 bees

Test Oumnt

Parameter

AR (:'?u
actice

Decnypt

Ky 21 integer

n 2]

| Character mappieg

|aon

Alphabet parameters
Alphabet

Untnown symbol handing
gnore (Jeave unmodd
Case sensitve
. Output containg
Source Case

41
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Breaking cipher |

" Breaking Caesar (video+slides) (ii)
— Brute Force analysis

of
Uyt joeyg gvt Wi na rinzoyr grieg she gur Prrine ¢ Comsar
prcure. Nag i vy folr mqaugvbeny grig. e
Action
Decry
Key a1 integer
d

"y

42



Breaking cipher |

" Breaking Caesar (video+slides)
— Brute Force analysis

Cryptology for 1oT

v
Q@
>
°
o
=

DY RS DVt o 78 KRS GG K00 O Serine Sucre Nad 1 Jevr BT SBT3
kel e LU )

50 Yorans Uty 0ot it DONBE QR Bou o it gnd
s 55 ? ryet ooszDDe

Semuine A

e It g b G5 300G v A g R smgt. C3f yg yieg
0 RIS VIR Ve b £ vy BN g NP GeTss

>

oo g wAh 08 MARITH whte . wAD i S S 3 B < Append text irput
gl Jonplbagevegupiouinbeioauriuun |

e e L
PRS-

0 Wy v .

Seyate 4y Woou on vndows {
N g, 380y O 1 AOpIv P i PR e v OF O OEK st
aecevsyy DAL Tay O § D ol o Mot ~

e Beyoh. 9552 5 P e twa’ Bas Frvy 06 NIy Dy et @ Bye T »
P . | Number of characteny
] Number of lnes
mber of gty 1%
bits

Changes

o 30 g )

| show cranges
x | Donr't show
Camvar  ruroung e P shyhatret .
Kamen DeAorg & Dte-ArCE CUPertant-Ony BIBCE 5% The Caetar SRer. Tha BENC BACple % AR The ARSIt 4 Secrysted wih o4 Soustie IV soloet 00 Font

00 A0N MG STt £ 4 Chached 1 X COntae winlh WO & SCU0AMY ¥ heversl wordl a7e Nund  COR B0 Bimed wh Pegh PULA0R At T i The COTRE

Cocryweon l Manusl font settings
Mo 1wt

The ercneted tet & fornadnd 18 e Cannar component. The SN kay e e Conter CRar & MOwmastnd Som | 10 T sBe et = s VR Ley " 0 en The 10 e et o e Caand Corer A ae wote LOme ROSTOR tast

W00 4 S W The et (o e) e T Gt A Mg 5 T G & prreied & TR e i T o € S VR ] e et T Tt 8 o e e encypEOR

500 4 g, Fr G008 A Ly T Coa1ar CmEtmant & Sarwiors Sy 8 I $crySEen. The SWIUTE 9 GRlecied = The MV Comatrent Al porebie
oo’ Agstionsly ™ Cort 10 Sctenary ¥ 10 4 e che e Commns
Comoonene MICrt TEA 33 ™e Plartamiie SN Terwiiee T CUTET Do) TRON 4 MIGRRS 10 The DecrDes Conemen” covaoae

-
#53 artent & Phowr i 1he Compirene
10Agage 1 #Eng 50 yihs Wy 1P e wEAon alect

LPhT Coratedt the Cohaest ma, 6the Faee een 8 ERE WO MCEer e O e Mssmed Haenet
e




Breaking cipher |

" Breaking Caesar (video+slides) (iv)

Cryptology

— Analysis using Character Frequencies

— Needed enough info, wrong result =17

v
Q@
>
°
o
=

> (oRE|” > (POR )|
-

Uryy® Beyq govf vf na rosacyr grig sbe gur v Dahthi sinhz pdeo 0 W) atwita patp bl pda
Prvine pvoure. Naq 7 jevgt Bolr raQvivdeny grig Yovaown peidan Wiz 53 wnepa olia wiepeipah
Gt v 1 grig be Qur ywr rapeicpvba Crarscoer Amgram) basuarey (= W owow patp. Pdec €0 w pacp (b pda e ayrulpely

] ]

Freqguency Test

L e e g 132 characters. 1 bne
e | — ]

Cghacvest _—j

Decrypted Ciphertent

Caesar - statistical analysis
Ths sample performs a statatical analyus attack on the Cartar Opher. The characier frequences are analyzed and = Dased on the renlt = the
SUBEARAON dore Dy the Carsar Cpher o reverted.

How it works

The ercrypted text i forwarded 10 the FrequencyTest component. Th component generates 8 bar chart of the chanacter frequencies of the encrypted
Sent and sends £ 10 the Caetardralysaiieiper component Ths component performs the cryptanalysn of a Caeswr Opher usng ™he frequency of 1.grams
= Be encrypted tert The caloated shilt ey o frally groen 20 8 Cartar COmponent 10 decrypt the encrypted text. The by can alio be seen n the
TensOutput “Key™

The componests would be atie not only 10 handle T-grams (ungramd), Byl a0 A-grares (Deprares tngrams,




Breaking cipher |

" Breaking Caesar (video+slides) (v)
— Analysis using Character Frequencies

Cryptology for 1oT

— Needed enough info, correct result=13

v
Q@
>
°
o
=

o (GRS

v The encrypted test o formarded
FrequencyTest component. Thas comporent

et of the charscter frequencrs
of the encrypted text and send it 10 the
Corsavhnalysareer componest Tha
component performs the Cryptanahyin of & Coetwr
Cpher usng the brequency of 1-grams in the

. encrypted test. The cakiulated st Ley a fnally
gven 10 » Caesar compinent 10 decrypt the
encrypted text. The by can 450 be 1een i the
Outprt “Ley"

Dmponerts would be able Aot only 10
handie 1-grems lumgremcl but k0 n-grams

AL

Gur rapeicgrg grig v sbeyneqrq gb gur L
SerdhapiGrig ptactarag Gl phacbaresg
trarengrd A 0% puneg Bt gur punerpgre
serheapved bt gor rapakigrg grig naq fragl vg
b gur PartneNanyhfUrpcre phacbanng. G
phactersg cresbe! gur peicgranyd b n
Prvtre pvoure Mvat gur serdhvagd b 1-tenf va
Qo rapekgrg grig. Gur pypiyngrg fuvag wt of
svanyyl teen gb n Prrfne phizcbarag gb grpeky
o pekgrq grig Gur wrl paa myfd or bra ve
gor Grigingchg "1
Gur pbacharag! Ry o noyr abg bayl &

o Pavtenst), chg myfd a-tenst

1o

Froquencylest

(ovterct, gevtenad. .} Degrame, thgrams )
3 —— e Cavswiralpsahepes 79 characters. 3 fnes
e e ]
VYm0
Corertent Cecrppted Cahersent
X
Caesar - statistical analysis

Thvs sarmple performs 8 statatcal analyus at1ck on the Caesar cpher. The charc
bt tuton dore by the Cartar Cpher i reverted.

Srequencies are analyzed and - bated on the rewt - the !

How it works

The ercrypted test 5 forwarded 10 the FrequencyTest component. Tha component generates & bar chart of the character frequencies of the encrypted
Sest and sends 2 10 Caetarhrnlysatieiper component. Tha component perfooms the cryptanalysis of o Caesar Cpher usng e frequenty of 1.grams
= e encrypted tet The caloviated st Ly o frnady grven 10 8 Caesar component 10 decrpt the encrypted text The by can alio e seen n the
TenrOutput “Cey”

The componests wouid be able not only 10 handle 1-grams (ungrami), Dut a0 n-grams (Digrams tngrams. )
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Breaking cipher |

" Breaking Caesar (video+slides) (vi)

— Shift of 13 as output

"y

0 charactens, 0 bees

Test Oumnt

46



Breaking cipher Il

" Breaking Monoalphabetic substitution (i)

Definition: In cryptography, a simple monoalphabetic substitution cipher replaces the letters of the plaintext with the
letters from a single ciphertext alphabet. Each individual plaintext letter is always replaced with exact the same ciphertext
letter. The cryptographic key of the simple monoalphabetic substitution cipher is the mapping from plaintext alphabet to
ciphertext alphabet.

Q: What is a plaintext or ciphertext alphabet?
A: In our case, the plaintext alphabet is the Latin alphabet: ABCD...XYZ
A: The ciphertext alphabet is a permutation of the plaintext alphabet, e.g. XZTY...PQR

l_
o
| -
O
Y
>
(@)
o
O
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Q
=)
©
(@)
=

-> Q: How many different keys (= ciphertext alphabets) exist?
A: With the Latin alphabet used as plaintext alphabet, there exist 26! ciphertext alphabets (=> approx. 2788 keys)

-> Q: How can we break the simple monoalphabetic substitution cipher which has such a huge keyspace?
A: Using language statistics simple monoalphabetic substitution ciphers can be easily broken (even) by hand. We will use
CrypTool 2 to break the cipher. CrypTool 2 uses heuristics which also use language statistics in the background.

Task 1: Create a simple monoalphabetic /substitution workspace in CrypTool 2
(a) Encrypt and (b) decrypt text

Task 2: Break a ciphertext, which has been encrypted with the simple monoalphabetic substitution cipher

47




Breaking cipher Il

|_

o

| -

2

>

g) . k. I h b L] b [ ] L] [ N

= " Breaking Monoalphabetic substitution (ii)

%

@)

< r-!L‘.O THS IS A TEST OF THE MONOALPHARITIC '-E hm ¥ i FURC YOUT, RFGQ GQ N RUGR CV RFU ACBONDFNOURGS
SUBSTITUTION COMPONENT — GQSOQRGRSAGCR PCADCRUER

v
Q@
>
°
o
=

72 haracters, 1lime

Cghertest

HELLO WORLD, ThIS 15 A TEST OF THE MONOALSHASITIC
SUBSTITUTION COMPONENT

ABCDEFGHUMNCPCRSTUVWIOYZ

NCETUVIFGHUABCOOLORSXYDMW

72 charactens, | bre

| 26 charachers. 1 6ne

Decrypted Pantedt

Plasntest Mghateet | Ciohertent Aphabet |

48




Breaking cipher Il

" Breaking Monoalphabetic substitution

Cryptology for 1oT

___]. X Parameter
ol % ox%
-q: [= FULC YOUIT, RFGQ GQ N RUCA CV FFU ACBONDFNOURGS - Alphabet
SUBSTITUTION COMPONENT QSOQAGRSAGCE PLADCIVER 3 ) sald
() = -
— atsraton <[] > Ocder
-O ; Ascendng
Offset
(@) —
E Sutattscn 72 characiens, 1lme —~ [ Passmcrd
Coherient 1
A~ ’q 1 v ~
aad : HELLO WORLD, THIS 15 A TEST OF THE MONCALPHASITIC
ABCOEFGHULMNOPORS TUVWIYZ J SUBSTITUTION COMPONENT
> .
-~
»-
| Aphabet Pern )
72 characters, 1 hee
T e g | oty o
- Gl - - — Deoypted Parten
Flamtedt Nphatet

49




Breaking cipher Il

Cryptology for 1oT

" Breaking Monoalphabeti bstituti '
[T Parameter
OULG FGCV, TONE NR I TURT GQ TOU IGHGISODIUTRW é String

. . encrypting by whch unts of plartest are replaced wth ROETNTETNG S WOSGHUNT \2/ Y | Sreg Openes

Cphertent aCording 10 & fued systers the “undy® may be Lt
q‘ ungle letters (The mott cormon) pawrs Of leftery, trplets of " BRALAON
G) letters, muctures of the above and 30 forth. The recenwver i ™ - Operaticn

Secphers the tent by performeng the mverte subsituton -l ToUDoercas
—= et by ol Streg Opeats 2 L g CUppercase
° = ———
(@) M) charscsen, Thee | Subistacn 72 charctens. 1kme

o -
2 Plarsert ) oo
| J prgepepe
bt L) - HELLO WORLD, THIS IS A TEST OF THE MONOALPHARITIC
ABCOEFGHULMNOPQRS TUVWIYZ SUBSTITUTION COMPONENT

Aighabet Feen

72 characters, 1 e

Decryptnd Plantest

Plantert Nphatet

DOWWCPONMUBGSECRTOYFORA

Coherrent Nphabet
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Breaking cipher Il

@)
—
O
[ ¥ il
>
[ e [ e
- "B k M Iphabet bstitut
S reaking ivionoaipnapetic supstitution (v
)
o )
— Parameter
P ‘
O ; :_——.’ ~ wd Cryptanalysis...
e r ’ A Morcarhadets
e IGRT WGHGH), SZNCR RAVOWI0BIM  End 12207201 121930 PM e IN CRYPTOGRAPHY A .
< GQ JUTTUCR, TCNSIUTR | SUBSTITUTION CIPHER IS A Attack type
GQJUTTUCR INDTKCUR METHOD OF ENCRYPTING BY
Q GQ TOU ZXGYU, ZHV RG Tested keyx RN Keys [ uc 192 WHICH UNITS OF PLAINTEXT
— —— — —_— —_————— & Hilchmbing
S QGCTO. TOU e Amack oy ARE REPLACED WITH
o) CUWUNYUC QI N ORUWONMLTONGIITIOCINE | N COPIOGRAINY A SUISTITUNON Ol § A MITHCC OF INCRYPT CIPHERTEXT ACCORDING TO A
VUWNSOUCR TOU FIXED SYSTEM THE UNITS MAY 3
O TUDT XB SUCQGCINHP BE SINGLE LETTERS THE MOST —
2 TOU NHYUCRU COMMON PAIRS OF LETTERS
RIORTNTKTNGH TRIPLETS OF LETTERS e
MIXTURES OF THE ABOVE AND
L= SO FORTH THE RECEIVER Engish
Input of the cphertext DENHES eI & v Use spices
340 characters, 1 line
Advanced sottings
Output of the phaintext I S n
= — ]
| Cryptanalysis of the ciphertext. Different plsintext candicates and the according keys are shown. 3] | =) e

x
ABCDEFGHUKIMNOPQRSTUVWXY
4

P usage of the component Monoalphabetic Substitution Analyzer.

component is split in an upper part that displays the start, elapsed, and end time as 27 chatacters, 1 line
e wet to show the best 20 keys that have been found during the cryptanalysis. This table
Howk'for each found key a rank (column 1 *#%), the value of the cost function (column 2 “Value®), the attack which Output of the plantext alphabet
found the key (column 3 “Attack”). the key itself (column 4 "Key”), and the according plaintext (column 5 “Text”). The
value of the cost function is the logarithm of the arithmetic mean n-gram probabilities that are contained in the T | -
according plaintext. The difference of this value between two keys determines the range of how much one key is YRXUWONMLUZOHGFSPTEDCEV
better than the other. In column 3 ("Attack”) the attack method which found the key is displayed. A "G stands for the A

genetic attack and a "D" stands for the dictionary attack. On double click on a row the according plaintext and the
according key is forwarded to the outputs. Furthermore, the best plaintext and key currently found are outputted

automatically.
u e -

27 characters, 1 line

Output of the key
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Basic Crypto Il (LAB I1)

" Task Il. Reproduce the analysis at lab (20 MINS)

" Break Monoalphabetic substitution:

— Caesar

* Brute Force:

— Alphabet (=26). Invariant to uppercase.

— Gate (Hits=4)

Try different parameters of alphabet, gates, languages.
* Frequency analysis:

— Try different word number. Perform an analysis for different
languages releasing minimum word number to success

* Try also assignments 1-3 (from assignment M4 slides)
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Basic Crypto Il (LAB I1)

" Task Il. Reproduce the analysis at lab (20
MINS)

" Break Monoalphabetic substitution:

— Monoalphabetic (no password)

— Monoalphabetic (password)
* Try also assignments 4-6 (from assignment M4 slides)
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Breaking cipher Il

. Breakmg Polyalphabetic substitution (i)

Blaise de Vigenere was a French diplomat, cryptographer,
translator, and alchemist

* He lived from 1523-04-05 to 1596-02-19

* 1549 he was ordered to work for two years in the Vatican
where he got in contact with cryptography

» 1570 he quit his diplomatic duties and dedicated his life to
writing and cryptography

* Vigenére wrote more than 20 books including
Traicté de Cometes (1580) and Traicté de Chiffres (1586)

* He developed the Autokey Cipher and a cipher developed by
Giovan Battista Bellaso was named after him
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Breaking cipher Il

" Breaking Polyalphabetic substitution (ii)

* The first polyalphabetic cipher was described by Johannes Trithemius in his 1518 book
"Polygraphiae"”, where he described the Trithemius Cipher with a fixed tabula recta

* The polyalphabetic cipher known today as the Vigenére Cipher was developed by Giovan

Battista Bellaso and described in his 1553 book "La cifra del. Sig. Giovan Battista Bellaso".
Bellaso added a keyword which was used as lookup into the tabula recta
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* Finally, Blaise de Vigenére developed a stronger version of a polyalphabetic cipher based on
the one described by Bellaso. In his Autokey Cipher, he does not repeat the keyword but
appends the plaintext to the keyword and uses it as additional key material. He described
that cipher in his 1586 book "Traicté des chiffres ou secrétes maniéres d’escrire"

Polyalphabetic ciphers timeline:

Trithemius Cipher (1518) = Vigeneére Cipher (1553) = Autokey Cipher (1586)
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Breaking cipher Il

" Breaking Polyalphabetic substitution (iii)
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ABCDEFGHIJKLMNOPQRSTUVWIXY
* To encrypt a plaintext using the Vigenere AABCDEFGHIJKL QRSTUVWXY
. . . B BCDEFGHIJEKLM)? ) RSTUOVWXY 2
Cipher, write the keyword above the plaintext . - . .: .. : %1 D B OVNRY 5.a

D DEF HIJKLM ! O F UVWXYZAB I
EEFGHIJKLMNOE VWXYZABC
* Then, use plaintext letters and key letters AR R e Rt bt e
in the tabula recta to look up the ciphertext HHIJKLMNOPQRST WXY2ZABC F
I IJKLMNDO Q R ST W ZABCD |
letters (or use equation) JIKLMNOPQRS ABCDEFGH
K KLMNOP RS T B ) EF G I
LLMNOPQRGST - DEFGHTI J
- MMNOPQERSTUVW DEFGHTIJK
Example' N N ( QRSTUVWXYZABCDEFGHIUJKI
O OF ; E TU WX Z ZAB DEFGHIJEKLM
PPQRSTUVWXYZABCDEFGHTIUJKLMLD

Key => KEYKEYKEYK QQRSTUVWXYZABCDEFGHIJKLMN
‘ = RRSTU WXYZ B DEFGHTIUJ LMNOP
Plaintext => HELLOWORLD S STUVM ' 2 ABCDEFGHTIJ MNOPQ
1 = | STTY }] T TUVWXYZAB DEFGHIJKLMNCOPA QR
ClpherteXt > R' St ‘I N U UOVHXYZABCDETF HIJKLMNOPCQR

VVWXYZABCDEFGHIJKLMNOPQRST
. W HWXYZAB DEFGHIUJ 4 OPQCRSTU
Equation: C; = (K; + P;) mod 26 XXYZABCDEFGHIJKLMNOPQRSTUYV
Y ZABCDETFGIE JKLMKNOPQRSTUOVHW

whereA=O,B=1,C=2,...,Z=25 Z 2ZABCDEFGH JKLMNOPOQ TUVWXY




Breaking cipher Il

" Breaking PonaIphabetlc substltutlon (iv)
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GHIJKLMNOPQRSTUVWIXYZZ
* To encrypt a plaintext using the Autokey AARBCDEFGHIJKLMNOPQRSTUVWXYZ
. . . BBCDEFGRHRIJKLMNOPQRSTUVWIXYZA
Cipher, write the keyword and plamtext CCDEFGHIJKLMNOPQRSTUVWXYZAB
. D DEFGHIJKLMNOPQRSTUVRXYZABC
above the pla'nte)(t EEFGH : JKLMNOPQRSTUVW ; YZABCTE
* Then, use plaintext lettersand key letters . [0 Lt o e it
in the tabula recta to look up the ciphertext % #IJKLMNOPQRSTUUWXYZABCDEFG
letters (or use equation) JIKLMNOPQS WXYZABCDEFGH!
K KLMN » Q E T ZABC FGHI
L LMN PQRST [ ZABCDEFGHTIUJK
E I . MMNOPQR: T (7 Y & BCDEFGHTIUJ I
Xamp e N NOF f TUOUVWXYZABCDEFGHTIJKIL?
O OPC A BCDEFGHIJEKLMN
4 P PQR: CDEF HIJKLMLD)
Key => KEYHELLCWO Q QRS " DEF KLMNOE
, RRST EFGHIJ LM
Plaintext => HELLOWORLD $ STUHX FGHIJKLMN
Ciphertext => RIJSSHZFHR ool et Bl b
VvV VWX I1J LMNOPQRSTOU
W WX J LMNOPQRSTTDH?V
Equation: C; = (K; + P;) mod 26 i P e L i
whereA=0, B=1,C=2,..,2Z=25 Z 2AB MNOE S TUVWXY




Breaking cipher Il

|_

o

S

=

O [ ] [ ] L] [ ]

=1| ® Breaking Polyalphabetic substitution (v)

o

>

O * The Vigenere Cipher can be implemented with different ciphertext alphabets

o

% 1. Latin Alphabet (today): ABCDEFGHIJKLMNOPQRSTUVWXYZ (26 letters)

© o

§ 2. Latin Alphabet (“historic”): ABCDEFGHIKLMNOPQRSTUWXYZ (24 letters)
3. Kryptos Alphabet: KRYPTOSABCDEFGHIJLMNQUVWXZ (26 letters)

* We updated the Vigenére Analyzer in CrypTool 2 to support alphabets with less than 26
letters to support the analysis of original historical ciphers

* The analyzer “updates” the used cost function (e.g. tetragrams), by removing unused letters
from the cost value calculation during the execution of the hill climbing algorithm
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Breaking cipher Il ..

THEVIGENERECIPHER SAMETHODOFENCRYPTINGALPHABETICTEXTEVLS
INGASERIESOFINTERWOVENCAESARCIPHERSEASEDONTHELETTERSOFA

KEYWORDITEMPLOYSAFORMOFPOLYALPHABETICSUBSTITUTIONFIRSTDE
SCRIBEDEYGOVANBATTISTABELLASOINFIFTEENSIFTYTHRECTHECIPHERIS
EASYTOUNDERSTANDANDIVPLEMENTBUTITRESISTEDALLATTEMPTSTOR
REAUTUNTILDGHTEENSIXTYTHREETHREECENTURIESLATERTHISEARNE DY
TTHEDESCRETIONLECHIFFRENDECOFFRABLEMANYPEOPLEHAVETRIED

TOMPLEMENTENCRYPDIONSCHEMES THATARE ESSENTIALLYVIGENEREC)

PHERSINEIGHTTEENSXTYTHREEFRIEDRICHKASISKIWAS THEFIRSTTOPURL
ISHAGENERALMETHOOOFORCIPHERUNGVIGENERECIPHERSINTHENINE TE
ENTHCENTURYTHESOREMEWASMISATTRBUTEDTORLASE DEVIGENEREA
NOSOACQUREDTSORESENTNAVE

veaRn

"y

Vigerese

Thes template shows how you can use the Vigenére component 10 encrypt
and Secrypt plaintest using the Vigendre Opher. The jecret Ley can be
entered in the bey TesBinput component,

The Vigené iponent siso supports the Vigenére autokey variset This
can be set in the settings of the component.

LULGMNMZORCHEZ TADVGKEOVXAYHMXIPTVRIGFXCCTACF CLMEXQOF

WMWKEKTCIPALF BX0CCAQMIGMECKE TTMIRIPKFCIWYRRZINVIMOV
QGICBRGSIVMVWQIVSWKEHFVFYINGPARPIREZWIOCTWNLWRAXWIOM
MXIGIWVUILMVGTIF SCZSSTSROROMSWRSFGCPTCSOF OWXXORDAIVE
XABCLLGTMRPANCGAWRDSSFHGWMCRRSAF ZQVIKWRY SYMSIGWW
KNON EIDEVIIFZXQLSONTUMRMAYZPXSKF LGEWE HXWLLTVIMAVOWG
GEXNIMOXPOOKDLGIOICIRANMRLLGUILMVGHXFREOGFA I IBXMC UL

KW WQCEDOSNDURZXDVGWHVEMFZPCEI PKIGMVWHXKFRLMLC

BUKLTDEPWILLIGOMYDPAMMZ ORCHET TAOVOARGZKADNC WRUZ M

XFAGWVRBOHPAGIBELSWIAAC INADIG WV ESI EFLAW RIOOUPS POV XAV

MXRGTMIRPARIMMZORC SEZTAOVOARVVIGSRCUGEXAMILLYTPXAOW
AZIOVATCQGKRVEVBLY RWHVFFEOMOWHGMMZORCICE HLYEAIVKIWS
NOHVEIGDRYS

652 characters,

=i

Cphartext

THEVIGENERECHPHERISAME THODOFENCRYPTINGALPHABETICTEXTEYY
SINGASERESOFINTERWOVENCAESARCSHERSBASEDONTHELETTERSOF
AXEYWORDI TEMPLOYSAFORMOFPOLYALPHABETICSUBSTITUTIONF RS T
DESCRIBEDEVGIOVANRATTISTARELLASOINFS TEENFETYTHREETHECISW
ERISEASYTOUNDERSTANDANDIMPLEMENTBUTITRESISTEQALLATTEMPT
STOSREANI TUNTILEIGHTEENSICTY THREETHREECENTURIESLATERTHISEA
RNEDITTHEDE SCRIPTIONLECHIFFREINCECHIFFRABLEMANYPEQPLEHAY
ETREDTOMPLEMENTENCRYPTIONSOMEMES THATAREESSENTIALLYVIGE
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Breaking cipher ll|

" Breaking Polyalphabetic substitution (vii)

Haow {

Cryptology for 1oT

mozge | e

(1Eet Ve GOEOVAYMMXIPTVRING
IMEOQDFWAWICECTC U IO MOMVIGM ECKE TTIVIRS
FORNYRRZINVIMOVOGIC R MVWVCIVIWKEHFYFY
PARPREIWIXTWNLWRAXWIN

Current analyzed keylengthc Mcoe

v
Q@
>
°
o
=

¢ Vigendsr
NEMFVZPXSCFLGEWBHOWLLT VMR ' oy Yoy Length SOUL Vonere
KKDLGKICIRXNMALLGUIL) FhE Lower bound of Keylength
GEA! ULKWIK DURDXDVEWMYIME 1 K2
TPCEMOGMYWHXCIR =)
JORCIEZTAONGARG DXCWRUD Upper bound of keytergth
LOMWAAAL DA MG ANWVICS M F AW IR X :
RIPARIMMZORCIEZTAOVQARVYIGSRC Restart ;
WAZIOVATCQGREVKVBLYRWHVFFEXMOWH ——"
HLYEAIVKIWSXOMYGAGORYE B 009
< LANGUIGe

<h

rarural Larguage

650 charactens. 1 e § Vi 1

Cyhetnt Vigwnise Asslyoe Crveniedt Mamtan

x
This template sAows how Lo break & Vigendre Cpher uang the Vigendse
Analyzer comporent The compenent uses Mikimbing 12 find the secret
by It bests beyuaes Detween one and twenty. Plantest and ey

canchdlates are thown n the best kst

You Can alo use ths template 10 bresk Vigenése autokey Ophens %o do
30 you have 0 change the mode of the aralyaer o “sutokey”
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LSRR ST AOVCA R OV EAY WA “ v DXl T SR
ANEOCOFAMALOTOSALUT R ACANOMEC 1] T Tty
SCPWYRRZIN YMOVOLIC BRIV VORI T ONG
PASPRE ST WAL ATAC ARSI WV A MACTIIC TS
PRDUNLWE DG PV O OIORDA VAR L LT e
AN LR AR RS DA A AL WL
MO VOF D0 SONTUAMEAEY TRIOUC O W WL T il
VOWOCAINSM O DL O DU Wb T A
DA AN AU A WO OO A DV e T
SRCEPOGAWY WSO B (TIAL T P WU sGOV roRaMs
SORC I TACVQARCIAD T W TN ROWVEOS0S 88
VAL AL AW LR T M R CUP IOV LA v (T
RPN ORT M I ACVQANCIACLICLYAMELLY TPIAD
WADIOWE TUQGAT VIO VBLY RS IT OMOQISOAMITORC ST
SCTANERW O VWINCDEY)

[ e

| wteew

BT e e ]
) i Pe o

Acarim e -
e T T AR e teteear Cne 853 Yeest;, Pastedt e be,
LBrItates B e P o e hent Lt

e e mae s Weplate b Mo | geest o taey stes T e

o heew e Gange e made of e arepre ' oy’

Breaking cipher Il

" Breaking Polyalphabetic substitution (viii

TRl SO AR " OOOM N YT A At
TCTITIVUSACAL LR SOP AN TIRAOVINC AR SARC Wty
SAMDONTMILL T TERSOAAAT P WORDTIAN DV LAsCOlacH
POUAL PWAM T IC SR TITUTONS R TDESCRBEDIYOOvA
NATTITAM L ALONT STRENW S TY el T T OPviAsl Al
VIOUNCREES TANDANOMPUEVENTSUTIT RIS TROALLATTY
NPT ROBRE AT UATIOL G TNV T Tl | TR S CENTY

. BRI TRETEETRRCRE TR AT AANE DT T DL ACRE TON B P O
A L ARRALMINT T L .o Crot ¥ RABLEMANYPE OFLE-AVE T R CTOMAR ENVEN TENC Y
T MMM ICTEOMCEET i TENTERCM T I FTOAOANES TmRTART LS SN T AL PAGENTR OPv LA
. L0 SOMENLIMY CIETIECRETY “a T BTN TV TR T R ORIl A OWAS TS 0
PN — i -cr PUBLAGEINE A ME THCOCF DI LN NI

o FERSATHIAE TTEN O ENTUSY T SO AT ATT
: LOANITRIMRA IO :l e RUTIOTORAGI OV I NE AN DLOA CLUSEDTIE Y

— e NThave
, - : =
P FAAN e TTITDESERENNT ST o
AEOLN RIIeANEEL) EWRISEARISIL Y I ERe) »
EE S0 MR TERIESSEV LT s
LM STHANME NSRRI T - -
AU TR TR ISR T R " et
Lo
hand Land
e b, vt Poctosr
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Breaking cipher lIl

TGN RIOPERLAME THOOOT TR EYPTINGALMAM TICTIXN TS
INGAMRCSOFNTTREWOYT NCAT LAAC Sl S8ATIDONTWILITTIRLOMA

IYWORDSTIMN OV SAFORMOFPOLU AL AR TCILBSTTTUTIONS RITDE
SORBLOEYGIOVANSATTIS TASELLASOS S FTLINAS TY THREL THECvl RS
CASYTOUNOLRS TANDANDAAR EMVENTBUTTTRESA TEOALLAT FIMP TS YOS
SEALTUNTL EOTEINS TV THRETTAE FCINTURE S ATIRT s S EARNEDY
TTHEDESCRIFTIONLECHATRENDE O FRARLEMANYPEOP T v T TR D

TOMPLIMENTENCE PTIONSOS MESTRATARITSSENTALLYWOENENC)

P URUNDOCTTIENS AT Y TR LR DO AL LOWAL TP BT TOSUR,
FrAGENE RAME T OO0 DEC I UNGVIGENTREC RSN THE NN TE
INTCENTURY T SOREVENASMSATTROUTEDTOMASEDE VWO REA
NOSOAL GRS D TLIRE SENTAAM

-
-

AR OEF G M MNORORS TUV WY

W Secrypt phar AN VIR T Vigeries cober The lecet by Gan be
erteed © e by Teaingut (Cmgorert.

The Vigarere comporent s 5007 the Vigeeers sutitey vaeuet The
o b Mt e Tiegs of T mgonent.

" Breaking Polyalphabetic substitution (ix)

LGNS DR LI TAOVGE T OV RAYSADOF TR INGF L TAXPCLMECOOF
WD RO O MAGARGME CEETTAVIR SO C W YRV OMON
QO BAGLIAN YO VT HEVTY NCNAPST TWIOCT WhL ARANWOM
SOOGMAALMYGT SIS TIADINSWRD GO T SO/ MO IOR0A NV
SADCLLO TV RN RN DL U WA R R LS DOV WY WL WW
COOMNLIDE VIS TR0 SOSTUMRAMR Y A F LUGE WO, L TVIMRVO WG
GE VMDD G SN, L GAS LMV NTRE OGF A ve
ONIC MWOCTOOMNOURIXOVOWS Y WY Z3CDIOCA W LIS LN
DU T DEPWRLACTA Y DRAMM I OAC AL T TACVGARGT A DRC WAL
N5 PIWVIORPALBEL SIAAL [(XAD NG WL S N S PSP OV LAY
AOG TARRPNARAIM S ONC I AOVOARY O SACUGEXAMVLLY TRLAOW
ADOVATE QUAEVCVILY Y I LOMOWSOAMM IO AC D LAWY
NPpNVGIGORYE

052 charactery. | e

To VG NEREC P ASANE THOOOF I NCRYPTINGALISAM TCTLOTIW
SAGASERESOFINTERWOVENC AL LARC P+ RLBASTDONTHELE TTERSOS
ATYWORD TEMSLOVIASORMOS IO AALPMARE T IR TITUTIONT RS Y
OUBCRIBE DEVCAOWANEAT TH TABELLASOINS# TLENW TV TIALE TIE O
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Breaking cipher Il

" Breaking Polyalphabetic substitution (x)
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o OGNS REC PG R AAME THOOCHE ST RYPTINGALPMANE TCTEXTIVWS et :‘: AL OAMD ORC 8 T TAONGA FOV KAV-ADUP T B GARC L TAKFCLMEOODS
SNGAM AL LA INTIRWOVTNCAM LAAL v LIRAIDONTSLITTI LD . G WVACT E RORRAUF O ACAROME C L TTVR S P C W YRR O
EYWORDETEVILOW SARORMOESOL VAL IMAN I SURSTITUTIONIRL TG =y OO RGN OV S INCENIVT Y GIAIRL A T AN AWRAYWOS
N OEVOIOVANSAT IS TABELLASOMF S TEENI TYTHALT THEC v ) Vigeeeve T — - 0 X SO ONIIDRDANS
CALYPOUNDERSTANDANOAM I NVENT BUT TRESATEDALLATTENPTLYON Lo 1 fome Voo NS MCWR VYW L WW
LA TUN T DO TEENSO Ty TR Tt ECENTURA SLAT TR et LARNI Oy ~ PraLLT YW OW)
T DA IONACHITREN S O FRARIMANTHOR LV T | THEUIGENERECIPHERISAMETHODOFENCRYPTINGAL ~ Mowssemncis
TOMPIMENTENC RS PTION SO ST ATARTT S INTAL YNNI C) b\l.‘h'\-u'h\h!
P RENOGHT TR TY TR AP R DR AT UORA T THEF RS TIOSUR, I._., PHABET ICTEXTBYUSIMASERIESOF INTERWENCA :'a"w»ﬁ:c":--'w
IAGENIRALME THOOOF DO P RACVIGINERLCPMOESN THENAE 1T IO SO RN
T EN LAY T SO MRS LA TR TIDORAGOEVCANLALA 1 ESARCIPHERSBASEDONTHELETTERSOFAKEYWORDIT  jcuuecirromacw
IR | EMPLOYSAFORMOFPOLYALPHABETICSUBSTITUTION [ ™™

i FIRSTDESCRIBEDBYGIOUANBATTISTABELLASOINF

e — | IFTEENFIFTYTHREE THECIPHERISEASYTOUNDERST

ANDANDIMPLEMENTBUTITRESISTEDALLATTEMPTST
wcurces OBREAKITUNTILEIGHTEENSIXTYTHREE THREECENT
URIESLATERTHISEARNEDITTHEDESCRIPTIONLECH
IFFREINDECHIFFRABLEMANYPEOPLEHAUETRIEDTO mqil;'v‘.'.’.i'ci
IMPLEMENTENCRYPTIONSCHEMESTHATAREESSENTI  orrornacen

ALLYUIGENERECIPHERSINEIGHTTEENSIXTYTHREE
- et £ e vy e o4 FRIEDRICHKASISKIWAS THEF IRSTTOPUBLISHAGEN
1he vigeries comporant s+ ERALME THODOFDEC IPHERINGUIGENERECTIPHERSIN
b vt st 40 THENINE TEENTHCENTURY THESCHEMEWASMISATTRI
BUTEDTOBLAISEDEUIGENEREANDSOACQUIREDITSP
RESENTNAME
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Breaking cipher lIl

" Breaking Polyalphabetic substitution (xi)

TGN PR SAMETHODOFINCRY P TINGALPWAB TCTE
PNCASTRLLOFNTTRWOLTNCAL SARC P RSEASIDONTIL TTIRSOSA
T VWORDS TINILOVSARORMOFPOL AL PMASE TCSURSTITUTIONSRETDE
SCRMDE P GIOUANBAT 115 TABELLASONIF TLENSFTY THALETE CwE R

SYIOUNDERS TANDANCOPLIMENT BUT TRESSTEDALLAT TEMPTS IO
TUNTL DG TN TV THRET ThlE ECENTURIESLATTATMSE AR
DTSR TN ECMFFRENDE S FRARIMANYPEOM DAL TR
DTOMI VLN TENC R PTIONSOMAA ST ATARLE SSENTIALL VUG ENERE
RSN T TE NS TY THALLF R DRICMCASISTWAS TP RS TTON
BUSHAG NERALME THOOOS DECPERNGLIGENERE MR SINT RN
TUEN DO N TUR TR0 ML WASASAT TRU T LDROSLASL DELIGENE R
LANDAOACQUWEDY TS IRg SN Thaasnd

-

"

ARCDEFGranl MORORS TUWY Y

MUCAADACOLATROWSLUIOWY IV FTWRI YOI LOCTIRO OWNE L
QOPAS LI TP a0 YOLACAMICARL CLETTRMR L FCU VRRANWYN
OWQCHIRRF LA NN WOUT N DT WY ONCIARPRLD DU
P COEONN UG T SCASS SRR NL RS GO P PO SOA Ny WORDEx
WSS TN PG LS MO0 SAF AQUICEW I INS YK
LOOYNEOE WL TVOASDS TTINENE WA Y LA NT G YWV T WASOWC
NG YORNCLPC LA DMG IR MRAMGNMWGLI REOGH IO
MU Q0 TOOINDR R S Y DW S I0OWINS TPCTPLCATAWh LI e
VANAACTRA MTO PELAOGON YOPANNAORC DT ATBOWOSAGAL ST VO R
VRSN v S OGN Cn i S8 WLUOAL C v RO 0w, S o vods»
OWF BV vl TR PR AOM LA BOWORN W D GAACWGE YW,
MITPBORAMOWATC QOLEWL WL IIOOAS S L OANA DR O E
MVIAS LI WG OGORYE

S50 champcery. | lew

et eyt praeded ] e Vigerdes Cober The wece! Ly Cae te
terrd © e ey Tertiag (GG Crert.

The Vigeriey componest B LepOm e Vigerdrs slchey cerant Thay
o b st v e ting) of The cCOmponent

R e e S ——"
e — el
Cpretedt

THENGENE RECOME R SAME ToOOORNCEYPTGAL P AR T TEX TSV
SNOAAA SOFNTERWOUENCAT SAAC P RSRADONTHELITTERSOS
AT YWOAD TEMPLOVIAP OR300, MAL PABLTC LS TITUTIOM RS T
DULTMIBEDEVCIOUANIAT TS TABELLASOMWS I TEANS # 19 TrelLd Tl v
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Breaking cipher Il

" Breaking Polyalphabetic substitution (xii)
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S — e * DE Wil 5 O Z] vigeiv v =
[®) -
(@] aeen .
= 0 oot e R ——
ﬂ Lao MAASAC AT CLAIOW I LOWY B =AYy FT W ros ANE ROl S AN T OCC A NG PN L Dl
CFOVMMLICDP WAL EL YOS WY CRACMIGME St e YNGR (9 Tme /9011 4304 M 1 AL VOVOAMC AR Yo
[ Temt Sogumography . - e . SR
UERMANNNONVOUICIEPSVIMMARS g Tone 00027 tensecons “e
VOGN J e AT LN NN N WL AR
- Currert ar i red et "
STRRTN TIETING
L TV OMEOET T RNEWAPY LI VSGE A N ey fay Lengur Tent
AT BRI AR ’ TRCIANTTTE RN Y . T I ERSCOERE" TR | I ROCT IR AP [H
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Breaking cipher Il

" Breaking Polyalphabetic substitution (xiii
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Breaking cipher Il

" Breaking Polyalphabetic substitution (xiv)

Cryptology for 1oT

VIMGARACA S O EOWY VA PTWRTYGALLCTS
OSELICOP AN LT P e OV C ARG NECLE T
P RRARY W YNOWOIRL PR LOWN WU e

WL T ROUCREY LR WL T

Toof s NS v B T A0 ErPToela Al
TCTINTUSAGALE R SO TIR O N AL SR ity
TSR T v ORD T IV OV LA MDY
*Tuhosn DL LD OOLA
N FTEENIE YTl Tea L v Rl A
WPLIMENTIUTITRIM TEDALLATT
AL ASTTUNTIUEIGH T NI T TR Tl CENTY
L0 AMMMIMIN]  SCRETRETECRETEE Y " TWETT TR T R [ A TP R T TR TR ARNEST T DR TON BT e Sl a0
| S AMIMINLIM  BERtERS » et S RAR AMANYPL ORI HALS TR DYOMPLINVENTINGS
T BN TR TIECRET H YRTIONSOREVE S TRALARE L SUANTALL M ALE AL C il

Dt Vv MRV AMII M I T L0 A0 W
flagnel Toe D00  Kepvwecons M

POV Al T CY
Courvert sratied brpwrges 2 AT TS LABELLAK

VYOUNDORS TANDA

v
Q@
>
°
o
p=

WAPYVILUIWCE X . Vel rey oy Lengmr . P
AACA I T YN I
PROCIOOIND
L AP Y AN |

CATBOW B8R A 30 TR LR 9 NEATTRENG O TV TR L DR AL AL T o
WCOPIOCRMIINEACC Y0 V) AIMRRANE T RCMETYETTET " NIT T T AW | A TR T OPUSLEAAGINERAIME TOOOr TR CavERAGGIN S
YT AL TN A Stk Seeads oo ~ crares e oo e R T NN TN TG TN T Y T SO AT ARIALA
O VLM TRYRCKAMOWATC QOLTWLWCLIRAMAE 00N ST ai et e > a: eeSrea i TR TR AL OV R EANCHOAC QUIRED M ag

PO ACR OCT YR AL LS » QO OGO Y LN WYY

L e . THRC T M A WIS T A EIES T
» IIRIErTmEe IR INYLY »”» = AR N LT PR e e 1y N e
i TesiltarTailamcelinl i FRCOETT ! P R IS I TR L AT
L0 00 LAY NAIA  ERTENIEEMEL IR RRALY a EMIRPTT T O RSO SN TN YL T DL

(PR .

CFRER T YRR TR A

THEICY IMOERTTY " ECIITY RS BETVT TR Ay LN
TISAAS rEMA YRS SRAKY » BTN YL ST FAITY T A TS

67




Basic Crypto Il (LAB Il)

" Task lll. Repeat the analysis at lab (15 MINS)
" Break Polyalphabetic substitution:

— Vigenere using “Hill Climbing” heuristic
* (lower, upper, restart)
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* Usual alphabet and changing alphabet
* Try also assignments 7-9 (from assignment M4 slides)
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Breaking cipher IV

" Breaking Transposition. Scytale (i)

Definition: In cryptography, a scytale cipher is a tool (mostly a wooden stick) which can be used to encrypt and to decrypt a
text using a simple transposition cipher. A strip of paper is wrapped around the stick. Then, the plaintext is written on the
paper. After removing the paper, the text appears transposed on the strip. To decrypt the ciphertext, a scytale with the same
diameter has to be used. The paper strip is wrapped onto the receiver's scytale. After that, the plaintext is readable again.

-> Q: What is the keyspace size of the scytale?
A: The number of different possible stick diameters.

-> Q: What is a "different stick diameter"?
A: Two diameters are different if they have different numbers of columns on the stick.

-> Q: How many different diameters exist?
A: There are at most "text length" different diameters, where the biggest diamter allows to wrap the strip exactly one
time around the stick. In this case, the generated ciphertext equals the plaintext.

Task 1: Create a scytale workspace in CrypTool 2
(a) Encrypt and (b) decrypt text

Task 2: Break a ciphertext, which has been encrypted with the scytale
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Breaking cipher IV

" Breaking Transposition. Scytale (ii)
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Cryptology for 1oT
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Breaking cipher IV

" Breaking Transposition. Scytale
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NABRC IV M Ny 49 300 OIS B

o (e )

o Mar e

-

e Mas mcisoe

“Scytale ciphertext-ondy attack™
TRA WO 0w eTirmi 8 BOS0- 10008 COPOMt-Boly FEACK D% The SO0 0P er T BOIK B/ACO® & Tht 10r 00C% FECHADS BOm 0ne 10 8 redetaed v [(man
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Breaking cipher IV

" Breaking Transposition. Scytale (iv)

Cryptology for 1oT
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Breaking cipher V

" Breaking Columnar Transposition (i)

hréak'a Eoidnnar Transposition Cipher

Definition: In cryptography, a transposition cipher is a cipher in which the order of the letters is modified, rather than
replacing the letters with other symbols as in substitution ciphers. The most popular transposition cipher was the columnar
transposition cipher, due to its simplicity. The columnar transposition cipher arranges the ciphertext in a grid of rows and
columns. Then, a keyword is written over the grid (over each column exactly one letter). Then, the columns are ordered by the
positions of the keyword's letters in the alphabet. Finally, the ciphertext is read out column-wise. To decrypt the text, the
method is performed in the reverse order.
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=> Q: How many different keys exist?
A: If we assume that the keyword has length n, then n! keys exist.
We have to sum these factorials for each possible keyword length, from the longest possible keyword length n to 1.
Example 1: the maximum assumed keyword length is 6.
Then, we have 6! + S! + 4! + 3! + 2! + 1! = 873
Example 2: If we have a keyword of length 18!, we already have about 2753 keys (only for 18!).
And we still have to add the number of all shorter possible key lengths.

Task 1: Create a transposition cipher workspace in CrypTool 2
(a) Encrypt and (b) decrypt text

Task 2: Break a ciphertext, which has been encrypted with the columnar transposition cipher
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Breaking cipher V

" Breaking Columnar Transposition (ii)
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Breaking cipher V

ﬁ P
HELLOWORLDTHISISATESTOFTHECOLLIMMNARTRA
NSECSIMONCIPHERINCEYPTOOLTWO
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" Breaking Columnar Transposition (iii)

LHTUSCROETSLNNCWOSFNOPPRAETTROCSHRIECLIO

MPYHDEOAONTWITASHTLIC

6 charactens, 1 bne

R

Digits for Ulnt(]
Define Dagits as

Dwgits
1234587

Dagits Group Sie
8
Endianness

Big Enchan
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Breaking cipher V

| 121638549 B 121638549
TOTHECOWMNARTRANS  § € C R E T K E Y TOFTHECOLUMNARTRANS S ECRE T K E Y
POSTIONCIPHERINCRYPT POSTIONCIPHERNCRYPT  H E L LOWOR L
|ootwo 00LTHO DTHISISAT

721638549 121630549
SEcRETKEY SECRETKEY
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TWO i ]

" Breaking Columnar Transposition (iv)

T21638549
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Breaking cipher V

" Breaking Columnar Transposition (v)

123456789
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0RO LRWL
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0

Presentation

Presentation speed
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Breaking cipher V

" Breaking Columnar Transposition (vi)

[HTUSCROETSLNNCWO w
SFNOPPRAETTROOSHRI
FOLIOMPIYHDEOAONT
WITASHTLTCRIL

I_
o
| -
O
Y
>
(@)
o
O
+—
o
>
|-
@)
<t
Q
>
©
(@)
=

/8



Breaking cipher V

" Breaking Columnar Transposition (vii

- [Eoame e )
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Breaking cipher V

" Breaking Columnar Transposition (vii

Parameter

Cryptology for 1oT

~ TA hampov\"?

CPPIECYPHTTALEPCHORSTRTENIT
EIGIEAACTORSEDETNASCMNBES!
NHNTUASCAYAESPOAADNNARM
CECEAOONSNTYYSHHYHSLOXEC
SOEFDGEHETMFTSOSDTRHUONC
TCNUDORSIOMHIYLHMRGHADGA * Vene Gy Mose Te
OICEAETEMCETRABFSERNPVTRTT
TROTCTBPWOARCSENLSCTTTHX ;
HTSHXEMAEIHEOYNCCRHOPTRW i Chmbing
OESERYRSTIRETTTIRONIRTENOTL
TIOAINAFOIRNNAENHNNICOC! . 0 characters, 0 lines

REC RLIALSOLALS - 0%

Corverter

Anatyws method

v
Q@
>
°
o
=

Repetitions

Teravont

Revealed Plaintent X S0000

Cohertat Thes template shows the analysis of a ciphertext that was encrypted with a
columnar transposition and a key of length 25, The analysis uses a hill cimbing
algonthm. This approach s not determinstic. hence. if the result
(WHYHEWASSOANGRY...) & not found at the first run, simply try 1o run again. |

Koy

b The ciphertext was retrieved from the CC1.3 challenge of MysteryTwister |
TranspositionAnalyrer __—_?j where you can find many more Ophertexts that were encrypted with a
columnar transposition, You can try to decode them with this template.

Linke httpy//www.mysterytwisterc3.org/de/aite- mysterytwister-spiele/cc1-3
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Cryptology for 1oT

Angiyss method

Encrypt

Hill Clmbing

| Read n
PP, Repetitions
Permytation
TR Teranons
Read out
Dy column
Keyure

| Type of processing

Dy thancte

" Breaking Columnar Transposition (ix

Paramete

Pa 1eter

_q: - rA Transposition ~ .!A Y:amp?m:on
(b Cost Funct Transpos

=) Transposit ‘IL"J‘)',,‘I-' Cost ‘r NCHIoN
'8 TranspotRior Transpositin Anatyzes
2 Action

Breaking cipher

N Transposition
~) TA

Transposbion Analyze

ANSPOTNION

N-grams: log 2

N-gram size

Bytes 10 uie
} Bytes offsot

Language

Englsh
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Cryptology for 1oT
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¢ Classic Ciphers

Breaking cipher V

" Breaking Columnar Transposition (x)

CPPIECYPHTTALEPCHORSTRTENIT
EIGIEAACTDRSEDETNASCMNBES!
NHNTUASCAYAESPOAADNNARM
CECEAOONSNTYYSHHYHSLOXEC
SOEFDGEHETMFTSOSOTRHUONC
TCNUDORIOIHIYLHMRGHADGA
OICEAETEMCETRABFSERNPVTRTT
TROTCTBPWOARCSENLSCTTTHX
HISHXEMAEIHEOYNCCRHOPTRW
OESERYRSTIRETTTIRONIRTENOTL
TICAINAFOIRNNAENHNNICOCO

Ciphertext
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3100188
0 TR

12272019 02417 P Endkt

Koy
Fararasan
nelsssnry
Ke7216348
21188540
nesadery
Pass4RrLy
KeT216835
F24163859]
(188354572
TVETTTEF

TranspositionAnalyze

Mode
(224
(<4
aLC
LA
=<
[S<4
"L
REC
RLL
<

122772019 102505 PM

000029  Remaning

Keys / sec
Ter
NCEYPTOGAASATRANIIO TIONC Pw IR SANE THODOFENCEYPTIOMEYWC W TwEdO)
CRYPTOGRASYATRANSIOSTIONC SHER SAMETHOOOF ENCRYPTIONSYWHICHTHEROSIT |
DONCETSTOGAASY S TRANGSOVATIONC PSR SAME T DO ENC EMOTONETW PO T
RS TOO AT S AT AN S0 T ONC LA SAMMETODOHN R TOAB W HTHES S0
CRYBOCAATPVARANS TROLONC T vl FAMR [ THOOH INOC EYPONE TV Tt PO% A0
CRPTOGRA Y PmATRANS ¥ PO T ONCE PER SAMMITOOCH L ST ONET YA TS0 T
DENCRITTOGRASPY TRANSSOAT TIONC AR SAMETERDOF ENCROWTONEYWIYCHTHE
INOCR TP TGAAR P YATANS PO S TONCIPHERSAMOE THOOFENICRYFTONE- YWHICT=ER O
T TOGRAPAT TR AN O TIOMC S SR SAMETOHOOF ENC S5y TIONE WO S THEROIST
CROTETGRAPRYATANSIO L TONO S RSAMITONOO! IR WS TONEY W C THEPO ST

INCRYPTOGRAPHYATRANSPOSITIONCIPHE
RISAMETHODOFENCRYPTIONBYWHICHTH

EPOSITIONSHELDEYUNITSOFPLAINTEXTW

HICHARECOMMONLYCHARACTERSORGRO
UPSOFCHARACTERSARESHIFTEDACCORDI

NGTOAREGULARSYSTEMSOTHATTHECIPHE
RTEXTCONSTITUTESAPERMUTATIONOFTHE
PLAINTEXTTHATISTHEORDEROFTHEUNITS!
SCHANGEDTHEPLAINTEXTISREORDEREDM
ATHEMATICALLYABUECTIVEFUNCTIONISUS
EDONTHECHARACTERSPOSITIONSTOENCR
YPTANDANINVERSEFUNCTIONTODECRYPT

Converter

Thes template shows the analys:q
columnar transposition and 3 kef
2IGONThm. This ApPIOICH 13 N0t A ——
(WHYHEWASSOANGRY..) & not flamd st eh fintean, smply try 1o run again

389 characters, 1 line

The ciphertext was retrieved from the CC1-3 challenge of MysteryTwister L
where you can find many more Gphertexts that were encrypted with a
columnar transposition. You can try to decode them with this template.

Linkc httpy//www.mysterytwisterc3.org/de/alte- mysterytwister-spiede/cc1-3
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Basic Crypto Il (LAB IV)

" Task IV. Repeat the analysis at lab (20 MINS)

— Transposition (Scytale)
* Brute Force:
Try different parameters shown in the slide
* Try also assignments 25-27 (from assignment M4 slides)
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— Transposition (Columnar)

* Heuristic:
Try different parameters shown in the slide

* Try also assignments 28-30 (from assignment M4 slides)

83



Breaking cipher Vi

" Breaking Mixed cipher (i)
- ADFGX and ADFGVX are named after the used letters:
A,D,F,G,V, and X

« Invented during WWI by German officer Fritz Nebel in 1918
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« ADFGX was used for the first time on March 1. 1918
on the Western Front

« ADFGVX was used for the first time on June 1. 1918
on the Western and Eastern Front

« Ciphers were broken by the French officer
Georges Painvin in June 1918
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Breaking cipher VI

l_
o
5
=
1| ® Breaking Mixed cipher (ii)
o
-  What is an ADFG(V)X cipher? AID|F|G|V|X
© ) ) ) AlP[R[M[Y|[U[N
3 . Fractlon.atm.g Cipher 53 LlzIGlElS
= 1. Substitution Fle|cl7]1lalo
;o’ 2. Transposition glviz|o|z|T|B
V|i4|0|6|K|X|H
+ Small example: _EdLILAR IR 1Ly

Polybius Square
“HEL O” - Substitution 2> “VXDVDD ' 'FX”

“VXDVDDUUFX” - Transpo. 2 “VXDV - “VDFXDXDOvViD?”»
DD
FX”




Breaking cipher Vi

" Breaking Mixed cipher (iii)
+ What is the keyspace size of the ADFG(V)X cipher?

* 1. Substitution keyspace size:

ADFGX = 25! ADFGVX = 36!

+ 2. Transposition keyspace size (n = max key length):
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= Li=1 1!

« Example: transposition key length up to 15 (ADFGVX):
= 36! - (211=51 Tl') ~ 2178.44
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Breaking cipher Vi

" Breaking Mixed cipher (iv)
+ What is the keyspace size of the ADFG(V)X cipher?

* 1. Substitution keyspace size:

ADFGX = 25! ADFGVX = 36!

+ 2. Transposition keyspace size (n = max key length):
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= Li=1 1!

« Example: transposition key length up to 15 (ADFGVX):
= 36! - (211=51 Tl') ~ 2178.44
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Breaking cipher VI

" Breaking Mixed cipher (v)
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L0 WORLD Tl 5 A TRT OF Tht ASAOVK DFAGDVAGAGGVGDDDGFVFVAGGAVAVDFGD = ‘_il "
o XFOVAVDXVDADXFDGAADAFVAXDAVADAAD
FXAADFXFGFGG Aceen
o vl
—PPe et
P T L T )
VT TAL T G e
OFAWE DI MM '
N vesceny, | e e
— Ao by
L ap———
PO | Lagmme

: s
_ e initas
HELLOWORLDTHISISATES TOF THEADFGVXCIP ot
HER
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Cryptology for 1oT
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Breaking cipher VI

" Breaking Mixed cipher (vi)

e————

ALMGVX
e S D

gt - st G et S0 O et Swmagn =

T bt g . Sy "4 . —y— T o — G -
B L™ Trpepatataanongy ¥ " 1

B T . ] ——s
o R
Bt g 5 b - T AED | e S——— Syt e . | "
e s AL L e et ey e s e
- ——y - T

- cagnte ) e L wed ey

e agtate

Pty gytatet

" ‘' Meroevhetet
- .- e R I i
5 '
e e
- —ah o b Sy o
>R Attack type
At b1 et e,
Ayetie
10y A Gereix
fetay
|
2
[
ey
4
L
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Breaking cipher VI

l_
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8) . [ ] [ ] [ ] [ N ]

<1 ® Breaking Mixed cipher (vii)

S

O

<t Bl Start Time: 1/14/2020 3:40:10 PM End Time: 1/14/2020 3:40:32 PM

% ‘g Elapsed Time: 00:00:22 keys / sec: 10309 (235014)

§S) <

§ Messagelabel 1 Analyzed keylength: 13
- Score loC1 loC 2 Transposition key Transposition result

200899 65 09 UADJHFKBMCGE EGIUYSDFMUHSNYDNKHLMVXIESNKUWHAHLEKQJIESNK
134214 521 057 LIADJHFKMBCGE EGIVESDFMUJGNYDNKHILMVXGQSNKUWHAHLEKN TIESN
129685 57 053 LADJHFMBKCGE EGISOSDFMUTGNYDNHKJLMVXCKSNKUTKAHLEKKPIESNIV
125062 593 05 LIADJHFMCKBGE EGISUYDFMUSHNYDNHKJLMVXEISNKUTEGHLEXJQIESNIE
113683 589 044 LIADJMCHFKBGE EGGUUYDFMSUHNYDNHKILMVEXISNKTCWGHLEJKQIESO!
042 LAMCDJHFKBGE EGSIUYDFSMUHNYBINIKJLMEVXISNHEUWGHLIEKQIEUANI
DELIAMJHFKBGC ZEGIUYSDFSUHMNYBNKULMDXIWSNHUWGEHLKKQICEUI

. p- PSIDK X v .

-

BT R T
- e . . g

- NENYZSVAXHSAOYNEHN. MCATK '

I.\-&ﬁ«.l«L:v—.“'Mrf'.J SRERICS R WSer 0.0 et SPPIET MR e v PN WL AE W ey SRS,
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Breaking cipher VI
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=1 ® Breaking Mixed cipher (viii)

o

>

O [T
:l') Start: 1/14/2020 3:40:26 PM End: 1/14/2020 3:40:32 PM
3 H Elapsed: 00:00:06

§ Tested keys: Keys / sec:

’ Value Attack Key
1 -4.39408 G subtionacdefghjkimpgrvwxyz  INCRYPTOGRAPHYTHEADFGVXCIPHERWASAFIELDCIPHERUSEDBYTHEGERMAN
2 -1369601 D abedefghijkimnopgrstuvwxyz  EGIUYSDFMUHSNYDNKHILMVXIESNKUWHAHLEKQJIESNKUBAKICYDNKMKUR!
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Basic Crypto Il (LAB V)

" Task V. Repeat the analysis at lab (10 MINS)

— Mixed
Try different parameters shown in the slide
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* Try also assignments 31-36 (from assignment M4
slides)
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Cryptology for loT

Modules M4, M6, M8
Session of 10th May, 2022.

M4.6 Briefing of the session
M4.7 Tasks to do in the lab

Prof.: Guillermo Botella
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