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M4.6 Briefing of today

" Keeping going with Cryptography and
Cryptoanalysis (Crypto lab v2)
— Slides and supplementary videos
— Deal with Unknown cipher
— Friedman Test
— Hill Climbing
" We go to the Socrative. First quiz.
— Work in groups (Same than usual)
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|dentifying the type of a cipher
(see first M4.5)

" Not always ©possible without further
knowledge about the cipher’s origin and
background

— Voynich Manuscript — a book of the 15th century
encrypted and written using an unknown
alphabet

" To identify the type of the cipher we have
seen to check out:

— Frequency test component: visualizes the letter
distribution of a given text

— Friedman test component (kappa test)
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|dentifying the type of a cipher

Used ciphertext is an encrypted
letter sent in a bottle during the US Civil War

The letter was sent from a commander
(probably John Grimes Walker) to
Confederate general John Pemberton

Letter states that he cannot expect any reinforments

Message is kept at the Museum of the Confederacy in
Richmond and its content was unknown until 2010

The message was then decrypted by a CIA code breaker



|dentifying the type of a cipher
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Encrypted message in a bottle
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* Letter states that he cannot expect any reinforments

* Message is kept at the Museum of the Confederacy in
Richmond and its content was unknown until 2010

* The message was then decrypted by a CIA code breaker

John Gimés Walker John Pemberton




|dentifying the type of a cipher

*  Our cryptanalysis algorithms in CrypTool 2 work with text — not with pixels

* Thus, we have to create a transcription

R R
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' i Image
YT 4 Ay Frev Mo cealoINay ‘
- Tewnrm @QuTR l’

& N -

0 NEK M CHEBE FINIS

pAw For wrrs 4 D@ :

@ transcribe

SEAN WIEUIIDZH DTG CNFP LBHXGK OZ BJQB FEQT XZBW

JJOY TK FHR TPZWK PVU RYSQ) VOUPZXGG OEPH CK

UASFKIPW PLVO JIZ HMN NVAEUD XYF DURJ BOVPA SF

MLV FYYRDE LVPL MFYSIN XY FQEO NFK M OBPC Text
FYXJFHOHRT AS ETOV B OCAJDSVQU M ZTZV TPHY DAU

FQTI UTTJ J DOGCAIA FLWHTXTI QLTR SEA LVLFLXFO.




|dentifying the type of a cipher

* Problem: We don’t know the type of used cipher

* Analysis of the cipher type — some ideas:

nl.

We have digits:
- We have probably a homoph. subst cipher, a polyph. subst. cipher, or a monoalph. subst. cipher
- If there is separation (spaces) between digits, we assume these belong together and we can go on
- If there is no seperation between the digits, special further analysis is needed to divide the text into
groups of digits that belong together ... this is not part of this video
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We have Latin letters:
- We have probably a monoalph. subst. cipher, polyalph. subst. cipher, or a transpostion cipher

We have other symbols:
- If count > 26 we have probably a homophonic substitution cipher
- If count < 26 we have probably a monoalphabetic substitution cipher

We perform further statistical analysis, i.e. frequency analysis e.g. on bigrams and compute the loC
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|dentifying the type of a cipher

Problem: We don‘t know the type of used cipher

Analysis of the cipher type in our case:
- We have Latin letters
- We have at most 26 different letters => not homophonic

- Probably not a transposition cipher since we see ,words"”

- Frequency analysis, loC, and the Friedman test should show us, if it is mono- or polyalphabetic

- Lets have a look how to do all these analyses in CrypTool 2

SEAN WIEUIIUZH DTG CNP LBHXGK OZ BJQB FEQT XZBW
l TK FHR TPZWK PVU RYSQ VOUPZXGG OEPH CK
UASFKIPW PLVO JIZ 111 NVAEUD XYF DURJ BOVPA SF
MLV FYYRDE LVPL MFYSIN XY FQEO NPK M OBPC
FYXJFHOHT AS ETOV B OCAJDSVQU M ZTZV TPHY DAU
FOTI UTTJ J DOGOAIA FLWHTXTI QLTR SEA LVLFLXFO.
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|dentifying the type of a cipher

LA

SEAN WIE DTG CNP LBHXGK OZ B)QB FEQT XZ
LOY TK FHR TPZWK PVU RYSQ VOUPZXGG OEPH
UASFIIPW PLVO JIZ HMN NVAEUD XYF DUR) BOV
MLV FYY LVPL MFYSIN XY FQEO NPX M O82C
FYXUFHOMT AS ETOV 8 OCAJDSVQU M ZT2ZV
FQT UTT) } DOGOAIA FLWHTXTI QLTR SEA LWL

Unigram frequencies (in %)

33 & &

407 407 407 407 A7

Umgrams .:l

0%

Bigram frequencies (in %)

Text

X

Frequency analyss is a cryptanalytic method. Statistical properties of the
encrypled text are used 10 draw conclusions about the unencrypted Mmessage.

in ths template, the distnbution of the uregrams and the distribution of the

begrams of plaintext are shown using two frequency analysis components. Only as a9 29 an o9 on as a9t
e o s e oy e a9 381 a9 091 091 Qs 2 A 0% 091 0% 291 an

Component settings.
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|dentifying the type of a cipher

vy

The Decanation of Incependence
N CONGRESS, Juy 4 1778

The vranmout Declration of the thirteen united
Sates of Amerca

Freguercy Tedt

UJh Wigoett20g wt Voumcrrsiaf

VP GWAFRYL Nman & 1776

NIC roetvmdce RyuoettIog wt gv| momaamvp yrvnr
ons by Saregr,

Ungr = frecuences [~ %

P il - T TR

LA

Ty

> C " (@ORge o HE|

Ceylen = 054298

C aralyzed « Q06822
C_proviced = 00667

Mode = morcaphabetc/Ceartest

9 charactens, 4 ires
(e

Test Resutty

Keylen = 1468527
C_aralyzed = 04058
C_provided = 00687
Mode = polysphabetc

Frecman Tent

85 charactens, 4 ires

Test Resuts

The Freoman test omet mes kKNowr 83 the KaDO2 1010 was nverted
Swring the 19208 Dy Wikiam 7, Friedman, who wsec the noes of
colnCaence. which measures the unevensess of the Cipher etter
Fequencies 10 Dresk the Opher. The Fricaman test Can gitung s
Detween Dartent (Of MONCHPNIOELCATY eNCryDied tent) g
POYNDRADetCaly encrypied text

TS tempiate hOws the Uiage Of the Friesman Test Component. Here
plairtest and Cobentext [encrypied with the Vigendre Coner, are gives
0 Frequency AnNyss components. Then, the SeQuences ire formared
0 Frieoman Test components, The result of the Frieoman Test pe
shonn in the TextOutput components.
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|dentifying the type of a cipher

POY T FriR TPIWK PWU RYSQ VOUPZXGG OtPm (X
VASFCPW PUVO AT HMN NVAEUD XYF DURL BOVPA
o

ML FYYRDE
PYXJFHOMT AS £

MIYSIN XY FQEO NPK M OBPC
OV B OCAIDSVQU M TTZV TPy

Frequency Yest

L heouencet (m %

Fregman

Test Resuits
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|dentifying the type of a cipher

We now know that the used cipher is polyalphabetic
We know that the Vigenére cipher was used in US Civil war, thus, we should try this first

It is known, that the Confederates only used the following three keys, all 15 letters long:
* COMPLETEVICTORY
* MANCHESTERBLUFF
* COMERETRIBUTION

o

Thus, lets try to break it with the Vigenere Analyzer in CrypTool 2

14



Cryptology for loT

q
Q@
>
o
o
=

=

Castic Ciphers
[ B8] avesue
A i
| Cona
O Lrigres
 « J
B wooe
B vonoa
- —
=TT
8 v
-
B

o Sotde

|dentifying the type of a cipher
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Identifying the type of a cipher

il e e L A &

LIS T T 2 IR R

GENL PEMBERTON YOU CAN EXPECT NO HELP FROM THIS
SIDE OF THE RIVER LET GENL JOHNSTON KNOW IF
POSSIBLE WHEN YOU CAN ATTACK THE SAME POINT ON
THE ENEMYS LINE INFORM ME ALSO AND | WILL
ENDEAVOUR TO MAKE A DIVERSION | HAVE SENT YOU
SOME CAPS | SUBJOIN DESPATCH FROM GEN JOHNSTON

Parameter

N n-.._.u
Aspend Wt rpt

WD

Status bar
o Neumber ot chraiw
o Number of lows
Sewmter of Gapes an
by

Changes
Vom Raroes
Dot e

¥ N ot wtteg

Segoe U
| tore tom
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