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M®6.1 Briefing of today

" Keeping going with Cryptography and Cryptoanalysis

(Crypto lab v1 and v2)

— Slides and supplementary videos

— Deal with Unknown cipher

— Friedman Test

— Hill Climbing
" Create and break our own Homophonic Substitution code
" | warn you for tomorrow 25t May. We will go to the

Socrative. Second quiz (continuation of First quiz)

— Please study the slides!
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Friedman Test for classical and
modern crypto

Cryptanalysis
Cost / Fitness Function

Where Do We Need and Use Them?
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. Entropy

. Language Models

. Index of Coincidence




Friedman Test for classical and
modern crypto

Cryptography
Art of making ciphers -

Cryptanalysis ..
c h
Art of breaking ciphers wptgfﬂp Y _
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Substitution Transposition Symmetric Asymmetric




Friedman Test for classical and
modern crypto

* The Index of Coincidence (loC) is a statistical value. It is the probability that two letters
randomly drawn (from different positions of a given text) are the same

* The inventor of the Index of Coincidence was William Friedman

ni-(n;—1) (n;—1)
loC = Z& _ D)

* The sum of the number of each letter n; multiplied with the sum
of each letter minus one (n; - 1) divided by the sum of all letters
N multiplied by the sum of all letters minus one (N — 1)

* |tis defined as
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* English texts have an loC of about 0.066 and German texts
have an loC of about 0.078

* Random texts have an loC of about !

#(letters in alphabet) = 0.038
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Friedman Test for classical and
modern crypto

The loC was used by Friedman in the Friedman Test to determine the keylength of a
polyalphabetic substitution cipher, e.g. the Vigenére cipher (not part of this video)

We use the loC ascost or fitness function in modern heuristics to improve our (putative)
key during e.g. hill climbing

The closer the loC of the current decrypted plaintext is to the loC of the assumed
language, the “better” is our key

The loC can be used when other statistical values can’t be used (e.g. ADFGVX, Enigma
rotors)
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Friedman Test for classical and
modern crypto

* Example Calculation:

INLITERARYTHEORYATEXTISANYOBJECTTHATCANBEREADWHETHERTHISCOBJECTISAWORKOFLITERATUREA
STREETSIGNANARRANGEMENTOFEUILDINGSONACITYBLOCKORSTYLESOFCLOTHINGITISACOHERENTSETOF
SIGNSTHATTRANSMITSSOMEKINDOF INFORMAT IVEMESSAGETHISSETOFSIGNSISCONSIDEREDINTERMSOFT
HEINFORMATIVEMESSAGESCONTENTRATHERTHANINTEREMSOFITSPFHY SICALFORMORTHEMEDIUMINWHICHIT
ISREPRESENTED

N = 341

nyg =23,ng = 5,?1[: = 11,np =T,T’.IE =40,?’1F=11,TL{;=8,HH= 16,?’1[:33,
nl=2,nK=3,nL=?,nM =12,nN=25,nD=24,np=2,nR=25,n5 =32,
nf=40,ny =3, ny=2,nw=3,nx=1,ny =6

“23 . 22 5.4 11 - 10 65

i gt st st~ T g = 0071002243

loC =




|_
o
|-
O
Y
>
(@)
o
O
+—
o
>
| -
@)
©
Q
=)
©
(@)
=

Friedman Test for classical and
modern crypto
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" Blocksize =1
" 1000 bytes to use!
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Friedman Test for classical and
modern crypto

0.0710022425392444

IMLITERARYTHEORYATEXTISANYOBJECTTHATCA
NBEREADMWHETHERTHISOBJECTISAWORKOFLITE
RATUREASTREETSIGNANARRANGEMENTOFBUIL

Cost Function

DINGSONACITYBLOCKORSTYLESOFCLOTHINGITI
SACOHERENTSETOFSIGNSTHATTRANSMITSSOM
EKINDOFINFORMATIVEMESSAGETHISSETOFSIGN T e
SISCONSIDEREDINTERMSOFTHEINFORMATIVEM
ESSAGESCOMTEMNTRATHERTHAMINTERMSOFITSP Index of Coincedence
HYSICALFORMORTHEMEDIUMINWHICHITISREPR
ESENTED
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" Blocksize =1
" 1000 bytes to use!




Friedman Test for classical and
modern crypto

0.0710022425392444

IMLITERARYTHEORYATEXTISANYOBJECTTHATCA
NBEREADMWHETHERTHISOBJECTISAWORKOFLITE
RATUREASTREETSIGNANARRANGEMENTOFBUIL

Cost Function

DINGSONACITYBLOCKORSTYLESOFCLOTHINGITI
SACOHERENTSETOFSIGNSTHATTRANSMITSSOM
EKINDOFINFORMATIVEMESSAGETHISSETOFSIGN T e
SISCONSIDEREDINTERMSOFTHEINFORMATIVEM
ESSAGESCOMTEMNTRATHERTHAMINTERMSOFITSP Index of Coincedence
HYSICALFORMORTHEMEDIUMINWHICHITISREPR
ESENTED
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" Blocksize =1
" 1000 bytes to use!




Friedman Test for classical and
modern crypto

INLITERARYTHEORYATEXTISANYOBJECTTHATCA
NBEREADWHETHERTHISOBJECTISAWORKOFLITE
RATUREASTREETSIGNANARRANGEMENTOFBUIL
DINGSONACITYBLOCKORSTYLESOFCLOTHINGITI
SACOHERENTSETOFSIGNSTHATTRANSMITSSOM
EKINDOFINFORMATIVEMESSAGETHISSETOFSIGN 16 charschers. 1 fine
SISCONSIDEREDINTERMSOFTHEINFORMATIVEM .
ESSAGESCONTENTRATHERTHANINTERMSOFITSP index of Comncedence
HYSICALFORMORTHEMEDIUMINWHICHITISREPR
ESENTED

e D

0.0 11204 162665767
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Text tnpuit

" Blocksize =2

" Probability goes down!

13




Friedman Test for classical and
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5 CRY PtOOL 2
&D.
% Welcome to CrypTool 2. There are two ways for & queck start: Click on the wizard button in the secton “Man Functions” 10 get 8 gusded t1our, or load one of the pre-defined workflows i the section “Templates” whach dem
'8 Main functions T Templates (double click 1o open)
2 ‘ v "i.u;f;-l >
> lew & tutceal wdeo about Cryplool 2 on YouTube —
. Lljnmcw
\ [!jmmm
'a Create & new workspace with the graphical edtor
(e

|
l& Use the wizaed to easily try some CrypTool 2 festures

\‘ Open the CrypTool Book
r
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Friedman Test for classical and
modern crypto
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Friedman Test for classical and

S modern ¢ to
o
-
O Start Time: 1/15/2021 12:54:14 PM End Time: 1/15/2021 12:54:17 PM
>
8’ Elapsed Time: 00:00:03 keys / sec: 9426 (30101)
% Messagelabel 10 Analyzed keylength: 15
>
G G Score IoC 1 IoC 2 Transposition key Transposition result
o 1 93752 5. sqb 0.34 NHBIAFEDCJKOGLM QGGKWNNLEKJRKUTHQHQRLIOVKGAQGEFTJHRDEGHTJKU
® 2 93033 5.75 0.33 BHNIAFEDCJKOGLM KMGKWNNKFKJRKUINKHQRL I PUKGAQGEXBJHRDEHGT JKU
= 3 83665 5.23 0.29 BHNIAFEDCLMJKOG KMGKTKNQFKJRIKUNKHQORLJUKGAEQGXBJHQLDBGTJKA
-8 4 83304 5.4 0.28 BINHAFELMJKOGDC GQGHKNQWLEJ I KURQHHORLKPIWGEQGATFJKLDBNSHJAU
= 5 83067 5.42 0.28 BHNIAFELMJKOGDC KMGHKNQWFKJ I KURNKHORLKPUKGEQGAXBJKLDBNGTJAU
Il 6 82310 5.31 0.28 BHNIAFEJKLMOGDC KMGKNHQWFKJKTURNKHRIRKPUKGQEGAXBJLEJBNGTJUA
Pl 7 81538  5.31 0.28 BINHAFEJKLMOGDC GQGKNHQWLEJKIURQHHRIRKPIWGQEGATFJLEJBNSHJUA
a5 80481 5.3 0.27 BINHAFEJMLKOGDC GQGKHNQWLEJIKURQHHROLKPIWGQEGATFJLKDBNSHJSC
9 76574 5.16 0.25 BINHAFEOMJKLGDC GQGHKNQWLEJUKIRQHHRRIKPIWGKQAATFJJLEBNSHJAU
10 75966 5 0.26 DINHAFEOMJKLGCB 4QGHKNNKLEJUKIWQHHRRILQIWGKQAPBFJJLEATSHJAU

" See difference between (IoC) unigrams and
bigrams

16
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M6.2 Friedman Test
M6.3 Hill Climbing
M6.4 Final Exercise using Hill Climbing
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Hill climbing for classical and modern
crypto

Cryptanalysis of Classic Ciphers Using Heuristics

4

. What is a Heuristic?

. Hill Climbing — Basics

. Genetic Algorithm /W ™

. Simulated Annealing — Improved 2
Hill Climbing

Cost Value
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Hill climbing for classical and modern
crypto

Cryptography

Art of making ciphers —
Cryptanalysis mpta;;m -
Art of breaking ciphers N —

f.-z \\\ Q .
o P
Y \\ r .
o ., e ™
-~ \\ -
\\\ o \\
\ ’ \\

Substitution Transposition Symmetric Asymmetric

20
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Hill climbing for classical and modern
crypto

A heuristic technique (/hjua’ristik/; Ancient Greek: sUpiokw, "find" or "discover"), or a
heuristic, is any approach to problem solving or self-discovery that employs a practical
method that is not guaranteed to be optimal, perfect or rational, but which is nevertheless
sufficient for reaching an immediate, short-term goal. Where finding an optimal solution is
impossible or impractical, heuristic methods can be used to speed up the process of
finding a satisfactory solution. (Englisch Wikipedia)

Our problem: Finding the key of a classical cipher with brute-force is (mostly) impractical

Can we speed up the search for the key using a heuristic, -> Yes, of course ©
making the search practical?

Hill climbing is a well suited heuristic to do so. Why? - On next slides ©

21



Hill climbing for classical and modern
crypto

* First, we need to know the vulnerabilities of classical ciphers we exploit with hill climbing

* | focus now on substitution ciphers, but transposition ciphers also work

1. Letter frequencies are still visible in ciphertext
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2. Low diffusion after changing key or plaintext

3. We can measure “how good (even a wrong) key is”

4. Inventors of (historical/classical) ciphers didn’t know computers ©
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Hill climbing for classical and modern

: crypto

o

-

)

Y

= 1. Letter frequencies are still visible in ciphertext

o

% Example: Simple monoalphabetic substitution cipher

>

O THIS IS A TEST OF THE MONOALPHABETIC SUBSTITUTION,
ﬁ ITWJ WJd Z IEJI NC ITE PNONZOMTZYEIWX JHYJIWIHIWNO
=

8 Character (unigram) frequency (in %) Character (unigram) frequency (in %)
z 1504 1905

14714714

harnars

18236238238238

U & & B B N U K ¥

FUWLINEE T 2 8 O Y- G M o= QR

[y v—

Plaintext Frequencies Ciphertext Frequencies

23
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Hill climbing for classical and modern
crypto

2. Low diffusion after changing key or plaintext

THIS IS A TEST OF THE MONOALPHABETIC SUBSTITUTION
Key: ZYXSECRTWVUQPONMLKJIHGFDBA

ITWJ WJ Z IEJl NC ITE PNONZQMTZYEIWX JHYJIWIHIWNO Ciphertext

51 ancien 1 e

Changed Key: ZYISECRTWVUQPONMLKJXHGFDBA

XTWIJ W) Z XEJX NC XTE PNONZQMTZYEXWI JHYJXWXHXWNO C l ph ertext

£ Sanciers 1 e

In this example, only nine letters changed in the ciphertext. This is about 17% of the letters.
Modern ciphers change on average about 50% of the bits when their inputs are changed.

24



Hill climbing for classical and modern

S crypto
o
-
)
Y
>
% 3. We can measure “how good (even a wrong) key is”
o
S‘ * “The better a key the higher is its fitness”
o * Example (bigram log2 cost function of CrypTool 2; performed on decrypted text)
Q
)
IS EYISZWRTCVUQOPNMLKJAHGFDBX 193.24 <- start key
=
EYISZCRTWVUQOPNMLKJAHGFDBX 214 .27
EYISZCRTWVUQPONMLKJAHGFDBX 218.16
Y ISECRTWVUQPONMLKJAHGFDBX 231.14

ZYISECRTWVUQPONMLKJXHGEFDBA 2 7 1 . 2 8 <- final key

25




Hill climbing for classical and modern
crypto

4. Inventors of (historical/classical) ciphers didn’t know computers

* 120,000 keys/sec with Vigenére analyzer (on a single CPU core)

* Enables optimization techniques (heuristics) to use vulnerabilities mentioned before
* Hill climbing
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» Simulated annealing
* Genetic algorithms

» Parallelization and distribution additionally speeds up the analysis ©
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Hill climbing for classical and modern
crypto

Why not just test every key (search for the correct one via a brute-force attack) ? (by
rating all keys and the best should have the highest rating)

Simplest cipher: Simple monoalphabetic substitution
We can achieve ~120,000 keys/sec
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Computation time to search through all keys

26! = 2884 ey
2884 keys
120,000 keys/sec

Search time = ~ 10%15sec ~ 10'*years

Maybe, brute-force is not a good idea... ®

27




Hill climbing for classical and modern
crypto

Step 1: Create an initial rando;n key

Step 2: Decrypt ciphertext using the
initial key and compute fitness (e.g. trigram frequencies sum)

Step 4: Modify key (e.g. randomly swap letters)
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Step 5: Decrypt ciphertext using the modified key and compute fitness
Step 6: If fitness is worse than before revert modifications

Step 7: Increment a counter;
If counter is above a defined value, we stop algorithm

Step 8: Jump to Step 4

28




Hill climbing for classical and modern
crypto
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Cost Value
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Hill climbing for classical and modern
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L : ]

LT O W OpFeesT a4

{nptareies Optertert. DEment phaetiee] CanOutaters. and the »(Cordng ke e ihown,

-
Thas template demonstrates the usage of the component Monosiphabetic Substitunon Analyzer

The presentation of the anaslyser component s spt in an upper part that daplays the start, elapsed and end time
well as 3 table in the lower part to show the best 20 keys that have been found during the cryptanalysis. This table
shows for each found key a rank (column 1 “#7),. the value of the cost function (column 2 "Value™), the attack which
found the key (column 3 “Attack™). the key itself (column 4 "Key"). and the acconding plantest (column S “Text"). The
value of the cost function i the loganthm of the arithmetic mean n-gram probabiities that are contaned in the
asccordng plantent. The difference of this value between two keys determines the range of how much one key i
better than the other. In column 3 ["Attack”) the sttack method whech found the key i displayed A “G" stands for the
genetic attack and a "D" stands for the dictionary attack. On double chck on a row the according plantext and the
asccording key i forwarded to the cutputs. Furthermore, the best plamtext and ey currently found are outputted

aAomatically
el @ orid

-

" Different uses of hill climbing

NCR WAAMY A

WK TN CIMEA S A

w D0 OF ENCRYFTION B

WHIOH LNTS OF PLANTEXT
D WITH
ACCORDING TO A
STIM Tl LT

SAAY B8 SNOLE LETTIERS T

MOST COMMON IWAS OF
LETTERS TRLETS OF LETTIRS
MIXTURES OF THE ABOVE AND
SO FORTH THE RECENER

5 ThiE TEXT 8

O (e acey

Outgas of Pw praamtes

ABCDEF G MLNOPORS UV
'

3T ooy, | Ive

Oatpad Of BDw (ot ag et

YANWECEGOF L MOPRSVILTX

~0
Poiy

7 charscwrs. 1 lew

(RAINE A Do by

— Monoalphabetic substitution analyzer
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Hill climbing for classical and modern
crypto

!_ - \ Tr srapasasa

~ T4

RNLYTAYVISSEAEWOMHRTAMHWOGENKALE
FRAETROTHS ROVYOYTIBLRF RIOOWOMS
KSYADRNAGREEDESMHWLRRTAEHBOTEETSE

OOEDMERLYHPEEESRINRTESEOODTTSEALR
CEVLAMWOOUNREPHTHORGUTISEIROTFY
NMOSLNT R GOWSWEDEPSANVEANATY

ROCNPOROMICOMMIOTI DERTOMAIRA
FIFTUS FLONNOOOOOLLIM RIOM

Cryptology for 10T

0 chacacters. O s Seratcns
o=

[_]

Cchertest

et Martest

Thes template shows the analyss of 3 Ophertest Tt was
eNCrypted Wi 3 CORMAN agOIMON and 8 key of g 25

©
Q@
>
°
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=

The analyss uses & W Cimieng S00nthn. Thas apgroach & Aot
Seterrnatic. hence. f the result IWHYMEWASSOANGRY ) & ot

found ot the Sext men. smply Sy 50 7un agan Tr eV oAy T 3

The cpheriest was retriwved from the CC1-J challenge of

" Different uses of hill climbin

— Transposition analyzer
31




Hill climbing for classical and modern
crypto

Cryptology for 10T

([EeRER —— D e
L
RNLYTAYVISSEAEWOHHRTAHWOGENKAUE WHYHEWASSOANGRYOLIVERTHATHEFOR
FFAETROTHSEOOROYGVTIBLRFRIOOWOMS e el L SUBRE GOTEVENTOASKAFTERYOUSAIDMRSOWE
KSYADRNAGREEDESHWLRRTAEHBOTEETSE Eapsed: m)b Ramaning 000000 RBERRYLOOKINGAFTERTHEBEADLEASHES
ODEDAIERILYMPEEESRUNRTESEODTTSEALR Keys 7 sec 18044 TRODEDOWNTHESTREETYESSIRREPLIEDO
CEYLAHWOKIUVREPHTHDRGIUTISEIROTFU ot — d LIVERWHOMADCAREFULLYKEPTHIMSELFO
) NMOSLHTEHOFGKWSWF DEHSAWVEANAT ® Wive -y Vate Tout UTOFSIGHTDURINGTHEINTERVIEWANDW
@ ROIGNINHROHTCOMMEQTEDERTOMHAEERA 1OV PRI MMM MO A MAN R ML I AR WHYSIWASIOANGRYOUVE] HOWASSHAKINGFROMHEADTOFOOTATT
FTFTUS FLONNOCIOOOLEEM RTOH 3NN DEVIMENNMINAIE MAEIE M0 I RCA WHYSIOWAANGRYOUVE] HEMERERECOLLECTIONOFTHESOUNDOF
(¢b) IO NEVI MR NIN M 0MALNIRE LN G RO WHEWANGSIOATOUVE] MR
5 4 07080081 DEALM WA ITTIMIII NN ILNMIOE M L0 IS AT WANGRYOMYHEWASSOUVES
SO OTEAINS DRAZIWAMASANE LTI T4 0 LI RCA  WANGRYOUVERN YHEWALSS
®)  STIATM DAAZIEIRANT T M IZZEAA L0 A M IR R L0222 5 LA WANGRYMYHENASIOOUVE |
(@) T OOMN0es PEZRRTMINUIENVMEINNAIE T ML RCA  CUVERTHATSSOANGRYWHY 250 characters. 1 ne
E TN PEALBWAMISERITIMNRBDEINI0MRLNRDINE SO WANGRIOUVEYHEWASSOS e
$ O00ESMSE MA2JHUMMWARAVIMIEB B MISLMLNZ I AL WANGRSIOYHTHEWAOUVES Revealed Plartent
x 10 T4 LALLM IAV I MR NILL L LIO I E ALE  WANSRYOUMYMEWASIOVE
This template shows the analysss of 3 cphertext that was
encrypted with a columnar transposition and a key of length 25 }
The analysis uses a hill climbing algonthm. This approach s not "
determinastic. hence. if the result (WHYHEWASSOANGRY_) is not e A )

found at the first run. simply try to run agan TranspostionAnalyzer

The aphertext was retrieved from the CC1-3 challenge of
MysteryTwister L where you can find many more aphertexts that

s mnsmntad with u ralennse Seansmnsbinm V. san Ve b

" Different uses of hill climbing

— Transposition analyzer
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" Different uses of hill climbing

— Homophonic Substitution analyzer
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Q !u‘“ﬁ"' Araiaer  Key leter detrbuton | Seafid
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L Cprertes dpratet
U olw Partert magpey i FHEURENENTT Y FTBAANUKY INLCYGEIE ACS EAIRIO
{o) anm‘m l [EN ’ [ \ Rt <Lt beetont ] Frd/iach wordy J
I !lmum P . : . . -
- [ 32 145 8 o3 3828 32 10 2¢ 11 2337 30 9 21 272848 25 29 (2138 90 40 16 34 92 37 41 31 35 18 25 88 co 32 30 52 46 17 11 22 99 (50 38 9 33 [
> e SESR0NRS! 10 55 4 26 |8 99 401530351112803608 47 59 28 11 RSO S [EINA0) 99§l 16 10 99 2MISE) 42 [8)HEISS 35 29 11 59 33 TSEGE 9
o wvzsz:ua-hexsn:s'a r~-u:szsz-5 Aieaasouf-vs-xoat«aszszsf.77;931733153031%5’0’3‘
o e 27 «2 9] |8 oo 11 BEI29038 oo 16 § 10 99 1137 oo WOMSTEE oo 12 BAENENE S0 < oo B S < 2858 3929 36 oo 35
= & o 38 -1~~+;62!u4‘a:a-uzsszuuuuwu‘z 37 55 12 13 AT LN 52 12 GINI4 S0AL 39 oc (6 4 8836 42 3518 9 oo 48 1199 ¢
- S8 a2 29946 26 22 37730) 27 22 |3 36 41 40 41 3837 37 2= 5 34 oo WEIS 28 52 99 16 88! o2 SSIEINE 18] (8] o9 39 @8} 10 99 [SEANNIS! I8 26 29 SENE
e Posle 3 157030 23 EN0Te8 - 190128032 10 3629 35 1 34 o SENEH (6 HE 06 37 30 2NN «¢ oo 5 30 20 33 01 8036 10 I oc sz 34 |2 BENES) 4o o
- scnde 2032 10
" Claswie Cighars
Remues Cartec
| oo cans TN O : RS < s i N N - e - s -
(| Spmagrmby B O M = A np TR ECAREN RSO RS B il = [N T RO o E Tz »DER g F T
/ o oo KR B & R T o T W E PRI T X 6 v - X BoM A X B I SHOE T s
HL Crvvenps =z D FROM 3 W B A S THE BAERSToET T S8 UCTESSOR T K
[ T 0 RO N A N £ M FEROR WA S ¢ INF 0S JB L TIUSs B A [EESY A IR e

" Different uses of hill climbing

— Homophonic Substitution analyzer
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A 0 Anatyzer | Key letter datributon | Sestist

@ The ciphertext length i 423 and the ciphertext contams 51 different homophones.

G) Ciphertest siphabet

5 Plamtert mapping Wi

© . 15% - ’ Analyze Reset locked letters Find/Lock words

O Ciphertext:

2 15 9 99 31 29 32 10 99 1 23 37 30 99 21 27 29 45 28 99 2 38 99 40 16 34 99 37 41 31 35 18 25 88 99 32 30 52 48 17 11 12 99 50 38 99 39 ]
29 25 10 99 4 26 7 99 40 15 34 35 18 12 30 36 88 99 9 47 99 29 11 12 50 5 17 30 99 48 16 10 99 24 34 42 8 18 35 99 29 11 99 39 15 88 ¢
16 29 23 17 5 99 6 1541 35 5 16 99 48 15 10 99 32 36 50 25 2 6 49 99 30 12 99 39 16 34 99 35 29 25 4 27 99 3 17 38 15 30 31 99 50 :
43 9 8 99 11 36 29 99 16 50 38 99 35 30 23 10 99 1 37 99 40 15 34 99 2 32 29 38 48 30 24 17 5 993741 6 5 18 38 37 29 36 99 39 :
16 10 99 36 29 25 42 52 99 34 25 32 18 35 30 36 9946 1 37 99 13 2 17 41 38 99 19 41 14 50 41 37 99 6 4 88 38 42 3515 9 9945 1 37 ¢
99 29 46 26 99 37 30 27 99 3 36 41 40 41 38 37 17 28 5 34 99 48 15 18 52 99 16 88 99 35 41 14 9 8 99 39 15 10 99 36 29 25 2 26 99 34 &
37 30 23 41 40 88 99 9 25 32 10 36 29 35 16 34 99 38 41 © 18 88 37 38 12 41 24 14 49 99 5 30 28 33 41 9 36 10 7 99 52 34 2 35 23 49 ¢

" Different uses of hill climbing

— Homophonic Substitution analyzer
35




Hill climbing for classical and modern

5 crypto
o
|-
(@)
L ] -
é Claszic Ophees <
O l_.JAhKGIX
6 !Am—tqt— Aralaer  Key ety cabuter | St
a 7 Comw The Gt berats 4 427 pod the Cptwetest onimrn 51 irent Romophires.
> & g Coretes wptater
S O s Pariedt magpay
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LAMEDA] g
© §lw~uuu 32 138 |81 oo 120792 10 29 3133057 30 o2 21 27 28748 29 oo (2158 o0 R0TI6 34 o2 5743 31 35 18 25 B8 2 520501 -2 NEWT 11 32 o B0RSE oo 3¢ [i6
i) = 36 2925 0 99 4 26 [ ¢ 4015 3¢ 3858 1z 3036 u_ 39 9: 47 %9 (24 11 1250 |8 17 30 ¢ 39 MBS 10 99 24RSE a2 (BIB9S 9¢ 29 11 59 39 JEEE 9¢
) = 40 26 29 25007 5] < 6 HE 41 35 5 16 <2 4825 10 2o BI36H0NEE 2 6 <o o2 3012 oo 32 36 34 22 §52925 ¢ 27 2o |3 W 8 AEETE oo 505
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Rovewes cmrtec
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" Different uses of hill climbing

— Homophonic Substitution analyzer
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Cryptology for loT

Modules M4, M6, M8
Session of 24th May, 2022.

M6.1 Briefing of the session
M6.2 Friedman Test
M6.3 Hill Climbing
M6.4 Final Exercise using Hill Climbing

Prof.: Guillermo Botella
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Homophonic Substitution

Visualizaton of & homoghonic substitution Opher
Green boves » ciphertext symbois
Red boxes = plaintext symbols
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Homophonic Substitution

A simple substitution replaces single letters by single letters, digit groups, or (in general) symbols
* Examples: Caesar cipher, Simple MASC, Pigpen cipher
* Simple substitution ciphers can be broken easily by hand (with frequency analysis)

Example encryption with a simple MASC*:
Key: H=01, ,L=03,0=04 W=05,R=06,D=07
H=LLO WORLD 4 01 030304 0504060307

To make ciphers more secure, cryptographers invented homophonic substitution ciphers
A homophonic substitution has more choices (homophones) for encrypting letters (or pieces of text)

Example encryption with a homophonic substitution cipher®:
Key: H=01, ,L.=03|04,0=05|06,W=07,R=08,D=09
H:LLO WORLD - 0102030405 0706080309

* To make it easy to “produce” many ciphertext symbols, we use digits

39
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Homophonic Substitution ...

)

*  Example plaintext:
IN CRYPTOGRAPHY A SUBSTITUTION CIPHER IS A METHOD OF ENCRYPTING IN WHICH UNITS OF PLAINTEXT ARE REPLACED WITH THE CIPHERTEXT INA
DEFINED MANNER WITH THE HELP OF A KEY THE UNITS MAY BE SINGLE LETTERS THE MOST COMMON PAIRS OF LETTERS TRIPLETS OF LETTERS MIXTURES
OF THE ABOVE AND SO FORTH. THE RECEIVER DECIPHERS THE TEXT BY PERFORMING THE INVERSE SUBSTITUTION PROCESS TO EXTRACT THE ORIGINAL
MESSAGE

*  Encrypted ciphertext using simple MASC (A=01, B=02, C=03, ..., Z=26):

09 14 00 03 18 25 16 20 1507 18 01 16 08 25 00 01 00 19 21 02 19 20 09 20 21 20 09 15 14 00 03 09 16 08 05 18 00 09 19 0001 00 13 05 2008 1504 00
150600051403 182516200914 070009 14002308 0903080021 1409201900 150600161201 09 14 200524 200001 180500 1805 16 12
01 03 05 04 00 23 09 20 08 00 20 08 05 00 03 09 16 08 05 18 20 05 24 20 00 09 14 00 01 00 04 05 06 09 14 05 04 00 13 01 14 14 05 18 00 23 09 2008 00
2008 05 00 08 05 12 16 00 15 06 00 01 00 11 05 25 00 20 08 05 00 21 14 09 20 19 00 13 01 25 00 02 05 00 19 09 14 07 12 0500 12 05 20 2005 18 1900
2008050013 1519200003 15 13 13 15 14 00 16 01 09 18 19 00 1506 00 12 05 20 20 05 18 1900 20 18 09 16 12 05 20 19 00 15 06 00 12 05 20 20 05
18 1900 13 09 24 20 21 18 05 19 00 15 06 00 20 08 05 00 01 02 15 22 05 00 01 14 04 00 19 1500 06 15 18 20 08 00 20 08 05 00 18 05 03 05 09 22 05 18
0004050309 160805 18190020080500200524200002250016051806151813091407002008050009 14 2205 1819050019210219
200920212009 15 14 00 16 18 15 03 05 19 1900 20 15 00 05 24 20 18 01 03 20 00 20 08 0500 15 1809 07 09 14 01 1200 13 05 19 1901 07 0500
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*  Encrypted ciphertext using homophonic substitution dpher (homophonicity = 3):
0514000318251620150744014208518327991921024546357247206141400029096834057088357193530013314660670488
15069957665518 7716726114 3300094088 2308350334 99736661 20190041 3288421201 0914460524 7299 274431007057 68 38
$3 29 05 30 88 49 35 20 60 99 46 08 31 00 55 61 16 34 57 18 72 05 50 20 83 09 40 99 01 00 56 31 58 35 66 57 04 88 39 27 14 40 05 44 99 75 61 46 60 00
720831883457644299670600538811052599206031002166094645886501519928570071351459 120588 3831722057 701999
4608050013154572880341396567409968276118710015328864 31204657 441999727009 16 1205204500 41 58 88 38 3146 7257
187199133576204744051900670688 4634 31995354152257000166 3088454199 3267 707260002008 0588 1831295761 480544
9956315509423457 70 710046600588 723124209902 77006857 1858 1544 3935 14 07 88 46 08 059961 40 74 31 7019570045 4499 75
72092021463541 6688 161867030519459972150031 502044 272946887234579341 7061 330914536400650571 1901593188
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Frequencies of two digit combinations

obse. 009209020 — =
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Simple substitution cipher Homophonic substitution cipher - homophonicity = 3
27 different ciphertext symbols in total 70 different ciphertext symbols in total
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Frequencies of two digit combinations
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Simple substitution cipher Homophonic substitution cipher = homophones based on

27 different ciphertext symbols in total language frequencies
41 different ciphertext symbols in total
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Homophonic Substitution

Homophonic substitution ciphers were not only built based on single letters

To improve security, additional cipher elements were introduced
1. Doubles / double letters AA, NN, TT, LL, SS, ...
2.  Other frequently used bigrams (or higher order n-grams) TH, HE, IN, EN, NT, RE, ..., ING, THE,

3. Nulls 2 Cipher elements that encode nothing to
a) Further change frequencies
b) Confuse attackers
¢) Mark “special” cipher elements, e.g. nomenclature elements (= code words)

P

4.  Complete Words THE, AND, WITH, TO, BE, OF, FROM, IN, ...

5. Code Words (in nomenclators) The King, the Pope, London, Maximilian, ...

Encrypting (or even showing unencrypted) word separators (spaces) helps the cryptanalyst to break a cipher
Creating a code/cipher which shows separations of ciphertext symbols helps the cryptanalyst to break a code/cipher
Ordering in a code/cipher helps the cryptanalyst to break a code/cipher
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"Ci * Nomenclator (ciphers) contain a nomenclature (= code word table)

(@)

% Example:

Iy Cipher:

> A 01)02|03 B 03]04)05 C 060708

O AR, 11]12 LL 1314 1T 15|16

o3

QO Mulls:

_g ?{Jl?ll??l}‘ll}‘dl?S|?5|}'?|'.-'3|'.-19

o .

= Nomenclature:
THE 840|841 AND Ba2|843 WITH B44|B4AS
9100 The King 9200 One We need help 9400
9101 The Pope 9201 Two We attack at 9401
9102 Germany 9202 Three The enemy is at 9402
9103 France 9203 Four We will meet at 9403
9104 England 9204 Five We need urgently 9404
9105 The Netherlands 9206 Six We provide cover 9405
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Homophonic Substitution

THE FOPE ALAD ENONN A0 THE FUPRENE PONTLIET I THR MIDmcw

OF BONE AND TREBETUSE EX SFFICIO TER LEASER OF ™R
SeLielle CateiLl WURIN. TRE PRINACT OF THRE e

I8 LAMBELY DRRIVED Fhim RIf MOLE A2 THE Aoerond
SEARCE DO BAINT JETER PO BRON JRAUN I8 BARR YO v
JIVEN THE REYP OF NEAVEN AND THE FONEAS OF BDNZCWS AMD

o)1)
Pl
Q1)
[Ris1)
Isir0
T 1}
0

i

; l'.I ;
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AT AR (1IN } mace "
AR ace INCE R mace mace
A e (1% ] (RN } ey e
LS e e e LU e
e A e s e e
PPACE e LLLS LS L1 et
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Homophonic Substitution o

: Parameter

03 14 05 28274309 11212345 253 — :
38 095229 23 16 28 26 38 08 05 43 4 ,“"’"'“"’“
n B>

THE POPE ALSO KNOWN AS THE SUPREME PONTIFF IS THE BISMOP
OF ROME AND THEREFORE EX OFFICIO TME LEADER OF THE
WORLDWIDE CATHOLIC CHURCH. THE PRIMACY OF THE ROMAN
BISHOP I8 LARGELY DERIVED FROM HI2 ROLE A® THE APOSTOLIC
SUCCESSOR TO SAINT PETER TC WMOM JESUS I8 SAID TO HAVE
GIVEN THE KEYS OF MEAVEN AND THE POWERS OF BINDING AND

QOATMA q o T ¥ AN

0 3438 033409 1739235227

01 29 11 4221 09 14 35 26 05 40 45 41

07 40 17 20 34 45 06 %2 35 47 08 18 39

03 1429 10454121 2118393935 38 sy
3514372620952 061405 43 4 Encrypt

19 4540 035200 2627081122 34| | Unkeown symbols
2119 41 1229 4719 21 3% 26 M4 handing

(120 ) 412701 523938 26452109 1123 e
(A2 [11115] 43 27 38 06 45 47 17 20 23 16 35 20 35 3¢ Ve

45 38 11 34 4209 28 05 06 0% 26 03 2 | | Symbol Choxe
(B]2([17134) 2029233738 3923 3151721 093 Sound Robin
[(C11120135) S1 34240522 065209 48291923 ¢ .

36 0542 112239 035209 43271832 V| Process polypartit

[D)2[21139)
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17 30 42 21 17 22 12 1542 39 21 27 45 Unknown Symbol

[E12[05109129]35] Oppenmt 421100 39 2212 1417 01 15 38 09 | neriscement
(F17{07140) 25 16204542 181434205 osuchl,

[G]7(12151) Ol i A== - 20 Input Separator Symbol
[R)s[14152) Ty

[I)7(17134139)
(J17(20149)
[K]2(25148)
[L)2[21147)
(M]2(08]101]10)
(N)2(22142)
[0)7(27145)
[P):[28143)
[Q12(11]44)
[R]2(26]41)
[S1:(23]38)
[T):[03]09]06)

(V)2 (16137)
U1 1241281
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Homophonic Substitution

f;\'ii'SMbnnuoww

Action

Encrypt

Unknown symbols
handiing

Remove

Symbal Choice
Round Roben

+ | Brocess polypartit
unknown Symbol
Replacement

Input Separator Symbol

Output Separator Symby

!

Maxnmum number of

mappings shown
100 !

. |

031405002827430900112123450025222718420015380008522900231¢628
26350805004345220€170740003438000314050017392352272800450700
4127012500114221000014352605404541090029125002707401720344500
0€5235004705153909260027070003142900124541212118393935003511
0952274717200035143726205200061405004341341015235190045400003
S30900326270B112200343530144528001723002115421229471290021352¢6
3424053900074127010052393800264352109001123000914280015432736
0€434717200023163320353823274100034300381134420900280306092¢6
0003270018534510002029233736800392300381517210009270014113635
00351342405223000652090045291923004540001435153805420011223900
035209004327182941380045070017394221172222001542390021274523
3422510042110839221200141701001538000952350026273525001 62845
$20018143420520006140500355237412014001827164721003409001737
392103

TRE ez 1w
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Homophonic Substitution

JURIOALIINNEVIVVEOVIVOVIASUVIE TUVIREYI VWV &)

YL00U
37350035230036151721000927001411363500513424052200065209
00482919230043400014351536054200112239000332090043271829
41360045070017394221172212001542390021274523342251004211
08392212001417010015380009523500262735250016264542001814
3423520306140590355237(120‘.409162716(72‘.0334090017]73921
03

Parewt

[ 17100]

(A} [11]15)

(B [17134]
[C)2(20135)

(D)7 [21139)
(E][0510912935)
(F):(07140)

(67 [12]51]
(H]):[14]52]

(I)7(17134/39)
(11901401

Mmooy

Copetat 2t

THE POPE ADSO KNOMN XS ENE SUPROME PONTBEF BS THE BDSNMOP OF
ROME AXD ERCREPORE EX OFFBCBO THC LEXDER OF THE WORDIWDDC
CAEHOLBC CHURCE TEE PREMXCY OF TEE ROMAN BOSHOF 85 DXRGELY
DCREVED FROM HDS RODE AS ENE XPOSTOLAC BUCCCSS0R 20 SABME
PETER TO WHOM CESUS D5 SXBD EO MAVC OBVEN THE KEYS OF HCXVEN
AND THE PONERS OF BONDBNG XND DOOSBNG NAMODNG HBM X5 EHC ROCK
UPON NHBCH THE CHURCH WOULD BE BUDDT

oo 1

Trerer
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2 [ 1:(00] | -..‘.,4.,“,,1 '

> (A):[11] (311120149

S (B]: (17) ;}-312--...31

S {g}‘%fi;35] (L)1 147

Qo il (M)2(08101)110)

P [E];(05129]) (8)21022142)

@) (F1:[07140] [(0)1127145])

— (G]2([12]51) (P)2128143

° [H];([14]52) 10) 7 144)

S [I)2134)139) (R12126141)

S (J)2(20149) (8§)7123123¢8)

é% (K)2[25148) (T12103109106)
[L)2[47) (0)2136137)
[M]7[08101110]) v12124136)
(N]2[22142) (M) 2118)
[0]2(27145) (X)7115 1
(P)2[28143) (¥)2119)

Q)7 [44] 212113
(R]17[26141) '
[S1:[23138) (TRE )7 1601)
[T]2[03109]06) [(AND) 7 1602)
[U)2[16137) 1071603}
[V]1:(24136)] [OF]2[604)
(W):([18] R
{%):115) Ei"-’::h"v"]i_.".;..
(¥]:(19) o 2
[CHURCH) 2 [7003]
(2):013) [JESUS] 2 [7004]




Module 6: Cryptology for lIoT

Homophonic Substitution

P

[ J2(00]
(A}1111)
(B)1(17)
(C)2(20)35)
(D)s(21)
(E)2105/29)
(F12(07140)
(G)r1{12151)
(R)2(141%52)
(1)2134139)
(J12120149)
el 1261401

i

J

TEE POPR ALSC ENOEN AS THD SUDADNE PONTIFY I3 TER BIFROF 9

POME AUD THRARFORR EX OFFICIO TSP LEADED OF THR WOMLIwiie
CATROLIC CNUBCH THE PRDMACT OF THE ROMAN RINNOF 13 ALY
DERIVED FRON RIZ BOLE A THERE APOSTOLIC FOCCEES TO EADNT

FETED IO BROM RIS 17 BALD TO MANT QIVER THE KRS OF RRAVEN
ND TEE PORNRERD OF BINDINS MRS O0RINS RNEINS LN A TR MR
PPN WHICE THR ONURCR WOULD M ML
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Homophonic Substitution
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o 9 3 -

Z‘ Status bar
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" Try to break your own code by using the Hill
Climbing technique !
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Cryptology for loT

Modules M4, M6, M8
Session of 24th May, 2022.

M6.1 Briefing of the session
M6.2 Friedman Test
M6.3 Hill Climbing
M6.4 Final Exercise using Hill Climbing

Prof.: Guillermo Botella
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