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Module 7

Smart Socket Pentest 
Part II

Prof.: Joaquín Recas
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1. Initial Setup
– Linux Virtual Machine
– Raspberry Pi
– Pair the Smart Socket 

2. Capture Traffic
3. Traffic analysis
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1. Prepare the Linux Virtual Machine
– Wireshark (already installed)
– JADX Dex to Java decompiler
• github project homepage
• Download releases from github

– Binary Ninja homepage link
• Demo version link

https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases/latest
https://binary.ninja/
https://binary.ninja/demo/
https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases/latest
https://binary.ninja/
https://binary.ninja/demo/
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2. Prepare the Raspberry Pi:
– Download Raspi-IoT-DA.img.zip image
– Flash the image into the SD cart
– Plug the SD card in the Raspberry Pi 4
– Log in
– By default the Raspi creates a WiFi Access Point
• SSID/Password : MasterIoT/MasterIoT

– Connect to the AP and check internet access
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3. Pair the Smart Socket 
– Download the android App (HomeMate.apk)
– Install it in your Android device
• If you do not have and Android device contact me

– Register into the App by creating a new user

https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
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Initial pairing
(SSID/Pass)

WiFi

Router
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Raspi AP
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1. Initial Setup
– Linux Virtual Machine
– Raspberry Pi
– Pair the Smart Socket 

2. Capture Traffic
3. Traffic analysis
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Wireshark

Internet
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§ Option 1: Use a keyboard, mouse and HDMI monitor
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§ Option 2: Use a Linux Machine (ssh -X) 
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§ Use the Virtual Machine
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1. Unplug the socket (if plugged)
2. Open Orvibo Home App
3. Start capturing traffic on wlan0
4. Plug the smartsocket
5. Wait 10 seconds
6. Turn on and off the socket until it responds
7. Stop traffic capture

Let’s do it!!!
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1. Initial Setup
– Linux Virtual Machine
– Raspberry Pi
– Pair the Smart Socket 

2. Capture Traffic
3. Traffic analysis
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Too much information!!
…. you have to search and filter:
• MAC address
• IP adress
• NAT ports
• Orvibo
• Etc.
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§ Raspberry Pi AP network:
– Router: 10.42.0.1
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§ Raspberry Pi AP network:

– Router: 10.42.0.1

– Android: 10.42.0.64

– Smartsocket? 10.42.0.X

17
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Two communication channels
with Orvibo server:
• Port 10002: Android
• Port 10001: Smartsocket!!

Smartsocket IP 10.42.0.199
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Encrypted data!!
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§ Obtain IP numbers:
– Orvibo server
– Raspberry Pi
– Smartphone
– Smartsocket

§ Create a filter that shows the messages with 
data between Orvibo and the Smartsocket
– Wireshark: Right on a field and apply as a filter 
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§ Can we decrypt the messages?
– We need method and encryption key

§ Where can we find the key?
– Inside the device
– On the Orvibo server
– In the HomeMate App


