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Module 7

Smart Socket Pentest
Part Il

Prof.: Joaquin Recas



Smart Socket Initial Setup

1. Initial Setup
2. Capture Traffic
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3. Traffic analysis
4. Apk Analysis




Study communications: WIRESHARK
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Wireshark
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Information we know

® |P numbers:

— Orvibo server, Raspberry Pi, Smartphone &
Smartsocket

" There are messages with payload between
the Smartplug and the Orvibo server

— Encrypted content!



e
(7))
=
c 0 @® M capture2.pcapng
o 4" @ RO QesEF I . = Qi :
= ) [ip.addr == 18.197.83.128 =
g No. Time :
O i 84 14.537238127 192.168.1.91  18.197.83.128 Seq=0 Win=5840 Len=0 MSS=1440 i
@) ( 85 14.578162605 | 18.197.83.128 192.168.1.91 ACK] Seq=0 Ack=1 Win=26883 Len=0 M
%) 88 14.600741931 “TOZ. 100 .01 B rw ey v Seq=1 Ack=1 Win=5840 Len=0
+ 92 15.608756126 192.168.1.91 18.197.83.128 TCP 240 58383 - 10001 [PSH, ACK] Seq=1 Ack=1 Win=5840 Len=186
(W 93 15.647162899 18.197.83.128 192.168.1.91 TCP 54 10001 - 58383 [ACK] Seq=1 Ack=187 Win=27872 Len=0
- 94 15.647189972 18.197.83.128 192.168.1.91 TCP 160 10001 - 58383 [PSH, ACK] Seq=1 Ack=187 Win=27872 Len=1
%) 95 15.742301397 192.168.1.91 18.197.83.128 TCP 60 58383 - 10001 [ACK] Seq=187 Ack=107 Win=5734 Len=0
it 96 15.757494085 192.168.1.91 18.197.83.128 TCP 256 58383 - 10001 [PSH, ACK] Seq=187 Ack=107 Win=5734 Len=
N 97 15.807547076 18.197.83.128 192.168.1.91 TCP 128 10001 - 58383 [PSH, ACK] Seq=107 Ack=389 Win=28944 Len
O 98 15.947027090 192.168.1.91 18.197.83.128 TCP 60 58383 - 10001 [ACK] Seq=389 Ack=181 Win=5660 Len=0
S 99 16.013377910 192.168.1.91 18.197.83.128 TCP 240 58383 - 10001 [PSH, ACK] Seq=389 Ack=181 Win=5660 Len=
S 100 16.060055042 18.197.83.128 192.168.1.91 TCP 272 10001 - 58383 [PSH, ACK] Seq=181 Ack=575 Win=30016 Len
o) 101 16.186322718 192.168.1.91 18.197.83.128 TCP 60 58383 - 10001 [ACK] Seq=575 Ack=399 Win=5442 Len=0
E 121 18.861219916 192.168.1.91 18.197.83.128 TCP 192 58383 ~ 10001 [PSH, ACK] Seq=575 Ack=399 Win=5442 Len=
122 18.898070681 18.197.83.128 192.168.1.91 TCP 160 10001 - 58383 [PSH, ACK] Seq=399 Ack=713 Win=31088 Len

» Frame 92: 240 bytes on wire (1920 bits), 240 bytes captured (1920 bits) on interface enp@s6ul, id @

» Ethernet II, Src: Imaginat_89:16:5c (@0:19:15:89:16:5c), Dst: CrispAut_3c:@c:6c (00:00:2b:3c:0c:6c)

» Internet Protocol Version 4, Src: 192.168.1.91, Dst: 18.197.83.128

» Transmission Control Protocol, Src Port: 58383, Dst Port: 10001, Seq: 1, Ack: 1, Len: 186
Data: 686400ba706b53545ec90000000000000000000000000000...
[Length: 186]

00 00 2b 3c @c 6¢c 00 19 f5 89 16 5c 08 00 45
00 e2 00 @a 00 00 fe 06 93 c3 c@ a8 01 5b 12

0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00co
00do
00e0

de
00
00
8d
19
la
6a
bl
33
ob
fo
bb

6f
00
00

00
00
00
e7

00
00
00
bc

00
00
00
cb
46
62
4a
39
fb
fb
4c
dl

70
00
00
al
a5
ec
2c
fd
59
ac
b8
e9

6b
00
00
b7
0b
5b
50
62
d7
8b
6d
1c

54
00
00
aa
d8
od
df
76
al
9a
a5
ae

5e
00
00
of
86

cd j-os.T-. Feeedrr-
[....fq7 bh: [f:--

i - J-,PX-e-
« 9..pry-

.-

65

O 7  Data (data), 186 bytes Packets: 325 - Displayed: 94 (28.9%) Profile: Default
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Next steps

" Can we decrypt the messages?
— We need method and encryption key

" Where can we find the key?
— Inside the device
— On the Orvibo server
— In the HomeMate App



JADX

" Dex (Dalvik Executable) to Java decompiler

— Command line and GUI tools for produce Java source code
from Android Dex and Apk files

" Main features:

— Decompile Dalvik bytecode to java classes from APK, dex, aar
and zip files

— Decode AndroidManifest.xml and other resources
from resources.arsc

— Deobfuscator included
" jadx-gui features:
— View decompiled code with highlighted syntax
— Jump to declaration
— Find usage
— Full text search
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https://github.com/skylot/jadx



https://source.android.com/devices/tech/dalvik/dex-format.html
https://github.com/skylot/jadx
https://source.android.com/devices/tech/dalvik/dex-format.html
https://github.com/skylot/jadx

jadx-gui

File View Navigation Tools Help

7
2
S
o
Q
]
@
X
S
S
%
T
S
S
%
o
2
S
IS,
S
S

B & B2 Tk QGG «> BO& B /F
AT )
Look In: | Bm Security vi B A &S
| Bm Apks il BinaryNinja-demo.zip
B binaryninja il ghidra_10.1.2_PUBLIC_20220125.zip
bu EasyReverse il HomeMate.apk
B ghidra_10.1.2_PUBLIC il jadx-1.1.0.zip
bu IPCAM il Trazas.zip
Mo jadx-1.1.0 il Utilidades.zip
o jadx-1.3.5
fw Utilidades
File Name: HomeMate.apk
Files of Type: = Supported files: (jadx, apk, dex, jar, class, smali, zip, aar, arsc, aab)
Open file Cancel




jadx-guli: HomeMate
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*HomeMate - jadx-gui - 0 X
File View Navigation Tools Help
B & AR Tk Q «-> BO& B F
HomeMate . apk ¢, FastSafeIterableMap
K Source code - -
android package android.arch.core.internal;
Q arch . @android.support.annotation.RestrictTo({android.support.annotation.RestrictTo.Scope.LIBRARY_GROUP})
S core.internal /* loaded from: classes.dex */
b ¢, FastSafelterableMap 39| public class_FastSafeI
(@) f, MHashMap Ha:s <K, SafelterableM private java.util. H
E :.22:11{;?15(‘}2; N ’ 34 public FastSafelIte T [ . I I
L got () Safelter: 1-» |00 mMuch Information
m, get(K) Safelterab $ENtry<K, V rl.<init>( M
m, putIfAbsent (K, V) V java.util.
m, remove(K) V ro.<init>(
¢, SafelterableMap rl.mHashMa
lifecycle } return .
What are we looking for??
support @0verride // andro *
butterknife 40 protected android. — — —
c.keeu.homematesecurity rl = this;
cn.colourlife.oauthlogin java.util. <K, android.arch.core.internal.SafelterableMap$Entry<K, V=> r0 = rl.mHashMap
com Java."Lang.w ject ro = ro.get(r2) ) )
android.arch.core.internal.SafelterableMap$Entry rO = (android.arch.core.internal.SafelterableMap.Entry
cz.msebera return ro
de.greenrobot.event }
homateap.orvibo.com.securitylibrary
io.card.payment @ver de // android.arch.core.lnternal.SafeI_terableMap )
javax.jmdns 45 public v gutli:l_)sent([ roid.support.annotation.NonNull K r4, @android.support.annotation.NonNull V r5) {
. r3 = this;
kotlin android.arch.core.internal.SafelterableMap$Entry r0 = r3.get(r4)
mtopsdk if (ro == 0) goto L9
net.sourceforge.pinyinéj V rl = ro.mvalue
no.nordicsemi.android.support.v18.scanner L8:
okhttp3 return rl
okio =k

Issues: © lerrors Code Smali Simple Fallback Split view




Smart Socket Pentest
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jadx-gui: Search

*HomeMate - jadx-gui 1 X

= & H 122 T
HomeMate .apk
Source code
android
arch
core.i
¢, Fast
fo MH
m, ce
m, CO
m ge
m pU
m, re
¢, Safe
lifecy
net
support
butterknif
c.keeu.hom
cn.colourl
com
cz.msebera
de.greenro
homateap.o
io.card.pa

javax.jmdn
kotlin
mtopsdk

okhttn3

File View Navigation Tools Help

BO& B F

Text search: import

Search for text:

import otation.RestrictTo.Scope.LIBRARY_GROUP})

Search definitions of:
[TJClass | | Method

.core.internal.SafelterableMap<K, V= {

.SafelterableMap.Entry<K, V=> mHashMap = new java.util.H

Field [/] Code Resource Comments

Search options:

[v] Case insensitive Regex | | Active tab only

It will take some time...

Node Code

try<k, V= get(K r2) {

.SafelterableMap$Entry<K, V=> r0 = rl.mHashMap

y ro = (android.arch.core.internal.SafelterableMap.Entry
<- >

Showing results 0 to 0 of 0

Keep open  Decompiling: Cancel

L K r4, @android.support.annotation.NonNull V r5) {

net.sourceforge.pinyinéj
no.nordicsemi.android.support.v18.scanner L8:

il L e 5 4

android.arch.core.internal.SafelterableMap$Entry ro = r3.get(r4)
if (ro == 0) goto L9
V rl = ro.mvalue

return rl
L9:

Decompiling... [INEEG 23% Code  Smali

Simple  Fallback Split view




jadx-gul: Search

File View Navigation Tools Help

B & BHEZ & Q «-> BO& B F
HoneMate . apk Increase VM RAM to 6GB:
Source code

android Search for text:

* Turn off

& Fast| Search definitions of:

fo mH Class | | Method Field [v] Code Resource | | Comments ° S I h VM
m ce
elect the

m, CO  Search options:
m, ge

Smart Socket Pentest

N
tD
S
ke
S
S

C. ;;;ZE N;dease insensitive [ |Regex [ | Active tab on! o G O to S ett i n g S _ > Syste m

Lifecy Jadx is running low on memory

pec || owanaicessorent O |CrEQSe base memory

butterknif

c.keeu.hom ™

cn.colourl "l safeIterableMap$Entry<K, V=> r0 = rl.mHashMap
com

y ro = (android.arch.core.internal.SafeIterableMap.Entry
cz.msebera

de.greenro
homateap.o

io.card.pa [ |Keepopen Decompiling: — Cancel

javax.jmdn

<- -> Showing results 0 to 0 of 0

L K r4, @android.support.annotation.NonNull Vv r5) {

kotlin .
android.arch.core.internal.SafelterableMap$Entry rO = r3.get(r4)
mtopsdk if (ro == 0) goto L9
net.sourceforge.pinyindj V rl = ro.mvalue
no.nordicsemi.android.support.vl8.scanner L8:
okhttp3 return rl
Issues: © 68 errors 3661 wamnings Code Smali Simple Fallback Split view

- O JADX memory usage 004 58 o260 G




jadx-gul: Search

*HomeMate - jadx-gui o x

File View Navigation Tools Help
= B2 Tk Q « > BO& B F
HomeMate.apk

i S Possible searches:

butterknife
¢ .keeu.homematesecurity Search for text:

cn.colourlife.oauthlogin

Ecz)r?msebe ra Search definitions of: L4 P a S S W O rd

de.greenrobot .event [ |Class [ |Method [ | Field [/] Code
homateap.orvibo.com.securitylibra

* Encryption methods

javax.jmdns [v] Case insensitive | |Regex [ | Activ
kotlin

* Encrypt/Decrypt

no.nordicsemi.android.support.vl18

okhttp3
e AES

Smart Socket Pentest

N
tD
S
ke
S
S

org
pl
e * On / Off sequence
[=] Summary
<- -> Showing results ° A . d ?
Keep open ny I ea S °
Issues: B 70 errors 3844 warnings




jadx-gul: Password

*HomeMate - jadx-gui X
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File View Navigation Tools Help
" B4 B2 T
N HomeMate . apk Text search: Password
(05} Source code S
— android Search for text:
% butterknife Password
.k .homem . .
(@) €-keeu.no ? a Search definitions of: Search options:
cn.colourlife - -
E com Class [/]Method | |Field [ |Code [_]Resource [ | Comments [v] Case insensitive | | Regex | |Active tab only
cz.msebera
de.green roboF Node Code
homateap -OTVIR i com.orvibo.homemate.view.custom.inputpassword.GridPasswordView. void setPasswordvisibility(boolean)
io.card.paymernf i, com.videogo.camera.ShareCameraltem.setPassword(String) void void setPassword(String)
javax.jmdns m, com.orvibo.homemate.core.ProcessPayload.modifyPassword(int, londll void modifyPassword(int, long, JSONObject)
kotlin um, com.orvibo.homemate.apl.UserApl.resetPassword(String, BaseResul{l void resetPassword(String, BaseResultlListener)
mtopsdk m, com.danale.video.sdk.platform.entity.Session.forgetPassword(int @ boolean forgetPassword(int, String, String, PlatformResultHandler)
net .sourcefor ‘m, com.orvibo.homemate.model.ResetPassword.onEventMainThread(Reset! void onEventMainThread(ResetPasswordEvent)
i . .9 'm com.orvibo.homemate.view.custom.1inputpassword.PasswordView.getP4#8 String getPassWord()
no.nordicsemi m, com.orvibo.homemate.view.custom.inputpassword.GridPasswordView. boolean getPassWordvisibility()
okhttp3 m, org.apache.http.auth.NTCredentials.getPassword() String String getPassword()
okio i, com.danale.video.sdk.platform.entity.Session.forgetPassword(int  boolean forgetPassword(int, String, PlatformResultHandler)
org m, com.orvibo.homemate.bo.CameraInfo.setPassword(String) void void setPassword(String)
pl m, okhttp3.HttpUrl.password() String String password()
R m, com.videogo.util.LocalInfo.getPassword() String String getPassword()
esou rces m, com.danale.video.sdk.platform.result.ModifyPasswordResult.Modif @ void ModifyPasswordResult(int)
7 APK signature m, org.apache.http.auth.UsernamePasswordCredentials.UsernamePasswofll void UsernamePasswordCredentials(String, String)
[=] Summary m, com.orvibo.homemate.model.ResetPassword.onResetPasswordResult (L void onResetPasswordResult(long, int)
m, org.apache.commons.httpclient.HttpURL.setRawPassword(char[]) vo void setRawPassword(char([])
m, com.orvibo.homemate.view.custom.inputpassword.GridPasswordView. void clearPassword()
m, com.orvibo.homemate.view.custom.1inputpassword.PasswordView.setP38 void setPasswordType(PasswordType)
<- -> bHowmg TeSuNS 110 100 0 195
Keep open Cancel
T
Issues: © 70 errors 3844 warnings Code Smali  Simple Fallback Split view




jadx-guil: AES

*HomeMate - jadx-gui L X

File View Navigation Tools Help
B & B Tk Q < 2

BO& B »F

Smart Socket Pentest
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HomeMate.apk

Search for text:

aes

Search definitions of:

Class [v]Method (/] Field [v] Code (/] Resource [ | Comments

Node

m, com.ali.auth.third.core.storage.aes.AESCrypt.AESCrypt() void

m, com.all.auth.third.ui.support.BaseActivityResultHandler.onTaeSDKA
m, com.all.auth.third.login.handler.LoginActivityResultHandler.onTae
f, com.alibaba.wireless.security.open.staticdataencrypt.IStaticDataE
'f, okhttp3.Ciphersuite.TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 Ciphers
'f, okhttp3.CipherSuite.TLS_DHE_RSA WITH_AES_256_CBC_SHA Ciphers
f, com.ali.auth.third.core.storage.aes.AESCrypt.AES_MODE
'f, okhttp3.CipherSuite.TLS DHE DSS WITH_AES_256_CBC_SHA256 Ciphers
'f, okhttp3.CipherSuite.TLS_DH_anon_WITH AES_256 _CBC_SHA CipherSuite
'f, com.alibaba.sdk.android.oss.model.ObjectMetadata.AES_256_SERVER S

Text search: aes

[v] Case insensitive

Search options:

Regex [ | Active tab only

Code

void AESCrypt()

void onTaeSDKActivity(int, int, Intent, BaseWebViewActivity, Map<C
void onTaeSDKActivity(int, int, Intent, BaseWebViewActivity, Map<C
String ENC_TKIPAES

int OPEN_ENUM_CIPHER_AES256

CipherSuite TLS_ECDHE_RSA_WITH AES 128 CBC_SHA256

CiphersSuite TLS_DHE_RSA WITH_AES 256_CBC_SHA

String AES_MODE

CipherSuite TLS_DHE_DSS_WITH AES 256 _CBC_SHA256

CipherSuite TLS_DH anon_WITH_AES_256_CBC_SHA

String AES 256 SERVER SIDE_ENCRYPTION

Text) throws GeneralSecurityExc

“-i f, com.danale.video.jni.DtmfAudioCodec.WIFI_ENCTYPE_WPA2_AES int int WIFI_ENCTYPE_WPA2_AES
“9 [if, okhttp3.CipherSuite.TLS_ECDH_RSA_WITH_AES 256_CBC_SHA CipherSuite CipherSuite TLS_ECDH _RSA_WITH_AES 256 CBC_SHA
[E] 5, com.alibaba.wireless.security.open.staticdataencrypt.IStaticDataE int OPEN_ENUM_CIPHER AES192
'f, okhttp3.Ciphersuite.TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA CipherSu CipherSuite TLS ECDHE ECDSA_WITH_AES 128 CBC_SHA
'f, com.videogo.exception.ErrorCode.ERROR _CAS_AES_DECRYPT_FAILED int int ERROR_CAS_AES DECRYPT_FAILED
’,,f. okhttp_a.C1phe_rSu1te.TLS_PSK_WITH_AES_12$_CBC_SHA Cipher :u:?% (_:1pherSu1te TLS_PSK_WITH_AES 128 CBC_SHA ommonUtils.getHashstring (bytes)
f, com.alibaba.wireless.security.open.staticdataencrypt.IStaticDataE int OPEN_ENUM_CIPHER_AES128
'f, okhttp3.CipherSuite.TLS_DH_anon_WITH_AES_256_GCM SHA384 Ciphersui CipherSuite TLS_DH_anon_WITH_AES 256_GCM_SHA384
<- -> Showing results 1 to 100 of 510
Keep open Cancel | |
Issues: W TUErrors 713544 Warnings — SuuT O onnpre T Topnview

JADX memory usage: 1.07 GB of 3.97 GB




com.orvibo.homemate.ap.ApConstant

*HomeMate - jadx-gui

File View Navigation Tools Help

= & B2 Tk Q «c->BRO# 8/,
mobeta.android.dslv ¢, ApConstant
momentum.video

nostral3.universalimageloader
orvibo

Smart Socket Pentest

Tons of useful information!!

1 package com.orvibo

N

3 /* loaded from: cl4
common 4 public class ApCong
homemate 5 public static 1 (3 L3 L3 L3

- - micnil Code for Initial pairing

7 public static

€ ApConfi
P g 8 public static 1

Module 7

S public static final String AUTH OPEN = "OPEN";

€ ApGetDevice public static final String AUTH_SHARED = "SHARED';

€ ApMeasure public static final String AUTH WPA2PSK = "WPAZPSK";
€ ApScanAndConnect public static final String AUTH_WPAPSK = "WPAPSK";
]
]
]

¢, ApTcpClient puhl@c stat@c f@nal String AUTH_WPAPSKWPA2PSK = "WPAPSKWPA2PSK";
& ApUtil public static final String BATTERY_VALUE = "batteryvalue";
. . L g -
. Strine — wemdh -
&, ApWifiHelper public static final String CMD cmd";

public static final int CMD_GET_DEVICE = 79;

public static final int CMD_RECEIVE_MEASURE_DATA = 143;

public static final int CMD_REMAIN TIME = 158;

public static final int CMD_REQUEST_MEASURE = 160;

public static final int CMD_SCAN_WIFI = 80;

public static final int CMD_SET_WIFI = 81;

public static final String CMD_TYPE = "cmdType";

public static final String CO_CONCENTRATION = "coConcentration";

¢, EntityDevice

€, EntityMeasureData

6 EntitySetWifiResult

6 Entitywifi

¢, NetChangeReceiver

€, WifiAutoConnectManager

g
)

apl public static final String DEVICE_NAME = "deviceName";
application public static final String ENC = "enc";
auth.taobao public static final String ENC_AES = "AES";
base public static final String ENC_NONE = "NONE";
ble public static final String ENC_TKIP = "TKIP";

public static final String ENC_TKIPAES = "TKIPAES';|
bo ) public static final String ENC_WEP = "WEP";
broadcastreceiver public static final String ENTITYFY = "Entitywifi";
camera public static final String ENTITY_DEVICE = "entityDevice";
cmdbo public static final String ENTITY_WIFI = "entitywifi";

24 nuhlic ctatic final Strino HABDWARE VERSTON — "harduwaralersion® -

Issues: © 70 errors 3844 warnings Code Smali  Simple  Fallback Split view

JADX memory usage: 1.05 GB of 3.97 GB

Sec



Smart Socket Pentest

Module 7

File View Navigation Tools Help
=& B2 &k Q e > BO #& B
HomeMate.apk

Source code
android
butterknife
c.keeu.homematesecurity
cn.colourlife.oauthlogin
com
cz.msebera
de.greenrobot .event
homateap.orvibo.com.securitylibrary
¢, BuildConfig
€, SecurityAes
io.card.payment
javax.jmdns
kotlin
mtopsdk
net .sourceforge.pinyindj
no.nordicsemi.android.support.vl8.scanner
okhttp3
okio
org
pl

Resources

7 APK signature
[=] Summary

Issues: © 70 errors 3844 warnings

com.orvibo.homemate.ap.ApConstant

2 Encrypt/Decrypt byte arrays
¢, SecurityAes €, BuildcC
package homateap.orvibo.com.securitylibrary;
/* loaded from: classes3.dex */
8| public class Becurityfes {
private static native String[] createPassword(byte[] bArr);
private static native byte[] createSecurityKey(byte[] bArr);
private static native byte[] decryptByte(byte[] bArr, int i1, boolean z, String str);
private static native byte[] decryptByteKey(byte[] bArr, int 1, byte[] bArr2);
private static native byte[] encryptByte(byte[] bArr, int 1, boolean z, String str);
private static native byte[] encryptByteKey(byte[] bArr, int i, byte[] bArr2);
private static native boolean nativeIsPk(String str);
static {
10 System.loadLibrary("HomeMate_Security");
}
32 public static byte[] encrypt(byte[] data, String key, boolean 1sPk) {
33 if (data == null || data.length == 0) {
34 return null;
}
36 if (key == null) {
key = "v;
37 return encryptByte(data, data.length, 1sPk, key);
}
47 public static byte[] decrypt(byte[] data, String key, boolean 1sPk) {
28 Af (data —— pull || data lenath —— n) {
Code Smali Simple Fallback Split view

JADX memory usage: 1.12 GB of 3.97 GB
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com.orvibo.homemate.ap.ApConstant

File View Navigation Tools Help
= & HZ2 T Q «-> B0O& A
HomeMate .apk
Source code
android
butterknife
c.keeu.homematesecurity
cn.colourlife.oauthlogin
com
cz.msebera
de.greenrobot.event
homateap.orvibo.com.securitylibrary
€, BuildConfig
€, SecurityAes
io.card.payment
javax.jmdns
kotlin
mtopsdk
net.sourceforge.pinyindj
no.nordicsemi.android.support.vl8.scanner
okhttp3
okio
org
pl
Resources
7 APK signature
[=] Summary

Issues: © 70 errors 3844 warnings

y

€, SecurityAes

*HomeMate - jadx-gui - 0O

10

32

34

36

37

47
48
49

51

52

60
61
62

Code

- Sourcue code is not available!!

static {
System. loadLibrary("HomeMate_Security");

}

public static byte[] enfrypt(byte[] data, String key, boolean isPk) {
if (data == null || data.length == 0) {
return null;
}
if (key == null) {
key = "";

return encryptByte(data, data.length, isPk, key);
}

public static byte[] decrypt(byte[] data, String key, boolean 1sPk) {
if (data == null || data.length == 0) {
return null;

if (key == null) {
key =" II;
}
return decryptByte(data, data.length, 1sPk, key);
}

public static byte[] encryptKey(byte[] data, byte[] key) {
if (data == null || data.length == 0) {
return null;

return encryptByteKey(data, data.length, key);
}

Smali  Simple Fallback Split view

JADX memory usage: 1.14 GB of 3.97 GB




Looking for decryptByte

e jot@ubuntu: ~/Desktop/HomeMate/homemate
File Edit View Search Terminal Help

iot@ubuntu:~/Desktop/HomeMate/homemate$ rgrep decryptByte
Binary file lib/armeabi-v7a/libHomeMate Security.so matches
Binary file lib/armeabi-v7a/libweibosdkcore.so matches
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Binary file lib/arm64-v8a/libHomeMate Security.so matches
Binary file lib/armé64-v8a/libweibosdkcore.so matches
Binary file classes4.dex matches
iot@ubuntu:~/Desktop/HomeMate/homemate$ I

We find it in a binary @




Binary Ninja

" Interactive disassembler, decompiler, and binary
analysis platform for reverse engineers, malware
analysts, vulnerability researchers, and software
developers that runs on Windows, macQOS, Linux.
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£ Disassemble 4 Decompile

Disassemble executables and libraries from Decompile code to C or BNIL for any
multiple formats, platforms, and architectures. supported architecture - including your own

Q Analyze # Annotate
Visualize control flow and navigate through Name variables and functions, apply types,
cross-references interactively. create structres, and add comments.

https://binary.ninja/



https://binary.ninja/
https://binary.ninja/

Module 7: Smart Socket Pentest

Sec

e Binary Ninja Demo

=) BINARY

Welcome to the Binary Ninja demo.

This demo version supports disassembly of x86, x64 and ARMv7/
binaries for a variety of platforms. Additional architectures are
available in the full release. See the list of features for more
information.

Note that the demo is limited to 25 minutes of analysis before the
session ends.

Purchase Binary Ninja to unlock all featureis. Product

Visit Binary Ninja and Vector 35 on the web. ‘ Start



Binary Ninja: dedryptByte

libHomeMate_Security.so — Binary Ninja
File Edit View Tools Window Help

Cross References & libHome...rity.so (ELF Graph) &%

Smart Socket Pentest

Java_homateap_orvibo_com_securitylibrary_SecurityAes
( * argl, arg2,
arg3, arg4, arg5)

JIERS Java_homateap_orvibo_com...itylibrary_SecurityAes_decryptByteKey:

Bookmarks = Tags Tag Types push {r4, r5, r6, r7, lr} {var_4} {__saved_r7} {__saved_r6} {__s
Location Preview add r7, sp, #0xc {__saved_rT7}

sub sp, #0x24

push {r3} {var_3c}

pop {r4} {var_3c}

push {r2} {var_3c_1}

pop {r1} {var_3c_1}
Symbols BX push {r0} {var_3c_2}
__cxa_finalize pop {r5} {var_3c_2}
raise movs ro, #o0x17
cuh _1hhR lsls ré, ro, #5
Java_homateap_orvibo_com_securitylibrary_SecurityAes_encryptByte ldr re, [r5]
Java_homateap_orvibo_com_securitylibrary_SecurityAes_decryptByte 1dr r3, [r0, ré6]
Java_homateap_orvibo_com_securitylibrary_SecurityAes_nativeIsPk movs r2, #
Java_homateap_orvibo_com_securitylibrary_SecurityAes_encryptByteKey push {r5} {var_3c_3}
Java_homateap_orvibo_com_securitylibrary_SecurityAes_decryptByteKey pop {re} {var_3c_3}
Java_homateap_orvibo_com_securitylibrary_SecurityAes_createSecurityKey str rl, [sp, #0x18] {var_20}
Java_homateap_orvibo_com_securitylibrary_SecurityAes_createPassword bix 3

str ro, [sp, #0x20] {var_18}
ldr rl, [sp, #0x38] {arg5}
cmp rl, #0

str rl, [sp, #0x14] {var_24}
beq #0x1fec

Module 7

ATSLII L
AesDestroy
AesEncrypt
AesDecrypt
Cipher
InvCipher
AesEncryptEx
sub_2e94
AesDecryptEx Mi... @&

Selection: 0x1f84 to 0x1f86 (0x2 bytes) ELFv Graphv Optionsv

Sec




Binary Ninja: dedryptByte

libHomeMate_Security.so — Binary Ninja

File Edit View Tools Window Help

Cross References & [ |y libHome...rity.so (ELF Graph) @

Java_homateap_orvibo_com_securitylibrary_SecurityAes_decryptByteKey (
*x argl, arg2, arg3, arg4, arg5)

r2, #0
{r5} {var_3c_3}
{re} {var_3c_3}

Tags B rl, [sp, #0x18] {var_20}

Bookmarks = Te 4 r3

ro, [sp, #0x20] {var_18}
rl, [sp, #0x38] {arg5}
rl, #0
rl, [sp, #0x14] {var_24}
#0x1fec

Smart Socket Pentest

Module 7

Location revie

Symbols
cxa_finalize

¥
e ks wal movs ro, #0xab
sub_1bb8 {r4} {var_3c_10} lsls ro, ro, #2
]av;_homateap_or {r@} {var_3c_10} ldr ;2,8 [ir5i
Java_homateap_or #calloc ldr r2, [r2, ro]
Java_homateap_or rl, [pc, #0x9c] {data_2094} push {r5} {var_3c_4}
Java_homateap_or rl, pc {pkKey@GOT} pop {r0} {var_3c_4}
Java_homateap_or rl, [r1l] {pkKey@GOT} str r4, [sp, #0xlc] {var_1lc_1}
Java_homateap_or ré, [rl] push {r1} {var_3c_5}
Java_homateap_or r2, #0x10 pop {r4} {var_3c_5}
AesInit b1lx r2
AesDestroy str ro, [sp, #0x10] {var_28_1}
AesEncrypt ldr re, [r5]
AesDecrypt 1dr r3, [r0, ré]
Cipher movs r2, #0
InvCipher push {r5} {var_3c_6}
AesEnc;yptEx pop {ro} {var_3c_6}
sub_2e34 push  {r4} {var_3c_7}
J non {r1} {fvar 3¢ 7}

Selection: 0x1f84 to 0x1f86 (0x2 bytes) ELFy Graphv Optionsvy

Sec




Binary Ninja: pkKey

libHomeMate_Security.so — Binary Ninja
File Edit View Tools Window Help
Cross References &% [{1[37 | libHome...rity.so (ELF Linear) &%

fd ff ff 6f 01 00 00 00-fe ff ff 6f 20 16
ff ff ff 6f 01 00 00 00-00 00 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00
00 00 00 00 00 00 00 00-00 00 00 00 00 00
e 00007ecO 00 00 00 00 00 00 00 00

Smart Socket Pentest

I .dynamic (DYNAMIC) section ended {0x7dbO-0x7ec8}

Bookmarks Te ¢ *

Module 7

. ma+ [DDNEDTTC) cnrtinn ctarind  [Ov7~~0_0v0000}
Location revie . . -

uint32_tx const pkKey@GOT = pkKey
AUCUlIS L __‘_>kﬂ\.l’\_\.lll’\_5\.ldlU"‘U\.)T = __stack_chk_guar‘d
x* const __sFE@GOT = __sF
* const crc32_tab@GOT = crc32_tab
uint32_t*x const base64char@GOT = baseb4char
Symbols (Sl 0 ed 2_t (* const __aeabi_unwind_cpp_prO@GOT
cxa_finalize eel * const __aeabi_unwind_cpp_prl@GOT W
raise Teed t32_t (x const __aeabi_unwind_cpp_pr2@GOT i bi_unwind
sub_1bb8 ( ce8 ; * const __gnu_Unwind_Find_exidx@GOT __gnu_Unwind_Find_exidx
Java_homateap_or o int32_t data_7eec = 0x5d3c
Java_homateap_or ( ef®@ 1int32_t data_7ef0® = Ox5b34
Java_homateap_or 7ef4 void (* const __cxa_call_unexpected@GOT) (voidx)
Java_homateap_or
Java_homateap_or 0 7ef8 00 00 00 0O 00 00 0O 00
Java_homateap_or 7f00 00 00 00 00
Java_homateap_or
AesInit
AesDestroy
AesEncrypt
AesDecrypt
Cipher

_noreturn = __cxa_call_unexpected

const __cxa_atexit@GOT = __cxa_atexit
const __cxa_finalize@GOT = __cxa_finalize
const calloc@GOT = calloc

const AesEncryptEx@GOT = AesEncryptEx
InvCipher const free@GOT = free

AesEncryptEx const AesDecryptEx@GOT = AesDecryptEx

sub 2e94 71 t t const strcmp@GOT = strcmp

e e e C 2 const __aeabi_memcpy@GOT = __aeabi_memcpy Mi... &85
. = z -

Selection: 0x7ec8 to Ox7ecc (0x4 bytes) ELFv Linearv Optionsvy

Sec




Binary Ninja: pkKey

libHomeMate_Security.so — Binary Ninja

File Edit View Tools Window Help

Cross References &% [« [} | | libHome...rity.so (ELF Linear) &3

Smart Socket Pentest

PePO7ffc 1int32_t (*x const _Unwind_VRS_Pop@GOT = _Unwind_VRS_Pop

.got (PROGBITS) section ended {0Ox7ec8-0x8000}

.data (PROGBITS) section started {0x8000-0x800c}
POEO80EO data_8000:
TR 00 00 00 00
Bookmarks @ Tz ¢ *

e 00008004 uint32_t pkKey = 0x5d3c

vuvusvwus uintsZ_T Daseb4acnar = WuxXoadsc

Module 7

.data (PROGBITS) section ended {0x8000-0x800c}

Symbols B .extern section started {0x8010-0x807c}

__cxa_finalize 00008010 extern __aeabi_memclr

raise 0 014 extern __aeabi_memclr4

sub_1bb8 © 8 extern __aeabi_memcpy

Java_homateap_or 0 extern __aeabi_memset

Java_homateap_or e O extern __cxa_atexit

Java_homateap_or 0 P24 extern __cxa_begin_cleanup

Java_homateap_or € 028 extern void __cxa_call_unexpected(voidx) __noreturn
Java_homateap_or extern __cxa_finalize

Java_homateap_or extern __cxa_type_match

Java_homateap_or extern __gnu_Unwind_Find_exidx
AesInit

AesDast extern __sF
esDestro : :

Y extern void __stack_chk_fail() __noreturn
AesEncrypt

R extern __stack_chk_guard
AesDecrypt i LS B i )
Cipher extern voi abort() __noreturn
InvCipher extern calloc
AesEncryptEx extern fprintf
sub_2e94 @ extern free
e e 4 extern lrand48
4

SeC Selection: 0x8004 to 0x8008 (0x4 bytes) ELFv Linearv Optionsy




Binary Ninja: pkKey

libHomeMate_Security.so — Binary Ninja
File Edit View Tools Window Help
Cross References @8[]y | libHome...rity.so (ELF Linear) &3

05ce®@ ab 3f 04 80 f4 f4 ff 7f-01 00 00
00005cfd bO b0 80 e4 f6 ff 7f-a8 Of bl
05do® f8 fd ff 7f f2 f6 ff 7f-be 06
005d10 a8 Of bl 80 8c f9 ff 7f-ec fd ff
05d20 f0 fd ff 7f 98 f9 ff 7f-f4 fd ff
00005d30 f8 fd ff 7f 94 f9 ff 7f-01 00 0O
.ARM.exidx section ended {0Ox5b34-0x5d3c}

Smart Socket Pentest

Tags
Bookmarks | Tz ¢ »

Module 7

,r'odata (DDﬁﬁDTTQ'\ cartinn ctarted {VTWVR/JQ,‘_\’.'W&&IQ}
05d3c 6b 68
)005d40 64 35 34 38 36 35 53 4e-4a 48 47 46 00 d54865SNIHGF .
data_5d4d:

Location revie

: jav
61 2f 6¢c 61 6e 6 53-74 72 69 6e a/lang/String.

Symbols @& 05d data_5d5e:

__cxa_finalize

raise 160 56 49 42 4f

sub_1bb8 00005d¢ data_5d65:

Java_homateap_or P5d6 64 64 64 64

Java_homateap_or 05d70 64 00 N h h k I I I

Java_homateap_or 05d7 data 5d72: OW We ave t e ey L

Java_homateap_or 0005d72 " 63 61 G e 4 20-73 75 76 6

Java_homateap_or 05d80

Java_homateap_or

SRl R hoo054865SNIHGE

AesDestroy
AesEncrypt
AesDecrypt
Cipher
InvCipher
AesEncryptEx ' ) e
sub_2e94 Bl 63 7c Ti
7b f2 6b 6F 6 76 82 ¢9

data_5dcd:

4c 53 a8 f4 7
data_5ddd:

ELFv Linearv Options v

Sec




Smart Socket Pentest

Module 7

Sec

Binary Ninja: AES-ECB

libHomeMate_Security.so — Binary Ninja

File Edit View Tools Window Help

Cross References (S libHome...rity.so (ELF

s ... and the method: AES ECB

AES_ECB_encrypt®

push {r4, r5, r6, r7, 1r} {var_4} {__saved_r7} {__saved_r6} {__saved_r5} {__saved_r4}
sub sp, #0x2c

movs rd4, #0

str rl, [sp, #0x24] {var_1c}

str ro, [sp, #8] {var_38}

push {r0} {var_44}

pop {r3} {var_44}

str r4, [sp, #0x20] {var_20} {0x0}

Tags

Bookmarks = Tags Tag Types

Location Preview

[Z 4
ro, [sp, #0x20] {var_20}
Symbols r2, r@
b

AES_init_ctx r5, #4
AES_ECB_encrypt rl, [sp, #0x28] {var_18_1}
AES_ECB_decrypt {r1} {var_44_1}
ua;)cu;_t;\\.uuc {r6} {var_44_1}
num_strchr

= {r3} {var_44_2}

base64_decode
- r7 var_44_2
base64_get_encode_len {ri} { -44.2}

base64_get_decode_len

__aeabi_uidiv %
sub_4710
__aeabi_uidivmod ro,
__divsi3 rl,
sub_47a4 rl,
__aeabi_idivmod ralg
_aeabi_1divo o
ub_4860 ré,
ub_4876 r7,
ub_48e4 - 5.

AN A

Mi... &
Selection: 0x4020 to 0x4022 (0x2 bytes) ELFv Graphv Optionsvy

kb



Next steps

" Decrypt and understand the messages
— Get the payload from the On/Off sequence
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— Use python to decrypt its content
— Try to understand the logic
— Take control of the device




