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Module 7

Smart Socket Pentest 
Part III

Prof.: Joaquín Recas



Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

1. Initial Setup
2. Capture Traffic
3. Traffic analysis
4. Apk Analysis
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WiFi

Router

Ethernet

WiFi

Wireshark

Internet
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§ IP numbers:
– Orvibo server, Raspberry Pi, Smartphone & 

Smartsocket

§ There are messages with payload between 
the Smartplug and the Orvibo server
– Encrypted content!
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Encrypted data!!
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§ Can we decrypt the messages?
– We need method and encryption key

§ Where can we find the key?
– Inside the device
– On the Orvibo server
– In the HomeMate App
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§ Dex (Dalvik Executable) to Java decompiler
– Command line and GUI tools for produce Java source code 

from Android Dex and Apk files
§ Main features:

– Decompile Dalvik bytecode to java classes from APK, dex, aar
and zip files

– Decode AndroidManifest.xml and other resources 
from resources.arsc

– Deobfuscator included
§ jadx-gui features:

– View decompiled code with highlighted syntax
– Jump to declaration
– Find usage
– Full text search

https://github.com/skylot/jadx

https://source.android.com/devices/tech/dalvik/dex-format.html
https://github.com/skylot/jadx
https://source.android.com/devices/tech/dalvik/dex-format.html
https://github.com/skylot/jadx
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Too much information!!

What are we looking for??
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It will take some time...
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Increase VM RAM to 6GB:
• Turn off
• Select the VM
• Go to settings-> System
• Increase base memory
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Possible searches:
• Password
• Encryption methods
• Encrypt/Decrypt
• AES

• On / Off sequence
• Any ideas?
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Tons of useful information!!

Code for Initial pairing
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Encrypt/Decrypt byte arrays
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Sourcue code is not available!!
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We find it in a binary 😭
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https://binary.ninja/

§ Interactive disassembler, decompiler, and binary 
analysis platform for reverse engineers, malware 
analysts, vulnerability researchers, and software 
developers that runs on Windows, macOS, Linux.

https://binary.ninja/
https://binary.ninja/
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Now we have the key!!!

‘khggd54865SNJHGF’
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... and the method: AES ECB
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§ Decrypt and understand the messages
– Get the payload from the On/Off sequence
– Use python to decrypt its content
– Try to understand the logic
– Take control of the device


