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Module 7

Smart Socket Pentest 
Part IV

Prof.: Joaquín Recas
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1. Initial Setup
2. Capture Traffic
3. Traffic analysis
4. Apk Analysis
5. Decrypt traffic
6. Take control of the device (MiM)
7. Pentest Project tasks
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WiFi

Router

Ethernet

WiFi

Wireshark

Internet
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Encrypted data 
Info from APK:
• method AES-ECB?
• Key `khggd54865SNJHGF`?
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§ Install crypto library:
$ sudo pip install pycrypto

§ Select packages that go to/from Orvibo
server and have payload

§ Copy the payload from WireShark
§ Decrypt using AES-ECB + key
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Does not work with trace 48 😭
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…and we’re back in business!!! 😏



Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

10



Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

11

Trace 85: ‘Order On’ sent by the server

Trace 89: S30c status reply
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Trace 112: ‘Order Off’ sent by the server

Trace 114: S30c status reply
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§ On and off:
– Android app request server to turn on/off plug
– The server communicates with the socket:
• "order":"on"
• "order":"off"

– The socket responds with a status message

§ ...in addition, the device periodically sends 
status information to the server, among other 
things...



Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

1. Initial Setup
2. Capture Traffic
3. Traffic analysis
4. Apk Analysis
5. Decrypt traffic
6. Take control of the device (MiM)
7. Pentest Project tasks
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§ We know how to encrypt/decrypt messages 
(symmetric encryption)

§ We know the format of the on/off messages
§ We know IPs and ports used by device and 

server
§ We can do a MiTM (Man in the Middle) type 

attack
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§ Messages from the server (and their responses) reach the device 
by passing through the proxy.

§ The proxy can inject new messages to the device, 
responses to these messages should be discarded.

Original connection

New connection
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1. Unplug the Smarsocket
2. Configure the system to redirect traffic from 

the device to the server through port 8080 
and launch orvibocontrol.py:
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3. Plug the Smartsocket
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4. Open Firefox in the Raspi on 127.0.0.1:5555
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1. Initial Setup
2. Capture Traffic
3. Traffic analysis
4. Apk Analysis
5. Decrypt traffic
6. Take control of the device (MiM)
7. Pentest Project tasks
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1. Get the key and encryption method:
1. Download Home Mate Apk
2. Analyze it with JADX to find the decryptByte

function
3. Unzip the APK and locate the library where the 

message encryption function is located (rgrep
decryptByte)

4. Disassemble the library file using Binary Ninja
and locate the encryption key and method

Create a document with the following points, for this 
use screenshots and comment all the steps:

https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
https://github.com/skylot/jadx
https://binary.ninja/
https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
https://github.com/skylot/jadx
https://binary.ninja/
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2. Decrypt messages:
2. Record an On/off sequence trace with WireShark
3. Use the cipher key of Step 1 and decryptaes.py

script to decrypt the first SmartPlug messages
4. Find the new cipher key
5. Decipher an on/off messages and the response 

from the SmartPlug

https://www.wireshark.org/
https://www.wireshark.org/


Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

3. Analyze and comment orvibocontrol.py
proxy code:

1. How many threads and queues are created?
2. How many sockets are used? What's its purpose?
3. Create a block diagram of the code

4. Comment possible measures to improve 
security of the Smartsocket

This practice represents a total of 30% of the grade. 
Send me the corresponding memory until June 3 (recas@ucm.es).

mailto:recas@ucm.es
mailto:recas@ucm.es

