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M8.1 Briefing of today

" Introducing modern Cryptography and
Cryptanalysis
" Stream Ciphers and Block ciphers
— Slides and supplementary videos
— Practice using Cryptool
" Entropy Cryptanalysis
— Slides and supplementary videos
— Practice using Cryptool
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" We will go to the Socrative.
— (continuation of the previous quiz)
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Modern Cryptography

Modern Ciphers — Basic Terms
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Federal Information Processing Standards Publication 197
ADVENCED ENCRYPTION STANDARD (AES), 2001
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Modern Cryptography
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Modern Cryptography

Modern cipher
* Computer-based encryption algorithm; works on binary data

Plaintext alphabet
* Binary data, e.g. a byte (10010101)

Ciphertext alphabet
* Binary data, e.g. a byte (00110011)

Key
* Binary data, e.g. a byte (00111001)

Key length / key size
* Given in bit, for example DES 56bit, AES 128bit, or RSA 2048bit
* A minimum of 128bit/2048bit (symmetric/asymmetric) is considered to be secure
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Modern Cryptography

Symmetric cipher
* Uses the same key K for encryption and decryption
* Examples: DES, AES, RC5, Camelia, Blowfish

Asymmetric cipher
* Uses two different keys E and D for encryption and decryption
* Examples: RSA, Paillier

Some important requirements on modern ciphers
* Change of only a single one bit in input should
change on average 50% of the output bits
* Have to be secure with respect to each type of attack
(chosen-plaintext, known-plaintext, ciphertext-only)
* Considered broken, if any of the aforementioned attacks is found



Symmetric cipher
* Uses the same key K for encryption and decryption
* Key K, Plaintext P, and Ciphertext C

Two main classes of modern symmetric ciphers
Stream ciphers

Module 8: Cryptology for lIoT

* Even with the knowledge of parts of the keystream, the
preceding and subsequent bits should not be computable
by an attacker

Block ciphers
* Encrypt a block of several bits of the plaintext at the same time

Modern Cryptography

3=

Modern
Symmetric
Cipher
(encryption)

* Generate a pseudorandom keystream that is XOR-ed with the plaintext

i

K

{

C=)

Modern
Symmetric
Cipher
(decryption)
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Modern Cryptography

Plaintext P:
HELLO ..

Plaintext P (encoded as binary data):

01001000 01000101 01001100 01001100 01001111 .

Keystream K (produced by stream cipher; based on key K):

10011000 01110110 10111001 10000010 0OO10111 ..

Ciphertext C encrypted by: C = P XOR K,

11010000 00110011 11110101 11001110 01011000 ..

Plaintext P decrypted by: P = C XOR K

01001000 01000101 01001100 01001100 O1001111 ..

Plaintext P:
HELLO ..

xor| 110
i 0|1
0/1|C
~ C=PXORK,

P = C XOR K;

= (P XOR Kq) XOR K;
= (P XORKJXORK,
=P

10



Modern Cryptography

Plaintext P:
HELLO ..

Plaintext P (encoded as binary data):
01001000 01000101 01001100 01001100 01001111 ..
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Ciphertext C encrypted by: C = Cipherg,{P,K)
40010101 11110010 10101101 10101101 O1110011 ..

Plaintext P decrypted by: P = Cipher,.(C,K)
01001000 01000101 01001100 01001100 01001111 .

Plaintext P:
HELLO ..

Remark: Same plaintext blocks are encrypted as same ciphertext blocks!

11




Modern Cryptography

To fix the “same block problem”, cryptographers invented different block modes:

Electronic Code Book (ECB)
* Encrypts each block individually; bad idea!

Cipher Block Chaining (CBC)
* Chains each block; see picture below
* Needs initialization vector (random value; is not part of the key = not a secret)
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Malntext Plaintext Plairtext Ciphertext Ciphertext Ciphertext
NI ENEEEENENA) (NN ERERRREEE IITIITITIIT m OO T
Initialization Vectar (V) — |
OTITTITIITT1 = E; - E; Ea Koy — [=] el Cipher Ky — block q|FI1.¢r Ky — bleck cipher
Koy — black cipher Ky e block cipher Kty e block cipher i | i ecryption w
encryption £y Encryption ¥ encryplion Initipdization Viector (V) % %
l LTI
OIITIITITn OTIITT OIITIITn IENENENEENENN IOIIIIIIIn [ENENEE SN EEEE]
Cipheriext Ciphertext Ciphertext Plairtext Plainkext Plaintext
CBC Encryption CBC Decryption
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Modern Cryptography

+ Task 1: Have a look at a modern stream cipher
in CrypTool 2

Task 2: Have a look at a modern block cipher
in CrypTool 2
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Task 3: Have a look at block modes in
CrypTool 2 8

13




Modern Cryptography

o Dot ~ Sivineg Enende $119310000010000 11107101 01101101 100N
00019100 00001300 89101100 1011§00001110011
10001000 1191 100800100000

@)

S

@)

[ ¥l

P

S I e T e
2 Hello, thes i5 » test of RC4 . 07073017°10011010001 10000 10110191 01101111
(@) 80010000 11001110 30000008 10611101 11103001
= Coeow 011001 1100000010000 1100 11301101 001070
S

S

251 characters, 1 bne

Cphertet

Plamtert

o
Q@
>
°
o
=

Mello, thes = 2 test of RC4A

—"_’ L

06 01 02 03 04 05 06 07 08 09 0A 08 0C 0D C€ h

0F
e
Sering Decode

28 characters, 1 hne

Decrypted Plantest

14
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Modern Cryptography ? :

)

01100100 11000001 10010100 11071001 00110010
01100001 10010010 10013011 00010110 00100110

Helio, th i & tst of DES

00100111 10100001 01100010 01001001 30003001
Anng Ercooe 01130011 0001301 10000101 11300110 11101001
11011011 11111070 11010010 11111000 01101110

(N
§ i.:
i

&

o 00001111 11100011 01101101 10901001 0101111
20009000 000000
e 287 characters, | bne
| C————
e iE —
. Plantes 4 DES
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|
L
Hefio, thes = a test of DES

0010304050607

15




Modern Cryptography
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Modern Cryptanalysis

Entropy & Shannon's Entropy
Entropy and Brute-Force Attack

Modern Asymmetric Ciphers

The Bell Svystem Technical :I'nurnal

Vel XXV Fely, IB68 Ne. d

A Maihematical Theary of Commusication

By C. B SNANAON

[xrmamscTins
HE receni deveboqumrsd of varioes methals of molulatws such o MO
andd PT'M which exchange baplwilth lor signal-to-soie malx has o

iemaiibes] ihe inberest in a pesers] ibeory of communication, A bass for
wach i Uheory b contained in the imporiant papers of Nyquist! asd Harley?
wn Ui sbpect,  Dwibe peeseni paper woe will cxiend ke thoury To indhale o
vambiey of mew lectors, in particular the offecd of soisr in e chassel, anl
the wavings prossable due o the salbbeal amctome of the ongmal message
and der 1o ke saluee ol Lhe hnal desrisation of (he nlorma s

The Pusslassenaal problem of comessnkoaion s ihai of reprodecing at
omt fretnl #iLher eunctly of appresmaiely 8 mesage sriecind a3 another
peint.  Feequently ile messapes have meawing; that i by reler boor ann
ierelitin] sovording o swme syslem with oertain physical of conoepieal
entiibes.  These somantic sspects of commeaialon e ireleant 1o the
enginerring problem,  The sgnifcant ageecl B Ul 1he il g &
e pelvcted from @ st of poiaible messages. The system mesi be el
1o operate fof each possillde selevthn, ot just the one which will srtwally
e chmen sinoe 1his b8 unkesen g1 he (e of dodgn

B ek by of messapes in Ghe srt i Snibe Ehen (his nomber of ARy
et imar function of 1his number can be nqgankad as & messaee of the in-
formaiion prodeced when one message o dhoscn [Fom 1he s, &8 dhasnes
bing eqpmally Ekely, A was poisted our by Hasley the most nabars]
whodee s ihe loganihmis lufdlesn.  Allbough Ui defmicen et be po-
wralined copmisdemabdy when we consaber (he pifbgeme of ghe atatintion of the
mwmmage amel when we bave a conlinuous range of mesapes, wr will sl
s wie af csenbully kganihme meoasurr

The logariibms merasure s morr coeanamE for vEreus Pk

1. 0% i prwctically more yseiul.  Parameters of eegineering imporuses
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mal, Aped 10, p BB “Urreses Togacs s Tolopraph ‘Trosssissbes, Theary ™ 4. I £ 8
Frrisi 7, il 98, o 813
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Shannon, Claude E.: "A Mathematical Theory of
Communication.” Bell system technical journal 273 (1948)

379-423
18



|_
o
|-
O
Y
>
(@)
o
O
+—
o
>
| -
@)
0o
Q
=)
©
(@)
=

Modern Cryptanalysis

Cryptography
Art of making ciphers -

Cryptanalysis
Art of breaking ciphers

prtéemphv

’ N
\
\
N\

Classical Mc;dgrn Clas;sical

Substitution Transposition Symmetric Asymmétric
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Modern Cryptanalysis

Basic idea of entropy comes from the physics of the 19" century
Measure of disorder of a physical system

“The entropy of an isolated system never decreases over time”
(2"d law of thermodynamics )

Boltzmann extended the idea 1877 further to an information
theoretical approach. Systems go from a less likely to a more
likely state. This increases the value of the entropy

Claude E. Shannon (next slide) used the term ,,entropy” in 1948 for the
loss of information in data communication. He obtained the idea to
call it entropy by John von Neumann

20
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Modern Cryptanalysis

Entropy H (aka as information entropy)

Invented by Claude E. Shannon in 1948 and published in
“A Mathematical Theory of Communication” (see first slide)

Measure for the uncertainty of a random variable
* Measure of disorder, unpredictability
* Quantifies the expected value of information
* Absolute limit for the best possible lossless compression

Examples
* Single toss of a fair coin: Entropy H = 1 bit
* Single toss of a coin with two heads/tails: Entropy H = 0

* Singletoss of an unfaircoin:0 < H < 1
21
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Modern Cryptanalysis

Entropy H(X) of a discrete random variable X with possible values {x;,X;, ..., X, }
Probability of each x; is p(x;). Each p(x;) value is between 0 and 1 (sum of all p(x;) is 1)

Information content/uncertainty of Xis /(X)

* H(X) is the expected value E of /(X), thus, H(X) = E(/(X))

e I(x;) = logbﬁ = - logb(p(xi)), Vi€ {1,2, 1}
1

o H(X) = XL, pOepI(x;) = Xieq p(x;) logy, e —2iz1 p(x;) logy p(x;)

Unit of the entropy
* b=2 = bit
* b=e = nat
* b=10- dit

22
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Modern Cryptanalysis

* Example of entropy calculation
* We have 26 different letters in English using a Latin alphabet A,B,C,...,Z
* Example text is “HELLOWORLD"

1. Count each letter: H=1,E=1,L=3,0=2, W=1, R=1, D=1

o,

2. Calculate frequencies of letters: PH=5 : = = 1 1 1

26’ PE 25" PLT3¢ Po™26" Pw™25 Pr755 Po™5¢

3. Compute entropy value:

H=—((=)logz (=) + (&) logs () + + + (=) logs (=) ~ 1,548 bit

23
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Modern Cryptanalysis

In cryptanalysis, we can use the entropy as a “cost function” to rate a text

Plaintext

Natural language
Low disorder: low “information content” = low entropy

Ciphertext

Encrypted; randomized characters (or with modern ciphers randomized bits)
High disorder (chaos): high “information content” = high entropy

Useful for brute-force attacks (aka exhaustive key searching attacks)

1
2.
3

Decrypt ciphertext using every possible key

Calculate for each putative plaintext its entropy value

Keep putative plaintexts with lowest entropy (e.g. 100 “best” plaintexts)
With very high probability, the original plaintext is in this set
English text (only 26 different letters) has an entropy value between 0.6 bit and 1.3 bit per character
Having an English text but using a byte for representing a single character, since we have 256 different
possibilities, English text then has an average entropy value of around 4.7 bit

24



Modern Cryptanalysis

« Task 1: Have a look at the CT2 Cost Function component (besides other
statistics, it also offers entropy as cost function)
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* Task 2: Encrypt a text using the DES cipher

* Task 3: Break the DES encrypted ciphertext with reduced keyspace using
the KeySearcher component of CT2

25
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Modern Cryptanalysis

The information entropy. often just entropy, i a basic quantity = information
theory assocated to any random vanable whech can be mterpreted as the
sverage level of “information”, “surprise”. or "uncertanty” inherent in the
varisble's possible outcomes. The concept of mformaton entropy was
introduced by Claude Shannon i his 1948 paper “A Mathematcal Theory of
Communcation® [1]

The entropy 1 the expected value of the self-mformation a related quantity also
introduced by Shannon. The seif-information quentifies the level of information
of Surpense 530Ciated with one particular outcome or event of » random
vanabie. wheress the entropy quantifies how “informatve” or “surpriung” the
entre random vanable 5. sveraged on all its posuble outcomes.

The entropy was ongnally crested by Shannon as part of b theory of
COMMUNICAtON, IN which 3 dald COMMUMCAtON system & Composed of three
clements: a source of data, » communication channel and 3 recewer, In

>

> e,

L (.o-.t!wtoné

Parameter

) Cowt Functie
& g ot
(~—

Function type

Entropy

Bytes 10 use
000
Bytes offset

| Sedect an entropy funct
Extemnal (INatveCryplc

44382115715854

15 charscters, 1 line

Entropy Vakee
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Modern Cryptanalysis

The information entropy. often just entropy, = a basic quantity in information
theory assocated to any random vanable whech can be mterpreted a4 the
average level of “information”, "surprse”. or "uncertamty” inherent in the
vanable s possible outcomes. The concept of mformation entropy was
introduced by Claude Shannon i his 1948 paper “A Mathematical Theory of
Communication”[1]

The entropy 1 the expected value of the self-nformation » related quantity also
ntroduced by Shannon. The seif-informaton quantifies the level of information
of surprae sccisted with one particular Sutcome Or event of a random
vanable whereas the entropy quantiies how “informatve” or “surprising” the
entre random vanable i averaged on all s posuble outcomes

The entropy was ongnally created by Shanncn as part of his theory of
COMMUNICAtON. in which 3 data COMmMUMCItON system i composed of three
elements: 3 source of data, 3 communication channel and a recewer, In

Key

Sirng Decose é

w

Cost Function

Coowerter

O characters. 0 bines

A4382115715854

15 characters. | line

Entropy Vakue of Plaintext

Comt Function

0 characters. 0 lines

Entropy Value of Gphertent

27



Modern Cryptanalysis
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The information entropy. often just entropy, & a basic quantity in information D ’ A4382115715854
theory assocated to any random vanable whech can be mterpreted a4 the “
average level of “information”, "surprse”. or "uncertamty” inherent in the O [

vanable s possible outcomes. The concept of mformation entropy was
introduced by Claude Shannon i his 1948 paper “A Mathematical Theory of
Communication™ 1]

String Decode Cost Function

The entropy 1 the expected value of the self-nformation » related quantity also
ntroduced by Shannon. The seif-informaton quantifies the level of information
of surprae sccisted with one particular Sutcome Or event of a random

vanabie whereas the entropy quantiies how “informatve” or “surprising” the 15 characters, | line

entre random vanabie i averaged on all ity posuble outcomes.
_z Entropy Vakue of Plantext

Parameter

Cryptology for 10T

The entropy was ongnally created by Shanncn as part of his theory of
COMMUNICAtON. in which 3 data COMmMUMCItON system i composed of three
elements: 3 source of data, 3 communication channel and a recewer, In

" . .

acey th DUamenta - am s aben® - a1

7 Converter
~ e et

o
Q@
>
o
o
=

—"(mosge o HE)

P | Converting to
bytal)
Numenc

Sirng Decose é

Comverter Reverse Dyte order

Encoding of input

158 a5

Parameter

String D 0 characters. 0 fines
(A  Whmanny botenay | Encoding of output o
) - ‘ UTF-8 Entropy Value of Gphertent
Key ‘ ooyt format ,
= Digits for Uint[]
joa Defing Dugits a3
| i String of Dwgits
| Octal —
Deamal Daguts
'W 0123456780ABCDEF
| Basetd Digits Group Size
. [
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The nformation entropy. often just entropy, & a basic quantity in mformaton n A44382115715854
theory associated to any random vanable, which can be interpreted as the
average level of “indormation”, “surprse’, Or “uncertanty” inherent in the L

varisble's possidle outcomes. The concept of nformation entropy was Uring Decode Cost Function
introduced by Claude Shannon i his 1948 paper “A Mathematxcal Theory of
Communication” 1]

The entropy i the expected value of the self-mfcermation, » refated quantity also
introduced by Shannon. The self-information quantifies the level of information
OF SUrprse #530Cited Wwith one particular outcome or event of » random
vanable. whereas the entropy quantifies how “informative™ or “surprising” the
entre random vanable . averaged on all s possible outcomes. >

15 characters, 1 line

Entropy Value of Plasntext

- S TR —
.,_I_ 757413548271437

Comt Function

Cryptology for 10T

The entropy was orignally created by Shannon as part of his theory of -
commumicaton, in which 3 Gata commumcaton system 5 composed of three
elements: & source of data, & communication channel and & recewer. In

o
Q@
>
°
o
p=

01020304 050607 08

16 characters, 1 ine

96 545C DB 14 5€ 03 FD 17 74 AB 47 F8 81 DS _————ee———

$7 6A AS 9C 43 48 70 C7 OC 07 08 A5 26 1E 95
SEABCOACEOICBDCATAFAIC2SFA IS ER Entiopy Visiue of Cphertext
1028729347 2529538432060 2547 R
BC 90 BO 95 96 £4 18 D4 BO£9 26 62 17 TA AB
477881 D697 4C 4075 IACACS 66 21 35 68
21 35 DO €5 05 9 65 5D AS F1 62 £0 94 65 00
BSF461B54CFEBY 1E IS 90 L6FERD 15
PAAM A TR AC AR SERNOAF2RA DN FA 30
4967 characters, 1 lne

R
Ciphertest

— Entropy of the ciphertext grows up (4.4 to 7.8)
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Modern Cryptanalysis

JEARCSRIFEAF 058 5308 CE 198708 MO D4
718289 56 C1 70 £9 62 35 FA OF 01 6D 02 DF 48 §F A% D6
455D 5700 A1 26 70 FC 3585 TF EF AA B8 DO 5T B8 02 €1
7215 87 61 20 80 F5 70 FD 62 25 FO 51 86 95 50 24 83 A4
FOCA 5D €4 AE CE 44 96 1A 90 AF 52 97 A2 7183 21 JF F6
SMEEETOOMIABTSIBSCSFT AR M ET 0B8R2 3

DH&.NGGC&.O'U“'NMBI
IE7DCOBT 61 77 03 OF 77 69 65 E4 4C FBOAE3 99 24 7C
382496 D3 ££4D 24 34 91 C6 DB CO 61 70 D7 (A& 90 83
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The mformation entropy, often Just entropy. is 8 bask quantity in information theory associated to
sy random varable, which can be interpreted as the sverage level of “information’, “surprise”. or
“uncertanty” inherent in the vanable's possible outcomes. The concept of information entropy was
mtroduced by Claude Shannon in his 1948 paper “A Mathematical Theory of Communscation” 1]

The entropy & the expected value of the self-information, a related quantity also introduced by
Sharnon. The seff-information quantifies the level of information or surprse associated with one
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