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Module 7

Smart Socket Pentest 
Part I

Prof.: Joaquín Recas
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1. Prepare the Linux Virtual Machine

2. Prepare the Raspberry Pi

3. Pair the Smart Socket 
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1. Prepare the Linux Virtual Machine
– Wireshark (already installed)
– JADX Dex to Java decompiler: 
• github project homepage
• Download releases from github

– Binary Ninja homepage link
• Demo version link

https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases/latest
https://binary.ninja/
https://binary.ninja/demo/
https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases/latest
https://binary.ninja/
https://binary.ninja/demo/
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1. Prepare the Linux Virtual Machine

2. Prepare the Raspberry Pi

3. Pair the Smart Socket 
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2. Prepare the Raspberry Pi:
– Download Raspi-IoT-DA.img.zip image
• Link available in your email

– Flash the image into the SD cart using:
• Option 1: Use the Linux Virtual Machine or
• Option 2: Raspberry Pi Imager: link or
• Option 3: balenaEtcher: link

https://www.raspberrypi.com/news/raspberry-pi-imager-imaging-utility/
https://www.balena.io/etcher/
https://www.raspberrypi.com/news/raspberry-pi-imager-imaging-utility/
https://www.balena.io/etcher/
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Unzip file first!!
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2. Prepare the Raspberry Pi:
– Download Raspi-IoT-DA.img.zip image
– Flash the image into the SD cart using:
– Plug the SD card in the Raspberry Pi 4
• Connect the ethernet cable (access to the Internet)
• Optional: connect a mouse, keyboard, HDMI monitor
• Connect the power supply and wait for 3min

– User ’iot’, password ‘IoT-DA’

• Obtain IP address:
– ping -c 4 raspy-iot-da
– Access your router: http://192.168.1.1
– nmap -sn 192.168.1.0/24

http://192.168.1.1/
http://192.168.1.1/
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$ sudo apt-get install nmap
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2. Prepare the Raspberry Pi:
– Download Raspi-IoT-DA.img.zip image
– Flash the image into the SD cart using:
– Plug the SD card in the Raspberry Pi 4
– Log in: 
• Option 1: Mouse, keyboard, HDMI monitor
• Option 2: remote ssh access
• Option 3: use VNC viewer
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15$ vncserver -kill :1
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Real VNC Viewer

https://www.realvnc.com/en/connect/download/viewer/
https://www.realvnc.com/en/connect/download/viewer/
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Password: IoT-DA
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2. Prepare the Raspberry Pi:
– Download Raspi-IoT-DA.img.zip image
– Flash the image into the SD cart using:
– Plug the SD card in the Raspberry Pi 4
– Log in 
– By default the Raspi creates a WiFi Access Point
• SSID: MasterIoT
• Password: MasterIoT

– Connect to the AP and check internet access
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1. Prepare the Linux Virtual Machine

2. Prepare the Raspberry Pi

3. Pair the Smart Socket 

21



Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

3. Pair the Smart Socket 
– Download the android App (HomeMate.apk)
– Install it in your Android device
• If you do not have and Android device contact me

– Register into the App by creating a new user

https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk


Sec

M
od

ul
e 

7:
 S

m
ar

t S
oc

ke
t P

en
te

st

§ WIFI Smart Socket 
ORVIBO-S20C/S30C

§ Wifi 2,4 GHz b/g/n
– WEP/WPA-PSK/WPA2-

PSK
– Power cons.: ≦0. 3 W

§ Input/output: 
– 100-240V ~, 50 H, 8A
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§ With smart home platform ORVIBO 
Home, you can many controls as follow:
– Control and manage all kinds of devices 

like curtains, air conditioners, TV, lights, 
switches, sockets and etc in one APP.

– Create different scenes to control multiple 
devices.

– Make ‘If this then that’ synchronizations 
scenario.
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Device & app history
• retrieve running apps
• read your Web bookmarks and history

Identity
• find accounts on the device

Contacts
• modify your contacts
• read your contacts

Location
• approximate location (network-based)
• precise location (GPS and network-based)

Phone
• read phone status and identity

Photos/Media/Files
• read the contents of your USB storage
• modify or delete the contents of your USB storage

Microphone
• record audio

Storage
• read the contents of your USB storage
• modify or delete the contents of your USB 

storage

Camera
• take pictures and videos

Wi-Fi connection information
• view Wi-Fi connections

Device ID & call information
• read phone status and identity

Other
• download files without notification
• view network connections
• pair with Bluetooth devices
• access Bluetooth settings
• connect and disconnect from Wi-Fi
• full network access
• control Near Field Communication
• control vibration
• prevent device from sleeping
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3. Pair the Smart Socket 
– Download the android App (HomeMate.apk)
– Install it in your Android device
• If you do not have and Android device contact me

– Register into the App by creating a new user
– Pair the socket

https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
https://iot-da.github.io/Subjects/SEC/P3/HomeMate.apk
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Disable Mobile data
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Raspberry Pi 
running!!
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üThe Smart Plug is paired 
to our App

üThe Smartphone and the 
Smart Socket are 
connected to the 
Raspberry Pi Access Point

üWe can turn on/off the
Smart Socket using the 
App
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